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Enterprise Deployment Overview

Oracle Identity Management presents a comprehensive suite of products for all aspects
of identity management.This guide describes five reference enterprise topologies for
the Oracle Identity Management Infrastructure components of Oracle Fusion
Middleware. It also provides detailed instructions and recommendations to create the
topologies by following the enterprise deployment guidelines.

This chapter includes the following topics:

»  Section 1.1, "What is an Enterprise Deployment?"

= Section 1.2, "Terminology"

s Section 1.3, "Benefits of Oracle Recommendations"

= Section 1.4, "The Enterprise Deployment Reference Topologies"

= Section 1.5, "Using This Guide"

1.1 What is an Enterprise Deployment?

An enterprise deployment is an Oracle best practices blueprint based on proven Oracle
high-availability technologies and recommendations for Oracle Fusion Middleware.
The high-availability best practices described in this book make up one of several
components of high-availability best practices for all Oracle products across the entire
technology stack—Oracle Database, Oracle Fusion Middleware, Oracle Applications,
Oracle Collaboration Suite, and Oracle Grid Control.

An Oracle Fusion Middleware enterprise deployment:

s Considers various business service level agreements (SLA) to make
high-availability best practices as widely applicable as possible

= Leverages database grid servers and storage grid with low-cost storage to provide
highly resilient, lower cost infrastructure

= Uses results from extensive performance impact studies for different
configurations to ensure that the high-availability architecture is optimally
configured to perform and scale to business needs

= Enables control over the length of time to recover from an outage and the amount
of acceptable data loss from a natural disaster

= Evolves with each Oracle version and is completely independent of hardware and
operating system

For more information on high availability practices, visit:
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http://www.oracle.com/technology/deploy/availability/htdocs/maa.
htm

1.2 Terminology

Table 1-1 provides definitions for some of the terms that define the architecture of an
Oracle Fusion Middleware environment:

Table 1-1 Oracle Fusion Middleware Architecture Terminology

Term Definition

Oracle Fusion Middleware =~ A Middleware home consists of the Oracle WebLogic Server
home home, and, optionally, one or more Oracle homes.

A Middleware home can reside on a local file system or on a
remote shared disk that is accessible through NFS.

WebLogic Server home A WebLogic Server home contains installed files necessary to
host a WebLogic Server. The WebLogic Server home directory
is a peer of other Oracle home directories underneath the
Middleware home directory.

Oracle home An Oracle home contains installed files necessary to host a
specific product. For example, the Oracle Identity
Management Oracle home contains a directory that contains
binary and library files for Oracle Identity Management.

An Oracle home resides within the directory structure of the
Middleware home. Each Oracle home can be associated with
multiple Oracle instances or Oracle WebLogic Server
domains.

Oracle instance An Oracle instance contains one or more system
components, such as Oracle Web Cache, Oracle HTTP Server,
or Oracle Internet Directory. The system components in an
Oracle instance must reside on the same machine. An Oracle
instance directory contains updatable files, such as
configuration files, log files, and temporary files.

An Oracle instance is a peer of an Oracle WebLogic Server
domain. Both contain specific configurations outside of their
Oracle homes.

The directory structure of an Oracle instance is separate from
the directory structure of the Oracle home. It can reside
anywhere; it need not be within the Middleware home
directory.
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Table 1-1 (Cont.) Oracle Fusion Middleware Architecture Terminology

Term Definition

Oracle WebLogic Server A WebLogic Server domain is a logically related group of

domain Java components. A WebLogic Server domain includes a
special WebLogic Server instance called the Administration
Server, which is the central point from which you configure
and manage all resources in the domain. Usually, you
configure a domain to include additional WebLogic Server
instances called Managed Servers. You deploy Java
components, such as Web applications, E]Bs, and Web
services, and other resources to the Managed Servers and use
the Administration Server for configuration and management
purposes only.

Managed Servers in a WebLogic Server domain can be
grouped together into a cluster.

An Oracle WebLogic Server domain is a peer of an Oracle
instance. Both contain specific configurations outside of their
Oracle homes.

The directory structure of an WebLogic Server domain is
separate from the directory structure of the WebLogic Server
home. It can reside anywhere; it need not be within the
Middleware home directory.

system component A system component is a manageable process that is not
WebLogic Server. For example: Oracle HTTP Server,
WebCache, and Oracle Internet Directory. Includes the JSE
component.

Java component A Java component is a peer of a system component, but is
managed by the application server container. Generally refers
to a collection of applications and resources, with generally a
1:1 relationship with a domain extension template. For
example: SOA and WebCenter Spaces.

Oracle Fusion Middleware  Oracle Enterprise Manager Fusion Middleware Control is a

farm Web browser-based, graphical user interface that you can use
to monitor and administer an Oracle Fusion Middleware
farm.

An Oracle Fusion Middleware farm is a collection of
components managed by Fusion Middleware Control. It can
contain WebLogic Server domains, one or more Managed
Servers and the Oracle Fusion Middleware system
components that are installed, configured, and running in the
domain.

1.3 Benefits of Oracle Recommendations

The Oracle Fusion Middleware configurations discussed in this guide are designed to
ensure security of all transactions, maximize hardware resources, and provide a
reliable, standards-compliant system for enterprise computing with a variety of
applications. The security and high availability benefits of the Oracle Fusion
Middleware configurations are realized through isolation in firewall zones and
replication of software components.

1.3.1 Built-in Security

The Enterprise Deployment architectures are secure because every functional group of
software components is isolated in its own DMZ, and all traffic is restricted by
protocol and port. The following characteristics ensure security at all needed levels, as
well as a high level of standards compliance:
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All external communication received on port 80 is redirected to port 443.

Communication from external clients does not go beyond the Load Balancing
Router level.

No direct communication from the Load Balancing Router to the data tier DMZ is
allowed.

Components are separated between DMZs on the web tier, application tier, and
the directory tier.

Direct communication between two firewalls at any one time is prohibited.

If a communication begins in one firewall zone, it must end in the next firewall
zone.

Oracle Internet Directory is isolated in the directory tier DMZ.
Identity Management components are in the application tier DMZ.

All communication between components across DMZs is restricted by port and
protocol, according to firewall rules.

1.3.2 High Availability

The Enterprise Deployment architectures are highly available, because each
component or functional group of software components is replicated on a different
computer, and configured for component-level high availability.

1.4 The Enterprise Deployment Reference Topologies

Oracle Identity Management consists of a number of products, which can be used
either individually or collectively. The Enterprise Deployment Guide for Identity

Management allows you to build five different enterprise topologies. This section
describes them.

Section 1.4.1, "Topology 1 - Oracle Access Manager 11g"

Section 1.4.2, "Topology 2 - Oracle Access Manager 10g and Oracle Identity
Manager 11g"

Section 1.4.3, "Topology 3 - Oracle Access Manager 11g and Oracle Identity
Manager 11g"

Section 1.4.4, "Topology 4 - Oracle Adaptive Access Manager 11g"
Section 1.4.5, "Topology 5 - Oracle Identity Federation 11g"

1.4.1 Topology 1 - Oracle Access Manager 11g
Figure 1-1 is a diagram of the Oracle Access Manager 11¢ topology.
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Figure 1-1 Oracle Access Manager 11g
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1.4.1.1 Understanding the Directory Tier

The directory tier is in the Intranet Zone. The directory tier is the deployment tier

where all the LDAP services
Directory and Oracle Virtual

reside. This tier includes products such as Oracle Internet
Directory. The directory tier is managed by directory

administrators providing enterprise LDAP service support.

The directory tier is closely tied with the data tier. Access to the data tier is important

for the following reasons:

Oracle Internet Directory relies on Oracle Database as its back end.
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s Oracle Virtual Directory provides virtualization support for other LDAP services
or databases or both.

In some cases, the directory tier and data tier might be managed by the same group of
administrators. In many enterprises, however, database administrators own the data
tier while directory administrators own the directory tier.

Typically protected by firewalls, applications above the directory tier access LDAP
services through a designated LDAP host port. The standard LDAP port is 389 for the
non-SSL port and 636 for the SSL port. LDAP services are often used for white pages
lookup by clients such as email clients in the intranet.

1.4.1.2 Understanding the Application Tier

The application tier is the tier where J2EE applications are deployed. Products such as
Oracle Directory Integration Platform, Oracle Identity Federation, Oracle Directory
Services Manager and Oracle Enterprise Manager Fusion Middleware Control are the
key J2EE components that can be deployed in this tier. Applications in this tier benefit
from the High Availability support of Oracle WebLogic Server.

The Identity Management applications in the application tier interact with the
directory tier as follows:

= Insome cases, they leverage the directory tier for enterprise identity information.

= Insome cases, they leverage the directory tier (and sometimes the database in the
data tier) for application metadata.

s Oracle Enterprise Manager Fusion Middleware Control and Oracle Directory
Services Manager are administration tools that provide administrative
functionalities to the components in the application tier as well as the directory
tier.

s WebLogic Server has built-in web server support. If enabled, the HTTP listener
exists in the application tier as well. However, for the enterprise deployment
shown in Figure 1-1, customers will have a separate web tier relying on web
servers such as Apache or Oracle HTTP Server.

In the application tier:

= IDMHOSTI and IDMHOST2 have the WebLogic Server with the Administration
Console, Oracle Enterprise Manager Fusion Middleware Control, Oracle Directory
Integration Platform, Oracle Directory Services Manager and Oracle Access Server
installed. IDMHOST1 and IDMHOST2 run both the WebLogic Server Administration
Servers and Managed Servers. Note that the administration server is configured to
be active-passive, that is, although it is installed on both nodes, only one instance
is active at any time. If the active instance goes down, then the passive instance
starts up and becomes the active instance.

The Oracle Access Server communicates with Oracle Virtual Directory in the
directory tier to verify user information.

= On the firewall protecting the application tier, the HTTP ports, OIP port, and OAP
port are open. The OIP (Oracle Identity Protocol) port is for the WebPass module
running in Oracle HTTP Server in the web tier to communicate with Oracle Access
Manager to perform operations such as querying user groups. The OAP (Oracle
Access Protocol) port is for the WebGate module running in Oracle HTTP Server
in the web tier to communicate with Oracle Access Manager to perform operations
such as user authentication.

1-6 Enterprise Deployment Guide for Oracle Identity Management



The Enterprise Deployment Reference Topologies

Architecture Notes

= Oracle Enterprise Manager Fusion Middleware Control is integrated with Oracle
Access Manager using the Oracle Platform Security Service (OPSS) agent.

s The Administration Server, Oracle Enterprise Manager and Oracle Access
Manager console are always bound to the listen address of the Administration
Server.

s The WLS_0ODS1 Managed Server on IDMHOST1 and WLS_ODS2 Managed Server on
IDMHOST2 are in a cluster and the Oracle Directory Services Manager and Oracle
Directory Integration Platform applications are targeted to the cluster.

s The WLS_0OAM1 Managed Server on IDMHOST1 and WLS_OAM2 Managed Server on
IDMHOST2 are in a cluster and the Access Manager applications are targeted to the
cluster.

= Oracle Directory Services Manager and Oracle Directory Integration Platform are
bound to the listen addresses of the WLS_0DS1 and WLS_ODS2 Managed Servers.
By default, the listen address for these Managed Servers is set to IDMHOST1 and
IDMHOST?2 respectively.

High Availability Provisions

s The Identity Servers and Access Servers are active-active deployments; the Access
Server may communicate with the Identity Server at run time.

s The WebLogic Administration Server and Oracle Enterprise Manager deployment
is active-passive (where other components are active-active).

s The WebLogic Administration Server is a singleton component deployed in an
active-passive configuration. If IDMHOST1 fails or the Administration Server on
IDMHOST1 does not start, the Administration Server on IDMHOST?2 can be started.
All Managed Servers and components on IDMHOST1 and IDMHOST2 must be
configured with the Administration Server virtual IP address.

Security Provisions

Oracle Oracle WebLogic Server Console, Oracle Enterprise Manager Fusion
Middleware Control console, and Oracle Access Manager console are only accessible
via admin.mycompany . com, which is only available inside the firewall.

1.4.1.3 Understanding the Web Tier

The web tier is in the DMZ Public Zone. The HTTP Servers are deployed in the web
tier.

Most of the Identity Management components can function without the web tier, but
for most enterprise deployments, the web tier is desirable. To support enterprise level
single sign-on using products such as Oracle Single Sign-On and Oracle Access
Manager, the web tier is required.

While components such as Oracle Enterprise Manager Fusion Middleware Control
and Oracle Directory Services Manager can function without a web tier, they can be
configured to use a web tier, if desired.

In the web tier:

s WEBHOST1 and WEBHOST?2 have Oracle HTTP Server, WebGate (an Oracle Access
Manager component), and the mod_wl_ohs plug-in module installed. The mod_
wl_ohs plug-in module allows requests to be proxied from Oracle HTTP Server to
a WebLogic Server running in the application tier.
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= WebGate (an Oracle Access Manager component) in Oracle HTTP Server uses
Oracle Access Protocol (OAP) to communicate with Oracle Access Manager
running on IDMHOST1 and IDMHOST2, in the Identity Management DMZ.
WebGate and Oracle Access Manager are used to perform operations such as user
authentication.

On the firewall protecting the web tier, only the HTTP ports are open: 443 for HTTPS
and 80 for HTTP.

Architecture Notes

Oracle HTTP Servers on WEBHOST1 and WEBHOST2 are configured with mod_wl_ohs,
and proxy requests for the Oracle Enterprise Manager, Oracle Directory Integration
Platform, and Oracle Directory Services Manager J2EE applications deployed in
WebLogic Server on IDMHOST1 and IDMHOST2.

Security Provisions

The Oracle HTTP Servers process requests received using the URL's
sso.mycompany . com and admin.mycompany . com. The
nameadmin.mycompany . com is only resolvable inside the firewall. This prevents
access to sensitive resources such as the Oracle WebLogic Server console and
Oracle Enterprise Manager Fusion Middleware Control console from the public
domain.

1.4.2 Topology 2 - Oracle Access Manager 10g and Oracle Identity Manager 11g

Figure 1-2 is a diagram of the Oracle Access Manager 10g and Oracle Identity
Manager 11g topology.
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Figure 1-2 Oracle Access Manager 10g and Oracle Identity Manager 11g
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1.4.2.1 Understanding the Directory Tier

The directory tier is in the Intranet Zone. The directory tier is the deployment tier
where all the LDAP services reside. This tier includes products such as Oracle Internet
Directory and Oracle Virtual Directory. The directory tier is managed by directory
administrators providing enterprise LDAP service support.
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The directory tier is closely tied with the data tier. Access to the data tier is important
for the following reasons:

s Oracle Internet Directory relies on Oracle Database as its backend.

s Oracle Virtual Directory provides virtualization support for other LDAP services
or databases or both.

In some cases, the directory tier and data tier may be managed by the same group of
administrators. In many enterprises, however, database administrators own the data
tier while directory administrators own the directory tier.

Typically protected by firewalls, applications above the directory tier access LDAP
services through a designated LDAP host port. The standard LDAP port is 389 for the
non-SSL port and 636 for the SSL port. LDAP services are often used for white pages
lookup by clients such as email clients in the intranet.

1.4.2.2 Understanding the Application Tier

The application tier is the tier where J2EE applications are deployed. Products such as
Oracle Directory Integration Platform, Oracle Identity Federation, Oracle Directory
Services Manager and Oracle Enterprise Manager Fusion Middleware Control are the
key J2EE components that can be deployed in this tier. Applications in this tier benefit
from the High Availability support of Oracle WebLogic Server.

The Identity Management applications in the application tier interact with the
directory tier as follows:

= Insome cases, they leverage the directory tier for enterprise identity information.

= Insome cases, they leverage the directory tier (and sometimes the database in the
data tier) for application metadata.

s Oracle Enterprise Manager Fusion Middleware Control and Oracle Directory
Services Manager are administration tools that provide administrative
functionalities to the components in the application tier as well as the directory
tier.

s WebLogic Server has built-in web server support. If enabled, the HTTP listener
will exist in the application tier as well. However, for the enterprise deployment
shown in Figure 1-1, customers will have a separate web tier relying on web
servers such as Apache or Oracle HTTP Server.

In the application tier:

= IDMHOSTI and IDMHOST2 have the WebLogic Server with the Administration
Console, Oracle Enterprise Manager Fusion Middleware Control, Oracle
Directory Integration Platform, and Oracle Directory Services Manager installed.
IDMHOST1 and IDMHOST2 run both the WebLogic Server Administration Servers
and Managed Servers. Note that the administration server is configured to be
active-passive, that is, although it is installed on both nodes, only one instance is
active at any time. If the active instance goes down, then the passive instance starts
up and becomes the active instance.

= On the firewall protecting the application tier, the HTTP ports, OIP port, and OAP
port are open. The OIP (Oracle Identity Protocol) port is for the WebPass module
running in Oracle HTTP Server in the web tier to communicate with Oracle Access
Manager to perform operations such as querying user groups. The OAP (Oracle
Access Protocol) port is for the WebGate module running in Oracle HTTP Server
in the web tier to communicate with Oracle Access Manager to perform operations
such as user authentication.
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OAMHOST1 and OAMHOST2 have Oracle Access Manager (with the Identity Server
and Access Server components) installed. Oracle Access Manager is the single
sign-on component for Oracle Fusion Middleware. It communicates with Oracle
Internet Directory in the directory tier to verify user information.

OIMHOST1 and OIMHOST2 have Oracle Identity Manager and Oracle SOA
installed. Oracle Identity Manager is used for provisioning. Oracle SOA is used to
provide the workflow functionality.

OAMADMINHOST is on an isolated subnet (for Oracle Access Manager administration),
and it has Oracle HTTP Server, WebGate, WebPass, and Policy Manager installed.

Architecture Notes

Oracle Enterprise Manager Fusion Middleware Control is integrated with Oracle
Access Manager using the Oracle Platform Security Service (OPSS) agent.

The Administration Server, Oracle Enterprise Manager and Oracle Access
Manager console are always bound to the listen address of the Administration
Server.

The WLS_0ODS1 Managed Server on IDMHOST1 and WLS_ODS2 Managed Server on
IDMHOST2 are in a cluster and the Oracle Directory Services Manager and Oracle
Directory Integration Platform applications are targeted to the cluster.

Oracle Directory Services Manager and Oracle Directory Integration Platform are
bound to the listen addresses of the WL.S_0DS1 and WLS_ODS2 Managed Servers.
By default, the listen address for these Managed Servers is set to IDMHOST1 and
IDMHOST2 respectively.

The WLS_0IM1 Managed Server on OIMHOST1 and WLS_OIM2 Managed Server on
OIMHOST?2 are in a cluster and the Oracle Identity Manager applications are
targeted to the cluster.

The WLS_sS0A1 Managed Server on OIMHOST1 and WLS_SOA2 Managed Server on
OIMHOST?2 are in a cluster and the Oracle SOA applications are targeted to the
cluster.

High Availability Provisions

The Identity Servers and Access Servers are active-active deployments; the Access
Server may communicate with the Identity Server at run time.

The Identity Management Servers and SOA Servers are active-active deployments;
these servers will communicate with the data tier at run time.

The Oracle Identity Manager servers are active-active deployments; the Oracle
Identity Manager application may communicate with the data tier at any time.

The WebLogic Administration Server and Oracle Enterprise Manager deployment
is active-passive, unlike other components, which are active-active.

The WebLogic Administration Server is a singleton component deployed in an
active-passive configuration. If IDMHOST1 fails or the Administration Server on
IDMHOST1 does not start, the Administration Server on IDMHOST2 can be started.
All Managed Servers and components on IDMHOST1 and IDMHOST2 must be
configured with the Administration Server virtual IP address.

Security Provisions

Oracle WebLogic Server Console, Oracle Enterprise Manager Fusion
Middleware Control console and Oracle Access Manager console are only
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accessible through admin.mycompany . com, which is only available inside the
firewall.

= WebPass communication from the public DMZ to Identity and Access Servers is
not allowed.

s The Policy Manager (an Oracle HTTP Server module secured with both WebGate
and WebPass) is deployed in an isolated administrative subnet, which
communicates directly with Oracle Internet Directory.

1.4.2.3 Understanding the Web Tier

The web tier is in the DMZ Public Zone. The HTTP Servers are deployed in the web
tier.

Most of the Identity Management components can function without the web tier, but
for most enterprise deployments, the web tier is desirable. To support enterprise level
single sign-on using products such as Oracle Single Sign-On and Oracle Access
Manager, the web tier is required.

While components such as Oracle Enterprise Manager Fusion Middleware Control
and Oracle Directory Services Manager can function without a web tier, they can be
configured to use a web tier, if desired.

In the web tier:

s  WEBHOSTI1 and WEBHOST2 have Oracle HTTP Server, WebGate (an Oracle Access
Manager component), and the mod_wl_ohs plug-in module installed. The mod_
wl_ohs plug-in module allows requests to be proxied from Oracle HTTP Server to
a WebLogic Server running in the application tier.

= WebGate (an Oracle Access Manager component) in Oracle HTTP Server uses
Oracle Access Protocol (OAP) to communicate with Oracle Access Manager
running on IDMHOST1 and IDMHOST2, in the Identity Management DMZ.
WebGate and Oracle Access Manager are used to perform operations such as user
authentication.

On the firewall protecting the web tier, only the HTTP ports are open: 443 for HTTPS
and 80 for HTTP.

Architecture Notes

Oracle HTTP Servers on WEBHOST1 and WEBHOST2 are configured with mod_wl_ohs,
and proxy requests for the Oracle Enterprise Manager, Oracle Directory Integration
Platform, and Oracle Directory Services Manager J2EE applications deployed in
WebLogic Server on IDMHOST1 and IDMHOST2.

Security Provisions

»  The Oracle HTTP Servers process requests, received using the URL's
sso.mycompany . com and admin . mycompany . com. The name
admin.mycompany . com is only resolvable inside the firewall. This prevents
access to sensitive resources such as the Oracle WebLogic Server console and
Oracle Enterprise Manager Fusion Middleware Control console from the
public domain.

= WebPass is installed on OAMADMINHOST along with the Policy Manager. The
Policy Manager and the WebPass are used to configure the Access Servers and the
Identity Servers on OAMHOST1 and OAMHOST?2.

= WebGate is installed on OAMADMINHOST to protect the Policy Manager, and
configured on WEBHOST1 and WEBHOST2 to protect inbound access.

1-12 Enterprise Deployment Guide for Oracle Identity Management



The Enterprise Deployment Reference Topologies

s Oracle Access Manager Identity Assertion Provider for WebLogic Server 11gR1 is
installed on IDMHOST1 and IDMHOST2.

1.4.3 Topology 3 - Oracle Access Manager 11g and Oracle Identity Manager 11g

Figure 1-1is a diagram of the Oracle Access Manager 11g and Oracle Identity
Manager 11g topology.
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Figure 1-3 Oracle Access Manager 11g and Oracle Identity Manager 11g
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1.4.3.1 Understanding the Directory Tier

The directory tier is in the Intranet Zone. The directory tier is the deployment tier
where all the LDAP services reside. This tier includes products such as Oracle Internet
Directory and Oracle Virtual Directory. The directory tier is managed by directory
administrators providing enterprise LDAP service support.
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The directory tier is closely tied with the data tier, therefore access to the data tier is
important:

s Oracle Internet Directory relies on RDBMS as its backend.

s Oracle Virtual Directory provides virtualization support for other LDAP services
or databases or both.

In some cases, the directory tier and data tier may be managed by the same group of
administrators. In many enterprises, however, database administrators own the data
tier while directory administrators own the directory tier.

Typically protected by firewalls, applications above the directory tier access LDAP
services through a designated LDAP host port. The standard LDAP port is 389 for the
non-SSL port and 636 for the SSL port. LDAP services are often used for white pages
lookup by clients such as email clients in the intranet.

1.4.3.2 Understanding the Application Tier

The application tier is the tier where J2EE applications are deployed. Products such as
Oracle Directory Integration Platform, Oracle Identity Federation, Oracle Directory
Services Manager and Oracle Enterprise Manager Fusion Middleware Control are the
key J2EE components that can be deployed in this tier. Applications in this tier benefit
from the High Availability support of Oracle WebLogic Server.

The Identity Management applications in the application tier interact with the
directory tier as follows:

= Insome cases, they leverage the directory tier for enterprise identity information.

= Insome cases, they leverage the directory tier (and sometimes the database in the
data tier) for application metadata.

s Oracle Enterprise Manager Fusion Middleware Control and Oracle Directory
Services Manager are administration tools that provide administrative
functionalities to the components in the application tier as well as the directory
tier.

s WebLogic Server has built-in web server support. If enabled, the HTTP listener
will exist in the application tier as well. However, for the enterprise deployment
shown in Figure 1-1, customers will have a separate web tier relying on web
servers such as Apache or Oracle HTTP Server.

In the application tier:

= IDMHOSTI and IDMHOST2 have the WebLogic Server with the Administration
Console, Oracle Enterprise Manager Fusion Middleware Control, Oracle Directory
Integration Platform, Oracle Directory Services Manager and Oracle Access Server
installed. IDMHOST1 and IDMHOST2 run both the WebLogic Server Administration
Servers and Managed Servers. Note that the administration server is configured to
be active-passive, that is, although it is installed on both nodes, only one instance
is active at any time. If the active instance goes down, then the passive instance
starts up and becomes the active instance.

The Oracle Access Server communicates with Oracle Virtual Directory in the
directory tier to verify user information.

= On the firewall protecting the application tier, the HTTP ports, OIP port, and OAP
port are open. The OIP (Oracle Identity Protocol) port is for the WebPass module
running in Oracle HTTP Server in the web tier to communicate with Oracle Access
Manager to perform operations such as querying user groups. The OAP (Oracle
Access Protocol) port is for the WebGate module running in Oracle HTTP Server
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in the web tier to communicate with Oracle Access Manager to perform operations
such as user authentication.

OIMHOST1 and OIMHOST2 have Oracle Identity Manager and Oracle SOA
installed. Oracle Identity Manager is user provisioning application. Oracle SOA
deployed in this topology is exclusively used for providing workflow functionality
for Oracle Identity Manager.

Architecture Notes

Oracle Enterprise Manager Fusion Middleware Control is integrated with Oracle
Access Manager using the Oracle Platform Security Service (OPSS) agent.

The Administration Server, Oracle Enterprise Manager Fusion Middleware
Control, and Oracle Access Manager console are always bound to the listen
address of the Administration Server.

The WLS_0ODS1 Managed Server on IDMHOST1 and WLS_0ODS2 Managed Server on
IDMHOST?2 are in a cluster and the Oracle Directory Services Manager and Oracle
Directory Integration Platform applications are targeted to the cluster.

The WLS_0AM1 Managed Server on IDMHOST1 and WLS_OAM2 Managed Server on
IDMHOST2 are in a cluster and the Oracle Directory Services Manager and Access
Manager applications are targeted to the cluster.

Oracle Directory Services Manager and Oracle Directory Integration Platform are
bound to the listen addresses of the WL.S_0DS1 and WLS_ODS2 Managed Servers.
By default, the listen address for these Managed Servers is set to IDMHOST1 and
IDMHOST2 respectively.

The WLS_0IM1 Managed Server on OIMHOST1 and WLS_OIM2 Managed Server on
OIMHOST?2 are in a cluster and the Oracle Identity Manager applications are
targeted to the cluster.

The WLS_s0A1 Managed Server on OIMHOST1 and WLS_SOA2 Managed Server on
OIMHOST?2 are in a cluster and the Oracle SOA applications are targeted to the
cluster

High Availability Provisions

The Identity Servers and Access Servers are active-active deployments; the Access
Server may communicate with the Identity Server at run time.

The Identity Management Servers and SOA Servers are active-active deployments;
these servers will communicate with the data tier at run time.

The WebLogic Administration Server and Oracle Enterprise Manager deployment
is active-passive, unlike other components which are active-active).

The WebLogic Administration Server is a singleton component deployed in an
active-passive configuration. If IDMHOST1 fails or the Administration Server on
IDMHOST1 does not start, the Administration Server on IDMHOST?2 can be started.
All Managed Servers and components on IDMHOST1 and IDMHOST2 must be
configured with the Administration Server virtual IP address.

Security Provisions

Oracle Oracle WebLogic Server Console, Oracle Enterprise Manager Fusion
Middleware Control, and Oracle Access Manager Console are only accessible via
admin.mycompany . com, which is only available inside the firewall.
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1.4.3.3 Understanding the Web Tier

The web tier is in the DMZ Public Zone. The HTTP Servers are deployed in the web
tier.

Most of the Identity Management components can function without the web tier, but
for most enterprise deployments, the web tier is desirable. To support enterprise level
single sign-on using products such as Oracle Single Sign-On and Oracle Access
Manager, the web tier is required.

While components such as Oracle Enterprise Manager Fusion Middleware Control
and Oracle Directory Services Manager can function without a web tier, they can be
configured to use a web tier, if desired.

In the web tier:

s  WEBHOST1 and WEBHOST?2 have Oracle HTTP Server, WebGate (an Oracle Access
Manager component), and the mod_wl_ohs plug-in module installed. The mod_
wl_ohs plug-in module allows requests to be proxied from Oracle HTTP Server to
a WebLogic Server running in the application tier.

= WebGate (an Oracle Access Manager component) in Oracle HTTP Server uses
Oracle Access Protocol (OAP) to communicate with Oracle Access Manager
running on IDMHOST1 and IDMHOST2, in the Identity Management DMZ.
WebGate and Oracle Access Manager are used to perform operations such as user
authentication.

On the firewall protecting the web tier, only the HTTP ports are open: 443 for HTTPS
and 80 for HTTP.

Architecture Notes

Oracle HTTP Servers on WEBHOST1 and WEBHOST2 are configured with mod_wl_ohs,
and proxy requests for the Oracle Enterprise Manager, Oracle Directory Integration
Platform, and Oracle Directory Services Manager J2EE applications deployed in
WebLogic Server on IDMHOST1 and IDMHOST2.

Security Provisions

The Oracle HTTP Servers process requests received using the URL's

sso.mycompany . com and admin.mycompany.com. The name
admin.mycompany . com is only resolvable inside the firewall. This prevents access to
sensitive resources such as the Oracle WebLogic Server console and Oracle
Enterprise Manager Fusion Middleware Control from the public domain.

1.4.4 Topology 4 - Oracle Adaptive Access Manager 11g
Figure 1-4 is a diagram of the Oracle Adaptive Access Manager 11¢ topology.

Enterprise Deployment Overview 1-17



The Enterprise Deployment Reference Topologies

Figure 1-4 Oracle Adaptive Access Manager 11g
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1.4.4.1 Understanding the Directory Tier

The directory tier is in the Intranet Zone. The directory tier is the deployment tier
where all the LDAP services reside. This tier includes products such as Oracle Internet
Directory and Oracle Virtual Directory. The directory tier is managed by directory
administrators providing enterprise LDAP service support.

The directory tier is closely tied with the data tier, therefore access to the data tier is
important:

s Oracle Internet Directory relies on RDBMS as its backend.
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s Oracle Virtual Directory provides virtualization support for other LDAP services
or databases or both.

In some cases, the directory tier and data tier may be managed by the same group of
administrators. In many enterprises, however, database administrators own the data
tier while directory administrators own the directory tier.

Typically protected by firewalls, applications above the directory tier access LDAP
services through a designated LDAP host port. The standard LDAP port is 389 for the
non-SSL port and 636 for the SSL port. LDAP services are often used for white pages
lookup by clients such as email clients in the intranet.

1.4.4.2 Understanding the Application Tier

The application tier is the tier where J2EE applications are deployed. Products such as
Oracle Directory Integration Platform, Oracle Identity Federation, Oracle Directory
Services Manager and Oracle Enterprise Manager Fusion Middleware Control are the
key J2EE components that can be deployed in this tier. Applications in this tier benefit
from the High Availability support of Oracle WebLogic Server.

The Identity Management applications in the application tier interact with the
directory tier:

= Insome cases, they leverage the directory tier for enterprise identity information.

= Insome cases, they leverage the directory tier (and sometimes the database in the
data tier) for application metadata.

s Oracle Enterprise Manager Fusion Middleware Control and Oracle Directory
Services Manager are administration tools that provide administrative
functionalities to the components in the application tier as well as the directory
tier.

s WebLogic Server has built-in web server support. If enabled, the HTTP listener
will exist in the application tier as well. However, for the enterprise deployment
shown in Figure 1-1, customers will have a separate web tier relying on web
servers such as Apache or Oracle HTTP Server.

In the application tier:

= IDMHOSTI and IDMHOST2 have the WebLogic Server with the Administration
Console, Oracle Enterprise Manager Fusion Middleware Control, Oracle Directory
Integration Platform, Oracle Directory Services Manager and Oracle Access Server
installed. IDMHOST1 and IDMHOST2 run both the WebLogic Server Administration
Servers and Managed Servers. Note that the administration server is configured to
be active-passive, that is, although it is installed on both nodes, only one instance
is active at any time. If the active instance goes down, then the passive instance
starts up and becomes the active instance.

The Oracle Access Server communicates with Oracle Virtual Directory in the
directory tier to verify user information.

= On the firewall protecting the application tier, the HTTP ports, OIP port, and OAP
port are open. The OIP (Oracle Identity Protocol) port is for the WebPass module
running in Oracle HTTP Server in the web tier to communicate with Oracle Access
Manager to perform operations such as querying user groups. The OAP (Oracle
Access Protocol) port is for the WebGate module running in Oracle HTTP Server
in the web tier to communicate with Oracle Access Manager to perform operations
such as user authentication.

= OAAMHOSTI and OAAMHOST2 have the WebLogic Server with the Oracle Adaptive
Access Manager Server and Console installed.
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Architecture Notes

= Oracle Enterprise Manager Fusion Middleware Control is integrated with Oracle
Access Manager using the Oracle Platform Security Service (OPSS) agent.

s The Administration Server, Oracle Enterprise Manager and Oracle Access
Manager console are always bound to the listen address of the Administration
Server.

s The WLS_0ODS1 Managed Server on IDMHOST1 and WL.S_ODS2 Managed Server on
IDMHOST2 are in a cluster and the Oracle Directory Services Manager and Oracle
Directory Integration Platform applications are targeted to the cluster.

s The WLS_0OAM1 Managed Server on IDMHOST1 and WLS_OAM2 Managed Server on
IDMHOST? are in a cluster and the Oracle Directory Services Manager and Access
Manager applications are targeted to the cluster.

s The WLS_0OAAM1 Managed Server on OAAMHOST1 and WLS_OAAM2 Managed
Server on OAAMHOST?2 are in a cluster and the Oracle Adaptive Access server
applications are targeted to the cluster.

s TheWLS_OAAM_ADMINI1 Managed Server on OAAMHOST1 and WLS_OAAM__
ADMIN2 Managed Server on OAAMHOST?2 are in a cluster and the Oracle Adaptive
Access Administration console applications are targeted to the cluster.

= Oracle Directory Services Manager and Oracle Directory Integration Platform are
bound to the listen addresses of the WLS_0DS1 and WLS_ODS2 Managed Servers.
By default, the listen address for these Managed Servers is set to IDMHOST1 and
IDMHOST?2 respectively.

High Availability Provisions

s The Identity Servers and Access Servers are active-active deployments; the Access
Server may communicate with the Identity Server at run time.

s The Oracle Adaptive Access Servers are active-active deployments; they may
communicate with the Identity Server at run time and will communicate with the
data tier.

s The WebLogic Administration Server and Oracle Enterprise Manager deployment
is active-passive (where other components are active-active).

s The WebLogic Administration Server is a singleton component deployed in an
active-passive configuration. If IDMHOST1 fails or the Administration Server on
IDMHOST1 does not start, the Administration Server on IDMHOST?2 can be started.
All Managed Servers and components on IDMHOST1 and IDMHOST2 must be
configured with the Administration Server virtual IP.

Security Provisions

Oracle WebLogic Console, Oracle Fusion Middleware Console and Oracle Access
Manager Console and Oracle Adaptive Access Manager console are only accessible via
admin.mycompany.com, which is only available inside the firewall.

1.4.4.3 Understanding the Web Tier

The web tier is in the DMZ Public Zone. The HTTP Servers are deployed in the web
tier.

Most of the Identity Management components can function without the web tier, but
for most enterprise deployments, the web tier is desirable. To support enterprise level
single sign-on using products such as Oracle Single Sign-On and Oracle Access
Manager, the web tier is required.
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While components such as Oracle Enterprise Manager Fusion Middleware Control
and Oracle Directory Services Manager can function without a web tier, they can be
configured to use a web tier, if desired.

In the web tier:

s  WEBHOSTI1 and WEBHOST2 have Oracle HTTP Server, WebGate (an Oracle Access
Manager component), and the mod_wl_ohs plug-in module installed. The mod_
wl_ohs plug-in module allows requests to be proxied from Oracle HTTP Server to
a WebLogic Server running in the application tier.

= WebGate (an Oracle Access Manager component) in Oracle HTTP Server uses
Oracle Access Protocol (OAP) to communicate with Oracle Access Manager
running on IDMHOST1 and IDMHOST2, in the Identity Management DMZ.
WebGate and Oracle Access Manager are used to perform operations such as user
authentication.

On the firewall protecting the web tier, only the HTTP ports are open: 443 for HTTPS
and 80 for HTTP.

Architecture Notes

Oracle HTTP Servers on WEBHOST1 and WEBHOST2 are configured with mod_wl_ohs,
and proxy requests for the Oracle Enterprise Manager, Oracle Directory Integration
Platform, and Oracle Directory Services Manager J2EE applications deployed in
WebLogic Server on IDMHOST1 and IDMHOST2.

Security Provisions

The Oracle HTTP Servers process requests, received using the URL's
sso.mycompany.com and admin.mycompany.com. admin.mycompany.com is a name
only resolvable inside the firewall, and thus prevents access to sensitive resources such
as the WebLogic console and Oracle Fusion Middleware console from the public
domain.

1.4.5 Topology 5 - Oracle Identity Federation 11g
Figure 1-5 is a diagram of the Oracle Identity Federation 11 topology.
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Figure 1-5 Oracle Identity Federation 11g
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1.4.5.1 Understanding the Directory Tier

The directory tier is in the Intranet Zone. The directory tier is the deployment tier
where all the LDAP services reside. This tier includes products such as Oracle Internet
Directory and Oracle Virtual Directory. The directory tier is managed by directory
administrators providing enterprise LDAP service support.

The directory tier is closely tied with the data tier, therefore access to the data tier is
important:

= Oracle Internet Directory relies on RDBMS as its backend.
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s Oracle Virtual Directory provides virtualization support for other LDAP services
or databases or both.

In some cases, the directory tier and data tier may be managed by the same group of
administrators. In many enterprises, however, database administrators own the data
tier while directory administrators own the directory tier.

Typically protected by firewalls, applications above the directory tier access LDAP
services through a designated LDAP host port. The standard LDAP port is 389 for the
non-SSL port and 636 for the SSL port. LDAP services are often used for white pages
lookup by clients such as email clients in the intranet.

1.4.5.2 Understanding the Application Tier

The application tier is the tier where J2EE applications are deployed. Products such as
Oracle Directory Integration Platform, Oracle Identity Federation, Oracle Directory
Services Manager and Oracle Enterprise Manager Fusion Middleware Control are the
key J2EE components that can be deployed in this tier. Applications in this tier benefit
from the High Availability support of Oracle WebLogic Server.

The Identity Management applications in the application tier interact with the
directory tier:

= Insome cases, they leverage the directory tier for enterprise identity information.

= Insome cases, they leverage the directory tier (and sometimes the database in the
data tier) for application metadata.

s Oracle Enterprise Manager Fusion Middleware Control and Oracle Directory
Services Manager are administration tools that provide administrative
functionalities to the components in the application tier as well as the directory
tier.

s WebLogic Server has built-in web server support. If enabled, the HTTP listener
will exist in the application tier as well. However, for the enterprise deployment
shown in Figure 1-1, customers will have a separate web tier relying on web
servers such as Apache or Oracle HTTP Server.

In the application tier:

= IDMHOSTI and IDMHOST2 have the WebLogic Server with the Administration
Console, Oracle Enterprise Manager Fusion Middleware Control, Oracle Directory
Integration Platform, Oracle Directory Services Manager and Oracle Access Server
installed. IDMHOST1 and IDMHOST2 run both the WebLogic Server Administration
Servers and Managed Servers. Note that the administration server is configured to
be active-passive, that is, although it is installed on both nodes, only one instance
is active at any time. If the active instance goes down, then the passive instance
starts up and becomes the active instance.

The Oracle Access Server communicates with Oracle Virtual Directory in the
directory tier to verify user information.

= OIFHOSTI and OIFHOST2 have the WebLogic Server with Oracle Identity
Federation installed.

= On the firewall protecting the application tier, the HTTP ports, OIP port, and OAP
port are open. The OIP (Oracle Identity Protocol) port is for the WebPass module
running in Oracle HTTP Server in the web tier to communicate with Oracle Access
Manager to perform operations such as querying user groups. The OAP (Oracle
Access Protocol) port is for the WebGate module running in Oracle HTTP Server
in the web tier to communicate with Oracle Access Manager to perform operations
such as user authentication.
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Architecture Notes

= Oracle Enterprise Manager Fusion Middleware Control is integrated with Oracle
Access Manager using the Oracle Platform Security Service (OPSS) agent.

s The Administration Server, Oracle Enterprise Manager and Oracle Access
Manager console are always bound to the listen address of the Administration
Server.

s The WLS_0ODS1 Managed Server on IDMHOST1 and WL.S_ODS2 Managed Server on
IDMHOST2 are in a cluster and the Oracle Directory Services Manager and Oracle
Directory Integration Platform applications are targeted to the cluster.

s The WLS_0OAM1 Managed Server on IDMHOST1 and WLS_OAM2 Managed Server on
IDMHOST2 are in a cluster and the Oracle Directory Services Manager and Access
Manager applications are targeted to the cluster.

s The WLS_OIF1 Managed Server on OIFHOST1 and WLS_OIF2 Managed Server on
OIFHOST?2 are in a cluster and the Oracle Directory Services Manager and Access
Manager applications are targeted to the cluster.

= Oracle Directory Services Manager and Oracle Directory Integration Platform are
bound to the listen addresses of the WLS_0DS1 and WLS_ODS2 Managed Servers.
By default, the listen address for these Managed Servers is set to IDMHOST1 and
IDMHOST?2 respectively.

High Availability Provisions

s The Identity Servers and Access Servers are active-active deployments; the Access
Server may communicate with the Identity Server at run time.

s The Identity Federation Servers are active-active deployments; the Access Server
may communicate with the Identity Server and the data tier at run time.

s The WebLogic Administration Server and Oracle Enterprise Manager deployment
is active-passive (where other components are active-active).

s The WebLogic Administration Server is a singleton component deployed in an
active-passive configuration. If IDMHOST1 fails or the Administration Server on
IDMHOST1 does not start, the Administration Server on IDMHOST2 can be
started. All Managed Servers and components on IDMHOST1 and IDMHOST2 must
be configured with the Administration Server virtual IP.

Security Provisions
Oracle WebLogic Console, Oracle Fusion Middleware Console and Oracle Access

Manager Console are only accessible via admin.mycompany.com, which is only
available inside the firewall.

1.4.5.3 Understanding the Web Tier

The web tier is in the DMZ Public Zone. The HTTP Servers are deployed in the web
tier.

Most of the Identity Management components can function without the web tier, but
for most enterprise deployments, the web tier is desirable. To support enterprise level
single sign-on using products such as Oracle Single Sign-On and Oracle Access
Manager, the web tier is required.

While components such as Oracle Enterprise Manager Fusion Middleware Control
and Oracle Directory Services Manager can function without a web tier, they can be
configured to use a web tier, if desired.
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In the web tier:

»  WEBHOSTI1 and WEBHOST2 have Oracle HTTP Server, WebGate (an Oracle Access
Manager component), and the mod_wl_ohs plug-in module installed. The mod_
wl_ohs plug-in module allows requests to be proxied from Oracle HTTP Server to
a WebLogic Server running in the application tier.

= WebGate (an Oracle Access Manager component) in Oracle HTTP Server uses
Oracle Access Protocol (OAP) to communicate with Oracle Access Manager
running on IDMHOST1 and IDMHOST2, in the Identity Management DMZ.
WebGate and Oracle Access Manager are used to perform operations such as user
authentication.

On the firewall protecting the web tier, only the HTTP ports are open: 443 for HTTPS
and 80 for HTTP.

Architecture Notes

Oracle HTTP Servers on WEBHOST1 and WEBHOST2 are configured with mod_wl_ohs,
and proxy requests for the Oracle Enterprise Manager, Oracle Directory Integration
Platform, and Oracle Directory Services Manager J2EE applications deployed in
WebLogic Server on IDMHOST1 and IDMHOST2.

Security Provisions

The Oracle HTTP Servers process requests, received using the URL's
sso.mycompany.com and admin.mycompany.com. admin.mycompany.com is a name
only resolvable inside the firewall, and thus prevents access to sensitive resources such
as the WebLogic console and Oracle Fusion Middleware console from the public
domain.

1.5 Using This Guide

If your enterprise deployment topology was created using the Oracle Identity
Management Suite Release 11.1.1.2 binaries, follow the steps in the Oracle Fusion
Middleware Patching Guide to upgrade your existing Oracle home to 11.1.1.3 before
installing the Oracle Identity and Access Management Suite software. Once the
software for the Oracle Identity and Access Management Suite is installed, follow the
steps in this guide to extend your domain with the components required in your
environment.

s To Extend your Domain with Oracle Authorization Policy Manager, refer to
Section 14.1, "Extending the Domain with Oracle Authorization Policy Manager"
in this guiide

s To Extend your Domain with Oracle Identity Navigator, refer to Section 14.2,
"Extending the Domain with Oracle Identity Navigator" in this guide

s To Extend your Domain with Oracle Access Manager 11g, refer to Chapter 11,
"Extending the Domain with Oracle Access Manager 11g" in this guide

s To Extend your Doamin with Oracle Adaptive Access Manager 11g, refer to
Chapter 12, "Extending the Domain with Oracle Adaptive Access Manager" in this
guide

s To Extend your Doamin with Oracle Identity Manager 11g, refer to Chapter 13,
"Extending the Domain with Oracle Identity Manager" in this guide

s To Extend your Doamin with Oracle Identity Federation 11g refer to Chapter 15,
"Extending the Domain with Oracle Identity Federation" in this guide
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If you are creating an enterprise deployment topology from scratch, refer to the
following sections of this guide in the order shown:

Topology

Steps required

Topology 1 - Oracle Access Manager 11g

Topology 2 - Oracle Access Manager 10g and
Oracle Identity Manager 11g

Installing the Software
Configuring the Database Repositories
Configuring the Web Tier

Creating the WebLogic Server Domain for
Identity Management

Extending the Domain with Oracle Internet
Directory

Extending the Domain with Oracle Virtual
Directory

Extending the Domain with Oracle Directory
Integration Platform and ODSM

Extending the Domain with Oracle Access
Manager 11g

Setting Up Node Manager

Installing the Software
Configuring the Database Repositories
Configuring the Web Tier

Creating the WebLogic Server Domain for
Identity Management

Extending the Domain with Oracle
Authorization Policy Manager

Extending the Domain with Oracle Identity
Navigator

Extending the Domain with Oracle Internet
Directory

Extending the Domain with Oracle Virtual
Directory

Extending the Domain with Oracle Directory
Integration Platform and ODSM

Extending the Domain with Oracle Access
Manager 10g

Extending the Domain with Oracle Identity
Manager

Setting Up Node Manager
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Topology

Steps required

Topology 3 - Oracle Access Manager 11g and
Oracle Identity Manager 11g

Topology 4 - Oracle Adaptive Access Manager
11g

Installing the Software
Configuring the Database Repositories
Configuring the Web Tier

Creating the WebLogic Server Domain for
Identity Management

Extending the Domain with Oracle
Authorization Policy Manager

Extending the Domain with Oracle Identity
Navigator

Extending the Domain with Oracle Internet
Directory

Extending the Domain with Oracle Virtual
Directory

Extending the Domain with Oracle Directory
Integration Platform and ODSM

Extending the Domain with Oracle Access
Manager 11g

Extending the Domain with Oracle Identity
Manager

Setting Up Node Manager
Installing the Software

Configuring the Database Repositories
Configuring the Web Tier

Creating the WebLogic Server Domain for
Identity Management

Extending the Domain with Oracle Internet
Directory

Extending the Domain with Oracle Virtual
Directory

Extending the Domain with Oracle Directory
Integration Platform and ODSM

Extending the Domain with Oracle Access
Manager 11g

Extending the Domain with Oracle Adaptive
Access Manager

Extending the Domain with Oracle Identity
Manager (Optional)

Setting Up Node Managerl
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Topology

Steps required

Topology 5 - Oracle Identity Federation 11g

Installing the Software
Configuring the Database Repositories
Configuring the Web Tier

Creating the WebLogic Server Domain for
Identity Management

Extending the Domain with Oracle Identity
Navigator

Extending the Domain with Oracle Internet
Directory

Extending the Domain with Oracle Virtual
Directory

Extending the Domain with Oracle Directory
Integration Platform and ODSM

Extending the Domain with Oracle Access
Manager 11g

Extending the Domain with Oracle Identity
Federation

Setting Up Node Manager
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Prerequisites for Enterprise Deployments

This chapter describes the prerequisites for the Oracle Identity Management
Infrastructure enterprise deployment topologies.

This chapter includes the following topics:

Section 2.1, "Hardware Resource Planning"

Section 2.2, "Network Prerequisites”

Section 2.3, "WebLogic Domain Considerations"

Section 2.4, "Shared Storage and Recommended Directory Structure"

2.1 Hardware Resource Planning

The minimum hardware requirements for the Enterprise Deployment on Linux

operating systems are listed in Table 2-1. The memory figures represent the memory
required to install and run an Oracle Fusion Middleware server; however, for most
production sites, you should configure at least 4GB of physical memory.

For detailed requirements, or for requirements for other platforms, see the Oracle
Fusion Middleware Installation Guide for that platform.

Table 2-1 Typical Hardware Requirements

Server Processor Disk Memory TMP Directory  Swap
INFRADBHOSTn 4 or more X Pentium nXm 6-16 GB Default Default
1.5 GHz or greater n=Number of
disks, at least 4
(striped as one
disk).
m=Size of the
disk (minimum
of 30 GB)
WEBHOSTn 2 or more X Pentium 10 GB 4GB Default Default
1.5 GHz or greater
IDMHOSTn, OAMHOSTR, 2 or more X Pentium 10 GB 4 GB Default Default
OIMHOSTn, OAAMHOSTn 1.5 GHz or greater
OIDHOSTn, OVDHOSTn 2 or more X Pentium 10 GB 4GB Default Default

1.5 GHz or greater

These are the typical hardware requirements. For each tier, carefully consider the load,
throughput, response time and other requirements to plan the actual capacity
required. The number of nodes, CPUs, and memory required can vary for each tier
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based on the deployment profile.Production requirements may vary depending on
applications and the number of users.

The Enterprise Deployment configurations described in this guide use two servers for
each tier to provide failover capability; however, this does not presume adequate
computing resources for any application or user population. If the system workload
increases such that performance is degraded, you can add servers to the configuration
by repeating the instructions for the second server (that is, WEBHOST2, IDMHOST2,
OIDHOST2, OVDHOST2, INFRADBHOST?) to install and configure additional
servers where needed.

2.2 Network Prerequisites

This section describes the network prerequisites for the enterprise deployment
topologies:

= Load balancers

= Configuring virtual server names and ports on the load balancer

»  Administration Server Virtual IP

»  Managing Oracle Fusion Middleware component connections

s Oracle Access Manager communication protocols and terminology

= Firewall and port configuration

2.2.1 Load Balancers

The enterprise topologies uses an external load balancer. This external load balancer
must have the following features:

= Ability to load-balance traffic to a pool of real servers through a virtual host name:
Clients access services using the virtual host name (instead of using actual host
names). The load balancer can then load balance requests to the servers in the
pool.

= Port translation configuration
= Monitoring of ports (HTTP and HTTPS)

»  Virtual servers and port configuration: Ability to configure virtual server names
and ports on your external load balancer, and the virtual server names and ports
must meet the following requirements:

— The load balancer should allow configuration of multiple virtual servers. For
each virtual server, the load balancer should allow configuration of traffic
management on more than one port. For example, for OracleAS Clusters, the
load balancer needs to be configured with a virtual server and ports for HTTP
and HTTPS traffic.

—  The virtual server names must be associated with IP addresses and be part of
your DNS. Clients must be able to access the external load balancer through
the virtual server names.

= Ability to detect node failures and immediately stop routing traffic to the failed
node.

= Resource monitoring / port monitoring / process failure detection: The load
balancer must be able to detect service and node failures (through notification or
some other means) and to stop directing non-Oracle Net traffic to the failed node.
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If your external load balancer has the ability to automatically detect failures, you
should use it.

= Fault tolerant mode: It is highly recommended that you configure the load
balancer to be in fault-tolerant mode.

s Other: It is highly recommended that you configure the load balancer virtual
server to return immediately to the calling client when the backend services to
which it forwards traffic are unavailable. This is preferred over the client
disconnecting on its own after a timeout based on the TCP/IP settings on the
client machine.

= Sticky routing capability: Ability to maintain sticky connections to components
based on cookies or URL.

m  SSL acceleration (this feature is recommended, but not required)

s Configure the virtual server(s) in the load balancer for the directory tier with a
high value for the connection timeout for TCP connections. This value should be
more than the maximum expected time over which no traffic is expected between
the Oracle Access Manager and the directory tier.

2.2.2 Configuring Virtual Server Names and Ports on the Load Balancer

Four virtual servers and associated ports must be configured on the load balancer for
different types of network traffic and monitoring. These should be configured to the
appropriate real hosts and ports for the services running. Also, the load balancer
should be configured to monitor the real host and ports for availability so that the
traffic to these is stopped as soon as possible when a service is down. This will ensure
that incoming traffic on a given virtual host is not directed to an unavailable service in
the other tiers.

There are two load balancer devices in the recommended topologies. One load
balancer is set up for external HTTP traffic and the other load balancer is set up for
internal LDAP traffic. A deployment may choose to have a single load balancer device
due to a variety of reasons. While this is supported, the deployment should consider
the security implications of doing this and if found appropriate, open up the relevant
firewall ports to allow traffic across the various DMZs. It is worth noting that in either
case, it is highly recommended to deploy a given load balancer device in fault tolerant
mode. The rest of this document assumes that the deployment is one of those shown in
Section 1.4, "The Enterprise Deployment Reference Topologies."

oid.mycompany.com

»  This virtual server is enabled on LBR2 . It acts as the access point for all LDAP
traffic to the Oracle Internet Directory servers in the directory tier. Traffic to both
the SSL and non-SSL is configured. The clients access this service using the

address oid.mycompany.com: 636 for SSL and oid.mycompany.com:389 for
non-SSL.

Note: Oracle recommends that you configure the same port for SSL
connections on the LDAP server and Oracle Internet Directory on the
computers on which Oracle Internet Directory is installed.

This is a requirement for most Oracle 10g products that need to use
Oracle Internet Directory via the load balancing router.
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= Monitor the heartbeat of the Oracle Internet Directory processes on OIDHOST1
and OIDHOST?2. If an Oracle Internet Directory process stops on OIDHOST1 or
OIDHOST?2, or if either host OIDHOST1 or OIDHOST?2 is down, the load balancer
must continue to route the LDAP traffic to the surviving computer.

ovd.mycompany.com

»  This virtual server is enabled on LBR2 . It acts as the access point for all LDAP
traffic to the Oracle Virtual Directory servers in the directory tier. Traffic to both
the SSL and non-SSL is configured. The clients access this service using the

address ovd.mycompany .com: 636 for SSL and ovd.mycompany .com: 389 for
non-SSL.

= Monitor the heartbeat of the Oracle Virtual Directory processes on OVDHOST1
and OVDHOST?2. If an Oracle Virtual Directory process stops on OVDHOST1 or
OVDHOST?2, or if either host OVDHOST1 or OVDHOST?2 is down, the load
balancer must continue to route the LDAP traffic to the surviving computer.

admin.mycompany.com

»  This virtual server is enabled on LBR1. It acts as the access point for all internal
HTTP traffic that gets directed to the administration services. The incoming traffic
from clients is non-SSL enabled. Thus, the clients access this service using the
address admin.mycompany . com: 80 and in turn forward these to ports 7777 on
WEBHOST1 and WEBHOST?2. The services accessed on this virtual host include
the WebLogic Administration Server Console, Oracle Enterprise Manager Fusion
Middleware Control, and Oracle Directory Services Manager.

»  Create rules in the firewall to block outside traffic from accessing the /console
and /em URLs using this virtual host. Only traffic inside the DMZ should be able
to access these URLs on the admin . mycompany . com virtual host.

$so.mycompany.com

s This virtual server is enabled on LBR1. It acts as the access point for all HTTP
traffic that gets directed to the single sign on services. The incoming traffic from
clients is SSL enabled. Thus, the clients access this service using the address
sso.mycompany . com: 443 and in turn forward these to ports 7777 on
WEBHOST1 and WEBHOST?2. All the single sign on enabled protected resources
are accessed on this virtual host.

s Configure this virtual server in the load balancer with both port 80 and port 443.
Any request that goes to port 80 must be redirected to port 443 in the load
balancer.

In addition, ensure that the virtual server names are associated with IP addresses and
are part of your DNS. The computers on which Oracle Fusion Middleware is running
must be able to resolve these virtual server names.

2.2.3 Administration Server Virtual IP Address

idmhost-vip.mycompany.com

A virtual IP address should be provisioned in the application tier so that it can be
bound to a network interface on any host in the application tier. The WebLogic
Administration Server will be configured later to listen on this virtual IP address, as

discussed later in this manual. The virtual IP address fails over along with the
Administration Server from IDMHOST1 to IDMSHOST?2, or vice versa.
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2.2.4 Managing Oracle Fusion Middleware Component Connections

In order to ensure consistent availability of all services, ensure that the connection
timeout values for all Oracle Fusion Middleware components are set to a lower
timeout value than that on the firewall and load balancing router. If the firewall or
load balancing router drops a connection without sending a TCP close notification
message, then Oracle Fusion Middleware components will continue to try to use the
connection when it is no longer available.

2.2.5 Oracle Access Manager Communication Protocol and Terminology

Oracle Access Manager components use proprietary protocols called Oracle Access
Protocol (OAP) and Oracle Identity Protocol (OIP) to communicate with each other.

2.2.5.1 Oracle Access Manager Protocols
Oracle Access Protocol (OAP) enables communication between Access System
components (for example, Policy Manager, Access Server, WebGate) during user

authentication and authorization. This protocol was formerly known as NetPoint
Access Protocol (NAP) or COREid Access Protocol.

Oracle Identity Protocol (OIP) governs communications between Identity System
components (for example, Identity Server, WebPass) and a Web server. This protocol
was formerly known as NetPoint Identity Protocol (NIP) or COREid Identity Protocol).

2.2.5.2 Overview of User Request
The request flow when a user requests access is described below:

1. The user requests access to a protected resource over HTTP or HTTPS.
2. The WebGate intercepts the request.

3. The WebGate forwards the request to the Access Server over Oracle Access
Protocol to determine if the resource is protected, how, and whether the user is
authenticated (if not, there is a challenge).

4. The Access Server checks the directory server for credentials such as a user ID and
password, sends the information back to WebGate over Oracle Access Protocol,
and generates an encrypted cookie to authenticate the user.

5. Following authentication, the WebGate prompts the Access Server over Oracle
Access Protocol and the Access Server looks up the appropriate security policies,
compares them to the user's identity, and determines the user's level of
authorization.

= If the access policy is valid, the user is allowed to access the desired content
and/or applications.

= If the policy is false, the user is denied access and redirected to another URL
determined by the organization's administrator.

2.2.6 Firewall and Port Configuration

Many Oracle Fusion Middleware components and services use ports. As an
administrator, you must know the port numbers used by these services, and to ensure
that the same port number is not used by two services on a host.

Most port numbers are assigned during installation.

Table 2-2 lists the ports used in the Oracle Identity Management topologies, including
the ports that you need to open on the firewalls in the topologies.
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Firewall notation:

FWO refers to the outermost firewall.

FW1 refers to the firewall between the web tier and the application tier.

FW2 refers to the firewall between the application tier and the directory tier.

Table 2-2 Ports Used in the Oracle Identity Management Enterprise Deployment topologies

Port and Port Protocol / Inbound /
Type Firewall Range Application Outbound Timeout
Browser request FWO0 80 HTTP / Load Both Timeout depends
balancer on all HTML
content and the
type of process
model used for
Oracle Identity
Management.
Browser request FWO0 443 HTTPS / Load Both Timeout depends
balancer on all HTML
content and the
type of process
model used for
Oracle Identity
Management.
Oracle WebLogic FW1 7001 HTTP / Oracle Inbound N/A
Administration Server HTTP Server and
access from web tier Administration
Server
Enterprise Manager Fw1 5160 HTTP / Both N/A
Agent - web tier to Enterprise
Enterprise Manager Manager Agent
and Enterprise
Manager
Oracle HTTP Server to FwW1 7006 HTTP / Oracle Inbound Timeout depends
WLS_ODS HTTP Server to on the mod_
WebLogic Server weblogic
parameters used.
Oracle HTTP Server to FwW1 14100 HTTP / Oracle Inbound Timeout depends
WLS_OAM HTTP Server to on the mod__
WebLogic Server weblogic
parameters used.
Oracle HTTP Serverto ~ FW1 14200 HTTP / Oracle Inbound Timeout depends
WLS_OAAM_ADMIN HTTP Server to on the mod__
WebLogic Server weblogic
parameters
Oracle HTTP Server to ~ FW1 14300 HTTP / Oracle Inbound Timeout depends
WLS_OAAM HTTP Server to on the mod__
WebLogic Server weblogic
parameters used.
Oracle Process Manager FW1 OPMN remote HTTP / Outbound N/A
and Notification Server port Administration
(OPMN) access in web Server to OPMN
tier
Oracle HTTP Server FwW1 9999 HTTP / Outbound N/A
proxy port Administration
Server to Oracle
HTTP Server
Access Server 10g access FW1 6021 OAP Both N/A
Access Server 11g FW1 5574-5575 OAP Both N/A
Oracle Coherence Port ~ FW1 9095 TCMP Both N/A
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Table 2-2 (Cont.) Ports Used in the Oracle Identity Management Enterprise Deployment topologies

Port and Port Protocol / Inbound /
Type Firewall Range Application Outbound Timeout
Oracle WebLogic FW2 7001 HTTP / Oracle Outbound N/A
Administration Server Internet Directory,
access from directory Oracle Virtual
tier Directory, and
Administration
Server
Enterprise Manager FW2 5160 HTTP / Both N/A
Agent - directory tier to Enterprise
Enterprise Manager Manager Agent
and Enterprise
Manager
OPMN access in FW2 OPMN remote HTTP / Inbound N/A
directory tier port Administration
Server to OPMN
Oracle Virtual Directory FW2 8899 HTTP / Inbound N/A
proxy port Administration
Server to Oracle
Virtual Directory
Database access FW2 1521 SQL*Net Both Timeout depends
on all database
content and on the
type of process
model used for
Oracle Identity
Management.
Oracle Internet Directory FW2 389 LDAP Inbound Tune the directory
access server's parameters
based on the load
balancer, and not
the other way
around. Ideally,
these connections
should be
configured not to
time out.
Oracle Internet Directory FW2 636 LDAP SSL Inbound Tune the directory
access server's parameters
based on the load
balancer, and not
the other way
around. Ideally,
these connections
should be
configured not to
time out.
Oracle Virtual Directory FW2 6501 LDAP Inbound Ideally, these
access connections should
be configured not to
time out.
Oracle Virtual Directory FW2 7501 LDAP SSL Inbound Ideally, these
access connections should
be configured not to
time out.
Load balancer to Oracle N/A 7777 HTTP N/A N/A
HTTP Server
Session replication N/A N/A N/A N/A By default, this
within a WebLogic communication
Server cluster uses the same port
as the server's listen
address.
Node Manager N/A 5556 TCP/IP N/A N/A
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Table 2-2 (Cont.) Ports Used in the Oracle Identity Management Enterprise Deployment topologies

Port and Port Protocol / Inbound /
Type Firewall Range Application Outbound Timeout
WebGate access from N/A This is optional. OAP N/A N/A
OAMADMINHOST You can use the

listen port of the

Oracle HTTP

Server where the

WebGate is

configured (7777)
WebPass access from N/A 6022 oIp N/A N/A
OAMADMINHOST
Identity Server access N/A 6022 orr N/A N/A

Note: Additional ports might need to be opened across the firewalls
to enable applications in external domains, such as SOA or WebCenter
Domains, to authenticate against this Identity Management Domain.

2.3 WebLogic Domain Considerations

A domain is the basic administration unit for WebLogic Server instances. A domain
consists of one or more WebLogic Server instances (and their associated resources) that
you manage with a single Administration Server. You can define multiple domains
based on different system administrators' responsibilities, application boundaries, or
geographical locations of servers. Conversely, you can use a single domain to
centralize all WebLogic Server administration activities.

In the context of Identity Management, it is recommended that the Identity
Management components be deployed in a separate WebLogic Server domain from
SOA, WebCenter and other customer applications that might be deployed. In a typical
enterprise deployment, the administration of identity management components such
as LDAP directory, single sign-on solutions, and provisioning solutions is done by a
different set of administrators from those who administer the middleware
infrastructure and applications.

It is technically possible to deploy everything in a single domain in a development or
test environment. However, in a production environment, the recommendation to use
separate domains creates a logical administrative boundary between the identity
management stack and the rest of the middleware and application deployment.

2.4 Shared Storage and Recommended Directory Structure

This following section details the directories and directory structure that Oracle
recommends for an EDG topology. Other directory layouts are possible and supported,
but the model adopted in this guide is chosen for maximum availability, providing
both the best isolation of components and symmetry in the configuration and
facilitating backup and disaster recovery. The rest of the document uses this directory
structure and directory terminology.

2.4.1 Directory Structure Terminology and Environment Variables

This section describes directory structure terminology and environment variables.

= ORACLE_BASE: This environment variable and related directory path refers to
the base directory under which Oracle products are installed.
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=  MW_HOME: This environment variable and related directory path refers to the
location where Oracle Fusion Middleware resides. A MW_HOME has a WL_
HOME, a ORACLE_COMMON_HOME and one or more ORACLE_HOMEs.

s WL_HOME: This environment variable and related directory path contains
installed files necessary to host a WebLogic Server.

s ORACLE_HOME: This environment variable and related directory path refers to
the location where Oracle Fusion Middleware Identity Management is installed.

s ORACLE_COMMON_HOME: This environment variable and related directory
path refers to the location where the Oracle Fusion Middleware Common Java
Required Files (JRF) Libraries and Oracle Fusion Middleware Enterprise Manager
Libraries are installed.

= DOMAIN directory: This directory path refers to the location where the Oracle
WebLogic domain information (configuration artifacts) is stored. Different
WebLogic Servers can use different domain directories even when in the same
node as described Section 2.4.2, "Recommended Locations for the Different
Directories."

s ORACLE_INSTANCE: An Oracle instance contains one or more system
components, such as Oracle Web Cache, Oracle HTTP Server, or Oracle Internet
Directory. An Oracle instance directory contains updateable files, such as
configuration files, log files, and temporary files.

2.4.2 Recommended Locations for the Different Directories

Oracle Fusion Middleware 11g allows the separation of the product binaries and the
run-time artifacts.

In this enterprise deployment model, for the web tier and the data tier, it is
recommended to have one ORACLE_HOME (for product binaries) per host and one
ORACLE_INSTANCE for an instance, installed on the local or shared disk. The
ORACLE_HOME can be shared by all the instances running on the host. Each instance
has its own ORACLE_INSTANCE location. Both ORACLE_HOME and ORACLE_
INSTANCE can also be located on a shared disk mounted to the respective boxes.
Additional servers (when scaling out or up) of the same type can use one of these
MW_HOME without requiring more installations.

For the application tier, it is recommended to have Middleware Home (MW_HOME)
on a shared disk. It is recommended to have two MW_HOME in the domain for High
Availability. An application Tier node mounts either one of these on a mount point.
This mount point should be the same on all the application tier nodes. Additional
servers (when scaling out or up) of the same type can use one of these MW_HOME
without requiring more installations.

Based on the above recommendations, Table 2-3 lists the recommended directory
structure. The directory locations listed are examples and can be changed. However,
Oracle recommends that these locations be used for uniformity, consistency and
simplicity.

Note: In the table below, wherever shared storage is required for a
directory, the shared storage column specification is qualified with the
word Yes. When using local disk or shared storage is optional, the
shared storage column specification is qualified with the word
Optional. The shared storage locations are examples and can be
changed as long as the provided mount points are used.
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Table 2-3 Recommended Directory Structure

Environment Shared Storage Shared
Variable Mount Point or Directory Structure Location Hostname  Storage
Common ORACLE_BASE /u0l/app/oracle
MW_HOME ORACLE_BASE/product/fmw
Web Tier ORACLE_HOME Mw_HOME/web Optional
ORACLE_ ORACLE_ Optional
INSTANCE BASE/admin/ instanceName
Identity MW_HOME ORACLE_BASE/product/fmw /vol/Mw_HoMEI IDMHOST1 Yes
Management
Application
Tier
MW_HOME ORACLE_BASE/product/fmw /vol/Mw_HOMEZ2 IDMHOST2 Yes
ORACLE_HOME Mw_HOME/idm Yes
WL_HOME MW_HOME/wlserver_version Yes
ORACLE_ ORACLE_ Optional
INSTANCE BASE/admin/instanceName
ASERVER_HOME ORACLE_ /vol/admin IDMHOST1  Yes
BASE/admin/domainName/aserver
ASERVER _ ASERVER_HOME/ domainName
DOMAIN_HOME
ASERVER_APP_  ASERVER_HOME/applications
HOME
MSERVER _ ORACLE_ Optional
HOME BASE/admin/domainName/mserver
MSERVER _ MSERVER_HOME/domainName
DOMAIN_HOME
MSERVER_APP_ MSERVER_HOME/applications
HOME
OAM OAM_BASE MW_HOME/ocam Optional
Application
Tier
IDENTITY_ OAM_BASE/identity Optional
SERVER_
ORACLE_HOME
ACCESS_ OAM_BASE/access Optional
SERVER_
ORACLE_HOME
WEBPASS _ OAM._ Optional
ORACLE_HOME BASE/webcomponents/identity
POLICY_ OAM_BASE/webcomponents/access Optional
MANAGER_
ORACLE_HOME
WEBGATE_ OAM_BASE/webgate Optional
ORACLE_HOME
Directory Tier ORACLE_HOME Mw_HOME/idm Optional
ORACLE_ ORACLE_ Optional
INSTANCE BASE/admin/ instanceName

2-10 Enterprise Deployment Guide for Oracle Identity Management



Shared Storage and Recommended Directory Structure

The following commands are examples. Use the appropriate commands for your
Operating System.

s To mount the MW_HOME1 volume on the shared storage to the MW_HOME
mountpoint on IDMHOST1 run the following command on IDMHOST1 as root:

mount storageHost:/Path_to_MW_HOMEl_volume_on_SharedDisk
MW_HOME_moutpoint_on_IDMHOST1

-t nfs

-0 rw,bg,hard,nointr, tcp, vers=3, timeo=300,rsize=32768,wsize=32768

For Example:

mount storageHost:/vol/MW_HOMEl /u0l/app/oracle/product/fmw -t nfs \
-0 rw,bg,hard,nointr, tcp,vers=3, timeo=300,rsize=32768,wsize=32768

s To mount the MW_HOME?2 volume on the shared storage to the MW_HOME
mountpoint on IDMHOST?2 run the following command on IDMHOST?2 as root:

mount storageHost:/Path_to_MW_HOME2_volume_on_SharedDisk
MW_HOME_moutpoint_on_IDMHOST2

-t nfs

-0 rw,bg,hard, nointr, tcp, vers=3, timeo=300,rsize=32768,wsize=32768

For Example:
mount storageHost:/vol/MW_HOME2 /u0l/app/oracle/product/fmw -t nfs \
-0 rw,bg,hard,nointr, tcp,vers=3, timeo=300,rsize=32768,wsize=32768
= To mount the ADMIN volume on the shared storage to the AServer_Home
mountpoint on IDMHOST1 run the following command on IDMHOST1 as root:

mount storageHost:/Path_to_ADMIN_volume_on_SharedDisk
ASERVER_HOME_moutpoint_on_IDMHOST1

-t nfs

-0 rw,bg,hard,nointr, tcp,vers=3, timeo=300,rsize=32768,wsize=32768

For Example:

mount storageHost:/vol/ADMIN /ull/app/oracle/admin/IDMDomain/aserver -t nfs \

-0 rw,bg,hard,nointr, tcp, vers=3, timeo=300,rsize=32768,wsize=32768

Figure 2-1 shows the recommended directory structure.
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Figure 2—1 Directory Structure for Identity Management
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Table 2—4 explains what the color-coded elements in Figure 2-1 mean. The directory
structure in Figure 2-1 does not show other required internal directories such as
ORACLE_COMMON_HOME and jrockit.

Table 2-4 Directory Structure Elements

Element Explanation
The Administration Server domain directories, applications, deployment
D plans, file adapter control directory, JMS and TX logs, and the entire MW _
HOME are on a shared disk.

The Managed Server domain directories can be on a local disk or a shared

L_ disk. Further, if you want to share the Managed Server domain directories
on multiple nodes, then you must mount the same shared disk location
across the nodes. The instance_name directory for the web tier can be on
a local disk or a shared disk.

Fixed name.

Installation-dependent name.
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Configuring the Database Repositories

This chapter describes how to install and configure the database repositories. It

contains the following topics:

= Section 3.1, "Real Application Clusters"

»  Section 3.2, "Configuring the Database for Oracle Fusion Middleware 11g

Metadata"

»  Section 3.3, "Executing the Repository Creation Utility"

Before beginning to install and configure the Identity Management components, you
must perform the following steps:

» Install and configure the Oracle database repositories. See the installation guides
listed in the "Related Documents" section of the Preface and Section 3.2,
"Configuring the Database for Oracle Fusion Middleware 11g Metadata."

»  Create the required Oracle schemas in the database using the Repository Creation
Utility (RCU). See Section 3.3, "Executing the Repository Creation Utility."

Databases Required

For Oracle Identity management, a number of separate databases are recommended. A
summary of these databases is provided inTable 3—1. Which database(s) you use is
dependent on the topology that you are implementing:

Table 3-1 Mapping between Topologies, Databases and Schemas

Database
Topology Type Names

Service

Database Hosts Names

Schemas in Database

OAMl1lg INFRADB

0AM1lg OAMDB

OIM11g/0OAM10 INFRADB
g

OIM11g/OAM10 OIMDB
g

INFRADBHOST1
INFRADBHOST?2

OAMDBHOST1
OAMDBHOST2

INFRADBHOST1
INFRADBHOST2

OIMDBHOST1
OIMDBHOST2

idmedg.m
ycompany
.com

oamedg.m
ycompany
.com

idmedg.m
ycompany
.com

oimedg.m
ycompany
.com

ODS

OAM, TAU

ODS

OIM, MDS, SOAINFRA,
ORASDPM
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Table 3-1 (Cont.) Mapping between Topologies, Databases and Schemas

Topology Type

Database
Names

Database Hosts

Service
Names

Schemas in Database

OIMllg/0IM11
g

OIM1llg/0OIM11
g

OIFllg/0AM11
g

OIFllg/0AM11
g

OAAM11g/0OAM1
lg

OAAM11g/OAM1
1lg

INFRADB

OIMDB

INFRADB

OIFDB

INFRADB

OAAMDB

INFRADBHOST1
INFRADBHOST2

OIMDBHOST1
OIMDBHOST2

INFRADBHOST1
INFRADBHOST2

OIFDBHOST1
OIFDBHOST2

INFRADBHOST1
INFRADBHOST2

OAAMDBHOST1
OAAMDBHOST2

idmedg.m
ycompany
.com,
oamedg.m
ycompany
.com

oimedg.m
ycompany
.com

idmedg.m
ycompany
.com,
oamedg.m
ycompany
.com

oifedg.m
ycompany
.com

idmedg.m
ycompany
.com,
oamedg .m
ycompany
.com

ocoaamedg.
mycompan
y.com

ODS, OAM, IAU, APM,
MDS

OIM, MDS, SOAINFRA,
ORASDPM

ODS, OAM, IAU

OIF

ODS, OAM, IAU

OAAM, OAAM_PARTN,
MDS, IAU

Note:

s The SOA and OIM components share the MDS repository
s The MDS repository is for APM

The following sections apply to all the databases listed in Table 3-1.

Database Versions Supported

To check if your database is certified or to see all certified databases, refer to the
"Certified Databases" section in the Certification Document:

http://www.oracle.com/technology/software/products/ias/files/fus
ion_certification.html

To determine the version of your installed Oracle Database, execute the following
query at the SQL prompt:

select version from sys.product_component_version where product like 'Oracle%';
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3.1 Real Application Clusters

The database used to store the metadata repository should be highly available in its
own right, for maximum availability Oracle recommends the use of an Oracle Real
Application Clusters (RAC) database.

Ideally the database will use Oracle ASM for the storage of data, however this is not
necessary.

If using ASM, then ASM should be installed into its own Oracle Home and have two
disk groups:

= One for the "Database Files
= One for the Flash Recovery Area
If you are using Oracle ASM, best practice is to also use Oracle Managed Files.

Install and configure the database repository as follows.

Oracle Clusterware

= For 10¢ Release 2 (10.2), see the Oracle Database Oracle Clusterware and Oracle Real
Application Clusters Installation Guide for your platform, listed in "Related
Documents".

»  For 11g Release 1 (11.1), see Oracle Clusterware Installation Guide.

Automatic Storage Management

»  For 10g Release 2 (10.2), see Oracle Database Oracle Clusterware and Oracle Real
Application Clusters Installation Guide for your platform, listed in "Related
Documents".

»  For 11g Release 1 (11.1), see Oracle Clusterware Installation Guide.

= When you run the installer, select the Configure Automatic Storage Management
option in the Select Configuration screen to create a separate Automatic Storage
Management home.

Oracle Real Application Clusters

»  For 10g Release 2 (10.2), see Oracle Database Oracle Clusterware and Oracle Real
Application Clusters Installation Guide for your platform, listed in "Related
Documents".

»  For 11g Release 1 (11.1), see Oracle Real Application Clusters Installation Guide.

3.2 Configuring the Database for Oracle Fusion Middleware 11g Metadata
Create a Real Applications Clusters Database with the following characteristics:

= Database should be in archive log mode to facilitate backup and recovery.

= Optionally, enable the Flashback database. Create UNDO tablespace of sufficient
size to handle any rollback requirements during the OIM reconciliation process.

m Database is created with ALT32UTF8 character set.

» Inaddition the database will have the following minimum initialization
parameters defined:
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Table 3-2 Minimum Initialization Parameters for Oracle RAC Database

Parameter Value
aq_tm_processes 1
dml_locks 200
job_queue_processes 10
open_cursors 400
session_max_open_files 50
sessions 500
processes 500
sga_target 512M
sga_max_size 800M
pga_aggregate_target 100M

Database Services

Oracle recommends using the Oracle Enterprise Manager Cluster Managed Services
Page to create database services that client applications will use to connect to the
database. For complete instructions on creating database services, see the chapter on

Workload Management in the Oracle Database Oracle Clusterware and Oracle Real

Application Clusters Administration and Deployment Guide. A list of the services to be
created can be found in Table 3-1. If possible, create one service per application, such

as Oracle Identity Management and Oracle Access Manager.

You can also use SQL*Plus to configure your Oracle RAC database to automate
failover for Oracle Internet Directory using the following instructions.

1.

Use the CREATE_SERVICE subprogram to both create the database service and

enable high-availability notification and configure server-side Transparent
Application Failover (TAF) settings:

prompt> sqglplus "sys/password as sysdba"

SQL> EXECUTE

DBMS_SERVICE.CREATE_SERVICE (

SERVICE_NAME => 'oam.mycompany.com',

NETWORK_NAME => 'oam.mycompany.com',
AQ_HA_NOTIFICATIONS => TRUE,

FATILOVER_METHOD => DBMS_SERVICE.FAILOVER_METHOD_BASIC,
FATILOVER_TYPE => DBMS_SERVICE.FAILOVER_TYPE_SELECT,
FAILOVER_RETRIES => 5, FAILOVER_DELAY => 5);

Note: The EXECUTE DBMS_SERVICE command above must be
entered on a single line to execute properly.

Add the service to the database and assign it to the instances using srvctl:

prompt> srvctl add service -d oam -s oam -r racnodel,racnode?

Start the service using srvctl:

prompt> srvctl start service -d ocam -s oam.mycompany.com
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Note: For more information about the SRVCTL command, see the
Oracle Real Application Clusters Administration and Deployment Guide.

When creating a service in the database for Oracle Internet Directory, make sure that it
is enabled for high-availability notifications and configured with the proper
server-side Transparent Application Failover (TAF) settings. Use the DBMS_SERVICE
package to modify the service to enable high availability notification to be sent
through Advanced Queuing (AQ) by setting the AQ_HA_NOTIFICATIONS attribute
to TRUE and configure server-side Transparent Application Failover (TAF) settings, as
shown below:

prompt> sqglplus "sys/password as sysdba"

SQL> EXECUTE DBMS_SERVICE.MODIFY_ SERVICE
(SERVICE_NAME => 'idmdb.mycompany.com',

AQ_HA _NOTIFICATIONS => TRUE,

FAILOVER_METHOD => DBMS_SERVICE.FAILOVER_METHOD_BASIC,
FAILOVER_TYPE => DBMS_SERVICE.FAILOVER_TYPE_SELECT,
FAILOVER_RETRIES => 5, FAILOVER_DELAY => 5);

The EXECUTE DBMS_SERVICE command above must be entered on a single line to
execute properly.

Note: For more information about the DBMS_SERVICE package, see
the Oracle Database PL/SQL Packages and Types Reference.

3.3 Executing the Repository Creation Utility

Use the Repository Creation Utility (RCU) that is version compatible with the product
you are installing. For example the Repository Creation utility for OID and OAM10g is
different from the one for OAM11g and OAAM.

You run RCU to create the collection of schemas used by Identity Management and
Management Services.

3.3.1 Procedure for Executing RCU
1. Start RCU by issuing this command:

prompt> RCU_HOME/bin/rcu &

2. On the Welcome screen, click Next.

3. On the Create Repository screen, select the Create operation to load component
schemas into a database. Then click Next.

4. On the Database Connection Details screen, provide the information required to
connect to an existing database. For example:

Database Type: Oracle Database

= Host Name: Enter one of the Oracle RAC nodes. Specify the VIP name. For
example: infradbhostl-vip.mycompany .com.

= Port: The port number for the database listener. For example: 1521

= Service Name: The service name of the database. For example
idmedg.mycompany .com
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10.
11.

12.

13.

s Username: sys

= Password: The sys user password
= Role: sYSDBA

Click Next.

On the Check Prerequisites screen, click OK after the prerequisites have been
validated.

On the Select Components screen, provide the following values:

Create a New Prefix: Enter a prefix to be added to the database schemas. Note that
all schemas except for the ODS schema are required to have a prefix For example,
enter EDG.

Components: The components specified here depend on the topology being
installed. Select the appropriate schemas.

Click Next.

Note: If your topology requires more than one database, the
following important considerations apply:

m Be sure to install the correct schemas in the correct database.

= You might have to run the RCU more than once to create all the
schemas for a given topology.

» Table 3-1 in this chapter provides the recommended mapping
between the schemas and their corresponding databases. Refer to
this table to ensure that the correct details are entered in this
screen.

= The example at the end of the table illustrates these choices as
well.

On the Check Prerequisites screen, click OK after the prerequisites have been
validated.

On the Schema Passwords screen, enter the passwords for the schemas. You can
choose to use either the same password for all the schemas or different passwords
for each of the schemas. Oracle recommends choosing different passwords for
different schema's to enhance security

Click Next.
On the Map Tablespaces screen, accept the defaults and click Next.
On the Create Tablespaces screen, click OK to allow the creation of the tablespaces.

On the Creating tablespaces screen, click OK to acknowledge creation of the
tablespaces.

On the Summary screen, the summary and verify that the details provided are
accurate. Click Create to start the schema creation process.

On the Completion summary screen, verify that the schemas were created.

Click Close to exit.
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3.3.2 RCU Example

This example illustrates the steps to create the required schemas in the INFRADB and
OIMDB databases for the topology with OAM1lg and OIM11g.

1. Start RCU as described in Section 3.3.1, "Procedure for Executing RCU."
2. On the Welcome Screen, click Next.

3. On the Connection Details screen, provide the details to connect to the INFRADB
database running on INFRADBHOST1 and INFRADBHOST2. Enter the following
values:

s Host: infradbhostl-vip.mycompany.com
s Port: 1521

s Service Name: idmedg.mycompany . com

s Username: sys

s Password: password

s Role: SYSDBA

Click Next.

4. On the Select Components screen, select the appropriate schemas by referring to
Table 3-1. Select the ODS, OAM, IAU, APM, and MDS schemas. Click Next.

5. Follow the remaining steps in Section 3.3.1, "Procedure for Executing RCU" to
create the schemas.

6. Verify that the schemas for the INFRADB database were successfully created.
7. Start RCU again to create the schemas for the OIMDB database.

8. On the Connection Details screen, provide the details to connect to the OIMDB
database running on OIMDBHOST1 and OIMDBHOST2. Enter the following values:

s Host: oimdbhostl-vip.mycompany.com
s Port: 1521

s Service Name: oimedg.mycompany . com

s Username: sys

s Password: password

= Role: SYSDBA

Click Next.

9. On the Select Components screen, select the appropriate schemas by referring to
Table 3-1. Select the OIM, MDS, SOAINFRA, and ORASDPM schemas on this screen.

10. Complete the schema creation by following the remaining steps in Section 3.3.1,
"Procedure for Executing RCU."
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Installing the Software

This chapter contains the following topics:

s Section 4.1, "Introduction”

»  Section 4.3, "Software Installation Summary"

= Section 4.4, "Installing Oracle HTTP Server on WEBHOST1 and WEBHOST2"
= Section 4.5, "Installing Oracle Fusion Middleware"

»  Section 4.6, "Upgrading the Oracle Homes for Oracle Identity Management Suite
and Oracle SOA from 11.1.1.2 to 11.1.1.3"

= Section 4.7, "Patching the Software"
= Section 4.8, "Upgrading Existing Enterprise Deployment Topologies"
= Section 4.9, "Backing Up the Installation"

4.1 Introduction

This chapter describes the software installations required for Oracle Identity
Management. The installation is divided in two sections. In the first one, the WebTier
required installations are addressed. In the second, the required Oracle Fusion
Middleware components are installed. Later chapters will describe the configuration
steps to create the Oracle Identity Management topology.

4.2 Using this Guide

Different topologies use different servers. Before moving on to the detail of creating
your topology, you must install the Oracle Software needs onto the hosts in your

topology.

The Table 4-1 shows, for each topology, which software should be installed into each
host.

The subsequent sections explain how to do this.

Note: Each topology requires the same software to be installed at
least twice on two different servers. To achieve this, follow the
instructions for installing the appropriate software on each of the
servers concerned.
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Where the two different pieces of Oracle binary software are installed onto the same
host (for example OIM11g and OAM10g), this software will be installed in the same
Middleware home location, but in different Oracle homes.

All software uses the same Middleware home location.

4.3 Software Installation Summary

Different topologies require different software to be installed. The installation process
is the same for each product. Install the software shown in Table 4-1 and Table 4-2 for
the desired topology, according to the instructions in this chapter

Table 4-1 Software to be Installed for Different Topologies

OHS OAM
Topology Hosts 11g WLS 1AM SOA IDM 10g

All WEBHOST1 X
WEBHOST2 X

OAMllg IDMHOST1 X X
IDMHOST2
OIDHOST1
OIDHOST2
OVDHOST1
OVDHOST2

X X X X X X

<

OAAMllg IDMHOST1
IDMHOST2
OAAMHOST1
OAAMHOST2
OIDHOST1
OIDHOST2
OVDHOST1
OVDHOST2

xX X X X
xX X X X
<

x X X X

<

OAM11g/OIM1lg  IDMHOST1 X
IDMHOST2

OIMHOST1 X X X
OIMHOST2 X X
OIDHOST1

OIDHOST2

OVDHOST1

X X X X X
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Table 4-1 (Cont.) Software to be Installed for Different Topologies

OHS OAM
Topology Hosts 11g WLS 1AM SOA IDM 10g
OVDHOST2 X
OAM10g/ IDMHOST1 X X X X
OIMl11g
IDMHOST?2 X X X X
OAMADMINHOST X X
OAMHOST1 X
OAMHOST2 X
OIMHOST1 X X X X
OIMHOST2 X X X
OIDHOST1 X
OIDHOST2 X
OVDHOST1 X
OVDHOST?2
OIF1l1g/OAMllg IDMHOST1 X X X
IDMHOST?2 X X X X
OIFHOST1 X X X X
OIFHOST?2 X X X
OIDHOST1 X
OIDHOST2 X
OVDHOST1 X
OVDHOST2 X
Table 4-2 Software Versions Used
Abbreviation Product Version
OHS11G Oracle HTTP Server 11.1.1.3.0
WLS Oracle WebLogic Server 10.3.3.0
IAM Oracle Identity and Access 11.1.1.3.0
Management Suite
SOA Oracle SOA Suite 11.1.1.3.0
IDM Oracle Identity Management 11.1.1.3.0
Platform and Directory Services
OAM10g Oracle Access Manager 10.1.4.3
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Table 4-2 (Cont.) Software Versions Used

Abbreviation Product Version

Some of the topologies require two versions of the Identity Management software to
be installed (see Table 4-1. In this scenario, the relevant Identity Management software
is installed into separate Oracle homes.

4.4 Installing Oracle HTTP Server on WEBHOST1 and WEBHOST2

This section explains how to install OHS.

4.4.1 Prerequisites

Prior to installing the Oracle HTTP server, check that your machines meet the
following requirements:

1. Ensure that the system, patch, kernel, and other requirements are met as specified
in Oracle Fusion Middleware Installation Guide for Oracle Web Tier.

2. Ensure that port 777 is not in use, as described in Section 4.4.1.1.

3. On Linux platforms, if the /etc/oraInst.loc file exists, check that its contents
are correct, as described in Section 4.4.1.2.

4.41.1 Check Port 7777

Because Oracle HTTP Server is installed by default on port 7777, you must ensure that
port 7777 is not used by any other service on the nodes. To check if this port is in use,
run the following command before installing Oracle HTTP Server. You must free the
port if it is in use.

netstat -an | grep 7777

4.4.1.2 Check oralnst.loc

Check that the inventory directory is correct and that you have write permissions for
that directory. If the /etc/oraInst. loc file does not exist, you can skip this step.

4.4.2 Installation

As described in Section 2.4, "Shared Storage and Recommended Directory Structure,"
you install Oracle Fusion Middleware in at least two storage locations for redundancy.

Start the Oracle Universal Installer as follows:
On UNIX, issue the command

runInstaller

On Windows, double-click setup . exe.
Before Starting the install, ensure that the following environment variables are not set.
= LD_ASSUME_KERNEL

s ORACLE_INSTANCE
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On the Specify Inventory Directory screen, do the following:

= Enter HOME/oraInventory, where HOME is the home directory of the user
performing the installation (this is the recommended location).

= Enter the OS group for the user performing the installation.
s Click Next.

Follow the instructions on screen to execute createCentralInventory.sh as
root.

Click OK.
Proceed as follows:

1. On the Specify Oracle Inventory Directory screen, enter HOME/oraInventory,
where HOME is the home directory of the user performing the installation. (This is
the recommended location).

Enter the OS group for the user performing the installation.
Click Next.
2. On the Welcome screen, click Next.
3. On the Select Installation Type screen, select Install-Do Not Configure
Click Next.
4. On the Prerequisite Checks screen, click Next.
5. On the Specify Installation Location screen, specify the following values:
s Fusion Middleware Home Location (Installation Location) For example:
/u0l/app/oracle/product/fmw
s Oracle Home Location Directory: web

6. On the Specify SecurityUpdates screen, choose whether or not to receive security
updates from Oracle support.

Click Next.

7. On the Installation Summary screen, review the selections to ensure that they are
correct (if they are not, click Back to modify selections on previous screens), and
click Install.

On UNIX systems, when prompted, run the script oracleRoot. sh as the user
root.

4.4.3 Upgrading Oracle HTTP Server from 11.1.1.2t0 11.1.1.3

Follow these steps to upgrade the OHS ORACLE_HOME from 11.1.1.2 to 11.1.1.3 on
WEBHOST1 and WEBHOST2:

1. Start the WebTier Patchset Installer by running . /runInstaller.
2. On the Welcome screen, click Next.

3. On the Prerequisite Checks screen, click Next.

4

On the Specify Install Location screen, provide the path to the Oralce Middleware
home and the name of the Oracle home directory.

5. On the Installation Summary screen, validate your selections and click Install.
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6. The Installation Progress screen shows the progress of the installation. Once the
installation is complete, click Next.

7. On the Installation Complete Screen, click Finish to exit.

4.5 Installing Oracle Fusion Middleware

This section describes how to install Oracle Fusion Middleware.

4.5.1 Installing Oracle Fusion Middleware Components

This section describes how to install the required binaries to create the, Middleware
home (MwW_HOME), the Oracle WebLogic Server home (WL_HOME), the Oracle homes for
the Identity Management Platform and Directory Services Suite Release 11.1.1.3.0
(IDM_ORACLE_HOME), the Oracle SOA Suite (SOA_ORACLE_HOME) and the Oracle
Identity and Access Management Suite Release 11.1.1.3.0 (IAM_ORACLE_HOME). A
summary of these homes is provided in Table 4-3.

Table 4-3 Summary of Homes

Home Name

Home Description

Products Installed

MW_HOME

WL_HOME

IDM_ORACLE_
HOME

IAM _ORACLE_
HOME

SOA_ORACLE_
HOME

Consists of the Oracle WebLogic Server home
and, optionally, one or more Oracle homes.

This is the root directory in which Oracle
WebLogic Server is installed. The WL_HOME
directory is a peer of Oracle home directory
and resides with the MW_HOME

Contains the binary and library files for the
Identity Management Platform and Directory
Services Suite Release 11.1.1.3.0. Resides
within the directory structure of the
Middleware Home

Contains the binary and library files required
for the Oracle Identity and Access
Management Suite Release 11.1.1.3.Resides
within the directory structure of the
Middleware home

Contains the binary and library files required
for the Oracle SOA Suite.Required only when
creating topologies with OIM.Resides within
the directory structure of the Middleware
home.

Oracle WebLogic Server
10.3.3.0

Oracle Internet
Directory

Oracle Virtual Directory
Oracle DIP

ODSM

OIF

OAM

OIM

OAAM

APM

OIN

SOA

Oracle strongly recommends that you read the release notes for any additional
installation and deployment considerations prior to starting the setup process.

4.5.2 Installing Oracle Fusion Middleware Home

As described in Section 2.4, "Shared Storage and Recommended Directory Structure,"
you install Oracle Fusion Middleware software in at least two storage locations for

redundancy.
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You must install the following components of Oracle Fusion Middleware to create a
Middleware home (MW_HOME):

1.
2.

Oracle WebLogic Server: Section 4.5.3, "Installing Oracle WebLogic Server"
One or more of the Oracle Fusion Middleware components

a. Section 4.5.4, "Installing the Oracle Identity Management Platform and
Directory Services Suite"

b. Section 4.5.5, "Installing the Oracle Identity and Access Management Suite"
c. Section 4.5.6, "Installing the Oracle SOA Suite"

Oracle Fusion Middleware for Identity Management (see Section,

4.5.3 Installing Oracle WebLogic Server

Prior to installing the Oracle WebLogic Server, ensure that your machines meet the
system, patch, kernel, and other requirements as specified in Oracle Fusion Middleware
Installation Guide for Oracle WebLogic Server.

The first step in the installation procedure is to install Oracle WebLogic Server. On
UNIX/Linux, issue the command:

./wls_1in32.bin

On Windows, execute the command:

wls_win32.exe

Then proceed as follows.

1.
2.

On the Welcome screen, click Next.

On the Choose Middleware Home Directory screen, select Create a New
Middleware Home.

For Middleware Home Directory, enter:

ORACLE_BASE/product/ fmw.

Note: ORACLE_BASE is the base directory under which Oracle
products are installed. The recommended value is
/u01/app/oracle. See Section 2.4, "Shared Storage and
Recommended Directory Structure,” for more information.

Click Next.

On the Register for Security Updates screen, enter your "My Oracle Support"
username and password so that you can be notified of security updates.

Click Next.
On the Choose Install Type screen, select Typical.

Note: Oracle WebLogic Server and Oracle Coherence are installed.

Click Next.

On the Choose Product Installation Directories screen, accept the following;:
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Middleware Home Directory: ORACLE_BASE/product/fmw
Product Installation Directories for
WebLogic Server:ORACLE_BASE/product/fmw/wlserver_10.3

Oracle Coherence: ORACLE_BASE/product/fmw/ coherence_3.5

Click Next.

6. On the Installation Summary screen, click Next to start the install process.

7. On the Installation complete screen, deselect run Quickstart.

Click Done to exit the WebLogic Server Installer.

4.5.4 Installing the Oracle Identity Management Platform and Directory Services Suite

Note: Because the installation is performed on shared storage, the
two MW_HOME installations are accessible and used by the remaining
servers in that tier of the topology.

When provisioning the software on the local hard disk of the machine,
make sure to complete the steps on all the hosts in the tier.

Ensure that the system, patch, kernel and other requirements are met. These are listed
in the Oracle Fusion Middleware Installation Guide for Oracle Identity Management in the
Oracle Fusion Middleware documentation library for the platform and version you are

using.

Start the Oracle Fusion Middleware 11g Oracle Identity Management Installer as

follows:

HOST1> runInstaller

Then proceed as follows:

1. On the Specify Inventory Directory screen, enter values for the Oracle Inventory
Directory and the Operating System Group Name. For example:

Specify the Inventory Directory: /u01/app/oraInventory
Operating System Group Name: oinstall
A dialog box appears with the following message:

Certain actions need to be performed with root privileges before the
install can continue. Please execute the script
/ull/app/oraInventory/createCentralInventory.sh now from another window and
then press "Ok" to continue the install. If you do not have the root
privileges and wish to continue the install select the "Continue
installation with local inventory" option.

Log in as root and run:

/ull/app/oralInventory/createCentralInventory.sh

This sets the required permissions for the Oracle Inventory Directory and then
brings up the Welcome screen.
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Note: The Oracle Inventory screen is not shown if an Oracle product
was previously installed on the host. If the Oracle Inventory screen is
not displayed for this installation, make sure to check that the
following are true:

1. The /etc/oraInst. loc file exists.
2. The Inventory directory listed is valid.

3. The user performing the installation has write permissions for the
Inventory directory.

2. On the Welcome screen, click Next.

3. On the Select Installation Type screen, select Install Software - Do Not Configure,
and then click Next.

4. On the Prerequisite Checks screen, verify that the checks complete successfully,
then click Next.

5. On the Specify Installation Location screen, enter the following values:

= Oracle Middleware Home: Select the previously installed Middleware home
from the list for MW_HOME, for example

/ul0l/app/oracle/product/fmw
= Oracle Home Directory: Enter "idm as the Oracle home directory name.
Click Next.
6. On the Specify Email for Security Updates screen, specify these values:
= Email Address: The email address for your My Oracle Support account.

= Oracle Support Password: The password for your My Oracle Support
account.

»  Select I wish to receive security updates via My Oracle Support.
Click Next.
7. On the Installation Summary screen, click Install.

When prompted, on Linux and UNIX installations, execute the script
oracleRoot . sh as the root user.

8. On the Installation Progress screen, on Linux and UNIX systems, a dialog box
appears that prompts you to run the oracleRoot . sh script. Open a window and
run the oracleRoot . sh script, as the root user.

9. On the Installation Complete screen, click Finish.

4.5.5 Installing the Oracle Identity and Access Management Suite

Ensure that the system, patch, kernel and other requirements are met. These are listed
in the Oracle Fusion Middleware Installation Guide for Oracle Identity Management in the
Oracle Fusion Middleware documentation library for the platform and version you are
using.

Start the Oracle Fusion Middleware 11g Oracle Identity Management Installer as
follows:

HOST1>./ runInstaller
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When the installer prompts you for a JRE/JDK location, enter the Oracle SDK location
created in the Oracle WebLogic Server installation, for example:

/u0l1/app/product/fmw/jrockit_160_14_R27.6.5-32

Then perform these installation steps:

1. On the Specify Inventory Directory screen, enter values for the Oracle Inventory
Directory and the Operating System Group Name. For example:

= Specify the Inventory Directory: /u01l/app/oraInventory
s Operating System Group Name: oinstall
A dialog box appears with the following message:

Certain actions need to be performed with root privileges before the install
can continue. Please execute the script
/ull/app/oralInventory/createCentralInventory.sh now from another window and
then press "Ok" to continue the install. If you do not have the root privileges
and wish to continue the install select the "Continue installation with local
inventory" option.

Log in as root and run:

/ull/app/oralnventory/createCentralInventory.sh

This sets the required permissions for the Oracle Inventory Directory and then
brings up the Welcome screen.

Note: The Oracle Inventory screen is not shown if an Oracle product
was previously installed on the host. If the Oracle Inventory screen is
not displayed for this installation, check the following:

1. The /etc/oraInst.loc file exists.
2. The Inventory directory listed is valid.

3. The user performing the installation has write permissions for the
Inventory directory.

2. On the Welcome screen click Next.

3. On the Prerequisite Checks screen, verify that the checks complete successfully,
then click Next.

4. On the Specify Installation Location screen, enter the following values:

= Oracle Middle Ware Home: Select a previously installed Middleware Home
from the drop-down list. For example: /u01/app/oracle/product/fmw

= Oracle Home Directory: Enter iam" as the Oracle home directory name.
Click Next.
5. On the Installation Summary screen, click Install.

6. On the Installation Complete screen, click Finish.
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4.5.6 Installing the Oracle SOA Suite

Perform these steps to install the Oracle Identity Management Platform and Directory
Services Suite on IDMHOST1 and IDMHOST2.

Ensure that the system, patch, kernel and other requirements are met. These are listed
in the Oracle Fusion Middleware Installation Guide for Oracle SOA Suite in the Oracle
Fusion Middleware documentation library for the platform and version you are using.

Start the Oracle Fusion Middleware 11¢g SOA Suite Installer as follows:

HOST1>./ runInstaller

When the installer prompts you for a JRE/JDK location, enter the Oracle SDK location
created in the Oracle WebLogic Server installation, for example:

/u0l1/app/product/fmw/jrockit_160_14_R27.6.5-32.

Then perform these installation steps:

1. On the Specify Inventory Directory screen, enter values for the Oracle Inventory
Directory and the Operating System Group Name. For example:

= Specify the Inventory Directory: /u01/app/oraInventory
s Operating System Group Name: oinstall
A dialog box appears with the following message:

Certain actions need to be performed with root privileges before the install
can continue. Please execute the script
/u0l/app/oralnventory/createCentralInventory.sh now from another window and
then press "Ok" to continue the install. If you do not have the root privileges
and wish to continue the install select the "Continue installation with local
inventory" option.

Log in as root and run:

/ull/app/oralnventory/createCentralInventory.sh

This sets the required permissions for the Oracle Inventory Directory and then
brings up the Welcome screen.

Note: The Oracle Inventory screen is not shown if an Oracle product
was previously installed on the host. If the Oracle Inventory screen is
not displayed for this installation, check the following:

1. The /etc/oraInst.loc file exists.
2. The Inventory directory listed is valid.

3. The user performing the installation has write permissions for the
Inventory directory.

2. On the Welcome screen, click Next.

3. On the Prerequisite Checks screen, verify that the checks complete successfully,
and then click Next.

4. On the Specify Installation Location screen, enter the following values:

= Oracle Middle Ware Home: Select a previously installed Middleware Home
from the drop-down list. For example: /u01/app/oracle/product/fmw

Installing the Software 4-11



Upgrading the Oracle Homes for Oracle Identity Management Suite and Oracle SOA from 11.1.1.2t0 11.1.1.3

= Oracle Home Directory: Enter soa as the Oracle home directory name.
s Click Next.
5. On the Installation Summary screen, click Install.

6. On the Installation Complete screen, click Finish.

4.6 Upgrading the Oracle Homes for Oracle Identity Management Suite
and Oracle SOA from 11.1.1.2t0 11.1.1.3

The Oracle homes for the Oracle Identity Management Suite 11.1.1.2 (IDM_ORACLE_
HOME) and the Oracle SOA Suite (SOA_ORACLE_HOME) must be upgraded to Release
11.1.1.3 before creating the Identity Management domain. This section provides the
steps to upgrade the IDM_ORACLE_HOME and the SOA_ORACLE_HOME.

4.6.1 Upgrading the Oracle Identity Management Platform and Directory Services Suite

Oracle Home

Follow the steps in this section to upgrade the IDM_ORACLE_HOME from Release
11.1.1.2 to 11.1.1.3 using Oracle Universal Installer. Complete these step on IDMHOST1
and IDMHOST2. Ensure that your machines meet all the prerequisites listed in the
Oracle Fusion Middleware Upgrade Guide for Oracle Identity Management. Start the Oracle
Identity Management Patch Set installer as follows:

HOST1> ./runInstaller

Then proceed as follows
1. On the Welcome screen, click Next.

2. On the Prerequisite Checks screen, verify that the checks complete successfully,
then click Next.

3. On the Specify Installation Location screen, enter the following values:

s Oracle Middleware Home: Select the previously installed Middleware Home
from the list, for example:/u01/app/oracle/product/fmw

s Oracle Home Directory: Enter idm as the Oracle home directory. This Oracle
home contains the Oracle Identity Management Suite binaries that will be
upgraded from 11.1.1.2 to 11.1.1.3.

Click Next.
4. On the Specify Security Updates screen, enter these values:
»  Email Address: The email address for your My Oracle Support account.
s Oracle Support Password: The password for your My Oracle Support account.
Select I wish to receive security updates via My Oracle Support.
Click Next.

5. On the Installation Summary screen, click Install. When prompted, on Linux and
UNIX installations, execute the script oracleRoot . sh as the root user.

6. On the Installation Complete screen, click Finish.
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4.6.2 Upgrading the Oracle SOA Suite Oracle Home

Follow the steps in this section to upgrade the SOA_ORACLE_HOME from release
11.1.1.2 to 11.1.1.3 using the Oracle SOA Suite Patch Set installer. Complete these step
on IDMHOST1 and IDMHOST2. Ensure that your machines meet all the prerequisites
listed in the Oracle Fusion Middleware Upgrade Guide for Oracle SOA Suite, WebCenter,
and ADF.

Start the Oracle SOA Suite Patch Set installer by typing:

HOST1> ./runInstaller

When the installer prompts you for a JRE/JDK location, enter the Oracle SDK location
created in the Oracle WebLogic Server installation, for example:

ORACLE_BASE/product/fmw/jrockit_160_14_R27.6.5-32

Then proceed as follows:
1. On the Welcome screen, click Next.

2. On the Prerequisite Checks screen, verify that the checks complete successfully,
then click Next.

3. On the Specify Installation Location screen, enter the following Values:

s Oracle Middleware Home: Select the previously installed Middleware Home
from the drop-down list, for example: /u0l/app/oracle/product/fmw.

= Oracle Home Directory: Enter soa as the Oracle Home Directory. This Oracle
home contains the Oracle SOA Suite binaries that will be upgraded from
11.1.1.2 to 11.1.1.3.

Click Next.

4. On the Installation Summary screen, click Install. When prompted, on Linux and
UNIX installations, execute the script oracleRoot . sh as the root user.

5. On the Installation Complete screen, click Finish.

4.7 Patching the Software

This section describes how to apply patches after installing the software. For a
complete list of patches, see the Oracle Fusion Middleware Release Notes for your
platform and operating system.

4.7.1 Patch 9745107

Apply Patch 9745107 to all the WebLogic Homes in your environment by using the
Oracle Smart Update utility. Follow these steps:

1. Change directory to the location of the Oracle Smart Update Utility located under
the Mw_HOME/utils/bsu directory

IDMHOST1 > cd $MW_HOME/utils/bsu

2, Start the Oracle Smart Update Utility by running bsu. sh.

IDMHOST1 > ./bsu.sh

3. Login to Oracle Smart Update with your support ID and password to download
the patches.
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4. After the utility validates your credentials, the Register Security Updates screen
appears. Specify these values:

= Email Address: The email address for your My Oracle Support account.

s Oracle Support Password: The password for your My Oracle Support
account.

Select I wish to receive security updates via My Oracle Support.
Click Continue.
5. Select your Target Installation in the right pane and click Get Patches.
6. Select Patches then Retrieve Private. View Private Patch appears.

7. Provide the Patch Identifier and the Passcode for the patch and click Download.
For Patch 9745107, the patch identifier is 3SAY and the passcode is IIN3XNGX.

8. Select Yes, then enable Check for Conflicts to enable the Oracle Smart Update to
check for conflicts.

Click OK.

9. After Oracle Smart Update validates that there are no conflicts, click OK to
download the patch

10. Click the Manage Patches tab.

11. Select the patch with the Patch ID 3SAY from the downloaded patches and click
Apply.
12. The following message appears:

Temporary patches for Oracle products provided through this tool are developed
by Oracle in response to issues reported when using Oracle products in certain
scenarios. Oracle testing of patches is typically limited to validation that
the patch addresses the specific issue reported. This scope of testing is more
limited than the testing performed on product version releases and maintenance
packs. Oracle only recommends the use of patches for resolving specific issues
that have been encountered in the user environment, or are likely to be
encountered. Oracle recommends that users perform functional testing of their
environments after applying temporary patches.

Click OK to continue.
13. A Module Patch Warning appears with the message:

You are attempting to apply a patch for a module applicable to multiple
products on the same system. Do you like to Continue.

Click Yes

14. The Oracle Smart Update validates the patch. After the validation is complete,
click OK to install the patch

4.7.2 Patch 9449855

Download the Patch 9449855 from My Oracle Support at
https://support.oracle.com. Patch all the common Oracle homes in your
environment with this patch. Make sure that your environment meets the
prerequisites listed in the Readme file that is shipped with the patch. Follow these
steps to apply the patch:

1. Unzip the patch to a directory on your machine by using unzip. For example:
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unzip p9449855_111130_Generic.zip.

This creates a directory called 9449855.
Set the Oracle home to the common Oracle home. For example:

export ORACLE_HOME=$MW_HOME/oracle_common

Set the path to include the OPatch directory under the Oracle home. For example:

export PATH=$ORACLE_HOME/OPatch:$PATH

Navigate to the directory to the directory where the patch is located. For Example:

cd 9449855

Apply the patch using opatch apply. The output should be similar to the
following:

[Prompt> opatch apply

Invoking OPatch 11.1.0.8.0

Oracle Interim Patch Installer version 11.1.0.8.0

Copyright (c) 2009, Oracle Corporation. All rights reserved.

Oracle Home : /u0l/app/oracle/product/fmw/oracle_common
Central Inventory : /ull/app/oralnventory
from : /etc/oralnst.loc
OPatch version :11.1.0.8.0
OUI version :11.1.0.8.0
OUI location : /ul0l/app/oracle/product/fmw/oracle_common/oui

Log file location : /ull/app/oracle/product/fmw/oracle_
common/cfgtoollogs/opatch/opatch2010-06-11_17-08-43PM. log

Patch history file: /u0l/app/oracle/product/fmw/oracle_
common/cfgtoollogs/opatch/opatch_history.txt

OPatch detects the Middleware Home as "/u0Ol/app/oracle/plus/product/fmw"

ApplySession applying interim patch '9449855' to OH
' /u0l/app/oracle/product/fmw/oracle_common'

Running prerequisite checks...

OPatch detected non-cluster Oracle Home from the inventory and will patch the
local system only.

Backing up files and inventory (not for auto-rollback) for the Oracle Home
Backing up files affected by the patch '9449855' for restore. This might take a
while...

Backing up files affected by the patch '9449855' for rollback. This might take
a while...

Patching component oracle.jrf.opss, 11.1.1.3.0...

Copying file to /u0l/app/oracle/product/fmw/oracle_
common/modules/oracle.oamprovider_11.1.1/ocamAuthnProvider.jar"
Copying file to /u0l/app/oracle/product/fmw/oracle_
common/common/wlst/resources/oamAuthnProvider.jar"
ApplySession adding interim patch '9449855' to inventory

Verifying the update...
Inventory check OK: Patch ID 9449855 is registered in Oracle Home inventory
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with proper meta-data.
Files check OK: Files from Patch ID 9449855 are present in Oracle Home.

6. Validate that the patch applied successfully by running opatch 1siventory.
The output is similar to this

Prompt> opatch apply
Invoking OPatch 11.1.0.8.0

Oracle Interim Patch Installer version 11.1.0.8.0
Copyright (c) 2009, Oracle Corporation. All rights reserved.

Oracle Home : /ull/app/oracle/plus/product/fmw/oracle_common
Central Inventory : /ull/app/oralnventory
from : /etc/oralnst.loc
OPatch version :11.1.0.8.0
OUI version :11.1.0.8.0
OUI location : /u0l/app/oracle/plus/product/fmw/oracle_common/oui

Log file location : /u0l/app/oracle/plus/product/fmw/oracle_
common/cfgtoollogs/opatch/opatch2010-06-11_17-08-43PM. log

Patch history file: /u0l/app/oracle/plus/product/fmw/oracle_
common/cfgtoollogs/opatch/opatch_history.txt

OPatch detects the Middleware Home as "/uOl/app/oracle/plus/product/fmw"

ApplySession applying interim patch '9449855' to OH
'/ull/app/oracle/plus/product/fmw/oracle_common'

Running prerequisite checks...

OPatch detected non-cluster Oracle Home from the inventory and will patch the
local system only.

Backing up files and inventory (not for auto-rollback) for the Oracle Home
Backing up files affected by the patch '9449855' for restore. This might take a
while...

Backing up files affected by the patch '9449855' for rollback. This might take
a while...

Patching component oracle.jrf.opss, 11.1.1.3.0...

Copying file to "/uOl/app/oracle/plus/product/fmw/oracle_
common/modules/oracle.oamprovider_11.1.1/camAuthnProvider.jar"
Copying file to "/u0l/app/oracle/plus/product/fmw/oracle_
common/common/wlst/resources/oamAuthnProvider.jar"
ApplySession adding interim patch '9449855' to inventory

Verifying the update...

Inventory check OK: Patch ID 9449855 is registered in Oracle Home inventory
with proper meta-data.

Files check OK: Files from Patch ID 9449855 are present in Oracle Home.

OPatch succeeded.

[Prompt> opatch lsinventory
Invoking OPatch 11.1.0.8.0

Oracle Interim Patch Installer version 11.1.0.8.0
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Copyright (c) 2009, Oracle Corporation. All rights reserved.
Oracle Home : /u0l/app/oracle/plus/product/fmw/oracle_common

Central Inventory : /ull/app/oralnventory

from : /etc/oralnst.loc
OPatch version : 11.1.0.8.0
OUI version :11.1.0.8.0
OUI location : /u0l/app/oracle/plus/product/fmw/oracle_common/oui

Log file location : /u0l/app/oracle/plus/product/fmw/oracle_
common/cfgtoollogs/opatch/opatch2010-06-11_17-28-59PM. log

Patch history file: /u0l/app/oracle/plus/product/fmw/oracle_
common/cfgtoollogs/opatch/opatch_history.txt

OPatch detects the Middleware Home as "/uOl/app/oracle/plus/product/fmw"

Lsinventory Output file location : /ull/app/oracle/plus/product/fmw/oracle_
common/cfgtoollogs/opatch/lsinv/lsinventory2010-06-11_17-28-59PM. txt

Installed Top-level Products (2):

Application Server 1llg SOA Patchset
11.1.1.3.0
Oracle AS Common Toplevel Component
11.1.1.2.0
There are 2 products installed in this Oracle Home.

Interim patches (1)

Patch 9449855 : applied on Fri Jun 11 17:08:54 PDT 2010
Unique Patch ID: 12621969
Created on 19 May 2010, 21:47:40 hrs US/Pacific
Bugs fixed:
9449855

4.7.3 Patch 9824531

Download Patch 9824531 from My Oracle Support at
https://support.oracle.com. Patch all the common Oracle homes in your
environment with this patch. Make sure that your environment meets the
prerequisites listed in the Readme file that is shipped with the patch. Follow these
steps to apply the patch:

1. Unzip the patch. This creates a directory called 9824531.

2. Set your Oracle home to the Oracle common home and make sure that the
ORACLE_HOME/OPatch directory is in your path.

3. Navigate to the 9824531 directory.
4. Apply the patch using the opatch apply command.

5. Answer Y when you see the question Is the local system ready for
patching? [y|nl].

Example:
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export ORACLE_HOME=MW_HOME/oracle_common

export PATH=$ORACLE_HOME/OPatch:S$PATH

prompt> cd 9824531

prompt> opatch apply -jdk /u0l/app/oracle/product/fmw/jdk160_18

The output looks similar to this:

Prompt> opatch apply -jdk /u0l/app/oracle/product/fmw/jdk160_18
Invoking OPatch 11.1.0.8.0

Oracle Interim Patch Installer version 11.1.0.8.0
Copyright (c) 2009, Oracle Corporation. All rights reserved.

Oracle Home : /ull/app/oracle/product/fmw/oracle_common
Central Inventory : /ull/app/oralnventory
from : /etc/oralnst.loc
OPatch version :11.1.0.8.0
OUI version :11.1.0.8.0
OUI location : /u0l/app/oracle/product/fmw/oracle_common/oui

Log file location : /u0l/app/oracle/product/fmw/oracle_
common/cfgtoollogs/opatch/opatch2010-06-24_18-26-07PM. log

Patch history file: /u0l/app/oracle/product/fmw/oracle_
common/cfgtoollogs/opatch/opatch_history.txt

OPatch detects the Middleware Home as "/ulOl/app/oracle/product/fmw"

ApplySession applying interim patch '9824531' to OH
'/ul0l/app/oracle/product/fmw/oracle_common'

Running prerequisite checks...
OPatch detected non-cluster Oracle Home from the inventory and will patch the

local system only.

Please shutdown Oracle instances running out of this ORACLE_HOME on the local

system.

(Oracle Home = '/ull/app/oracle/product/fmw/oracle_common')
Is the local system ready for patching? [y|n]

Yy

User Responded with: Y

Backing up files and inventory (not for auto-rollback) for the Oracle Home
Backing up files affected by the patch '9824531' for restore. This might take a
while...

Backing up files affected by the patch '9824531' for rollback. This might take a
while...

Patching component oracle.jrf.adfrt, 11.1.1.3.0...

Copying file to "/u0l/app/oracle/product/fmw/oracle_
common/modules/oracle.adf.model_11.1.1/adfm.jar"

Copying file to "/u0l/app/oracle/product/fmw/oracle_
common/modules/oracle.adf.model_11.1.1/adf.oracle.domain.ear"
Copying file to "/u0l/app/oracle/product/fmw/oracle_
common/modules/oracle.adf.view_11.1.1/adf.oracle.domain.webapp.war"
Copying file to "/u0l/app/oracle/product/fmw/oracle_
common/modules/oracle.adf.view_11.1.1/adf-faces-databinding-rt.jar"
Copying file to "/u0l/app/oracle/product/fmw/oracle_
common/modules/oracle.adf.view_11.1.1/oracle-page-templates.jar"
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Copying file to "/u0l/app/oracle/product/fmw/oracle_
common/modules/oracle.adf.share_11.1.1/adf-share-support.jar"
Copying file to "/u0l/app/oracle/product/fmw/oracle_common/modules/oracle.mds_
11.1.1/mdsrt.jar"

Copying file to "/u0l/app/oracle/product/fmw/oracle_
common/modules/oracle.adf.view_11.1.1/dvt-faces.jar"

Copying file to "/u0l/app/oracle/product/fmw/oracle_
common/modules/oracle.adf.view_11.1.1/dvt-utils.jar"

Copying file to "/u0l/app/oracle/product/fmw/oracle_
common/modules/oracle.adf.view _11.1.1/dvt-trinidad.jar"

Copying file to "/u0l/app/oracle/product/fmw/oracle_
common/modules/oracle.adf.view_11.1.1/dvt-jclient.jar"

Copying file to "/u0l/app/oracle/product/fmw/oracle_
common/modules/oracle.adf.view_11.1.1/trinidad-api.jar"

Copying file to "/u0l/app/oracle/product/fmw/oracle_
common/modules/oracle.adf.view _11.1.1/trinidad-impl.jar"

Copying file to "/u0l/app/oracle/product/fmw/oracle_
common/modules/oracle.adf.view_11.1.1/adf-richclient-api-11.jar"
Copying file to "/u0l/app/oracle/product/fmw/oracle_
common/modules/oracle.adf.view_11.1.1/adf-richclient-impl-11.jar"
Copying file to "/u0l/app/oracle/product/fmw/oracle_
common/modules/oracle.adf.view_11.1.1/adf-richclient-automation-11.jar"
ApplySession adding interim patch '9824531' to inventory

Verifying the update...

Inventory check OK: Patch ID 9824531 is registered in Oracle Home inventory with
proper meta-data.

Files check OK: Files from Patch ID 9824531 are present in Oracle Home.

The local system has been patched and can be restarted.

OPatch succeeded.

4.7.4 Patch 9477292

Download Patch 9477292 from My Oracle Support at
https://support.oracle.com. Patch all the IDM Oracle homes in your
environment with this patch. Make sure that your environment meets the
prerequisites listed in the Readme file that is shipped with the patch. Follow these
steps to apply the patch:

1. Unzip the patch, this creates a directory called 9477292.
2. Shut down all services running from the IDM_ORACLE_HOME.

3. Setyour ORACLE_HOME to the IDM_ORACLE_HOME and make sure that the
ORACLE_HOME/OPatch directory is in your path.

4. Navigate to the 9477292 directory.
5. Apply the patch using the opatch apply command.

6. Answer Y when you see the question Is the local system ready for
patching? [y|nl].

Example:

Prompt> opatch apply

Invoking OPatch 11.1.0.8.0

Oracle Interim Patch Installer version 11.1.0.8.0

Copyright (c) 2009, Oracle Corporation. All rights reserved.
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Oracle Home : /u0l/app/oracle/product/fmw/idm
Central Inventory : /ull/app/oralnventory
from : /etc/oralnst.loc
OPatch version : 11.1.0.8.0
OUI version :11.1.0.8.0
OUI location : /ul0l/app/oracle/product/fmw/idm/oui

Log file location :

/u0l/app/oracle/product/fmw/idm/cfgtoollogs/opatch/opatch2010-07-18_

11-49-022M. log

Patch history file: /u0l/app/oracle/product/fmw/idm/cfgtoollogs/opatch/opatch_

history.txt

OPatch detects the Middleware Home as "/uOl/app/oracle/product/fmw"

ApplySession applying interim patch '9477292' to OH
'/ull/app/oracle/product/fmw/idm"

Running prerequisite checks...

OPatch detected non-cluster Oracle Home from the inventory and will patch the

local system only.

Please shutdown Oracle instances running out of this ORACLE_HOME on the local

system.

(Oracle Home = '/uOl/app/oracle/product/fmw/idm")

Is the local system ready for patching? [y|n]

Yy

User Responded with: Y

Backing up files and inventory (not for auto-rollback) for the Oracle Home

Backing up files affected by the patch '9477292' for restore. This might take a

while...

Backing up files affected by the patch '9477292' for rollback. This might take

a while...

Patching component oracle.as.im.install, 11.1.1.3.0...

Copying file to "/u0l/app/oracle/product/fmw/idm/install/config/StartUtil.dll"

Copying file to

"/ul0l/app/oracle/product/fmw/idm/install/config/StartUtiled.dll"

Copying file to "/u0l/app/oracle/product/fmw/idm/install/config/ASConfig.jar"

Copying file to

"/u0l/app/oracle/product/fmw/idm/inventory/Scripts/ext/jlib/engine.jar"

Copying file to

"/u0l/app/oracle/product/fmw/idm/inventory/Scripts/ext/jlib/im/im. jar"

ApplySession adding interim patch '9477292' to inventory

Verifying the update...

Inventory check OK: Patch ID 9477292 is registered in Oracle Home inventory
with proper meta-data.

Files check OK: Files from Patch ID 9477292 are present in Oracle Home.

The local system has been patched and can be restarted.

OPatch succeeded.

7. Validate that the patch applied successfully by running opatch 1siventory.
The output is similar to this:

Prompt> opatch lsinventory
Invoking OPatch 11.1.0.8.0

Oracle Interim Patch Installer version 11.1.0.8.0
Copyright (c) 2009, Oracle Corporation. All rights reserved.

Oracle Home : /u0l/app/oracle/product/fmw/idm
Central Inventory : /ull/app/oralnventory
from : /etc/oralnst.loc
OPatch version :11.1.0.8.0
QUI version :11.1.0.8.0
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OUI location : /ul0l/app/oracle/product/fmw/idm/oui

Log file location :
/u0l/app/oracle/product/fmw/idm/cfgtoollogs/opatch/opatch2010-07-18_

11-52-022M. log

Patch history file: /ul0l/app/oracle/product/fmw/idm/cfgtoollogs/opatch/opatch_
history.txt

OPatch detects the Middleware Home as "/ulOl/app/oracle/product/fmw"
Lsinventory Output file location :

/u0l/app/oracle/product/fmw/idm/cfgtoollogs/opatch/lsinv/lsinventory2010-07-18_
11-52-02AM. txt

Installed Top-level Products (2):

=
=

Oracle Identity Management 1llg
Oracle Identity Management 11g Patchset
There are 2 products installed in this Oracle Home.

= e

= e
w N

=
=
o O

Interim patches (9)

Patch 9477292 : applied on Sun Jul 18 11:50:03 PDT 2010
Unique Patch ID: 12767997
Created on 15 Jul 2010, 14:41:36 hrs US/Pacific

Bugs fixed:
9477292
Patch 7663342 : applied on Thu Jun 10 19:24:50 PDT 2010
Created on 15 Jan 2009, 00:17:30 hrs PST8PDT
Bugs fixed:
7663342
Patch 7572595 : applied on Thu Jun 10 19:24:24 PDT 2010
Created on 15 Jan 2009, 02:37:01 hrs PST8PDT
Bugs fixed:
7572595
Patch 6599470 : applied on Thu Jun 10 19:24:09 PDT 2010
Created on 21 Jan 2009, 01:50:17 hrs PST8PDT
Bugs fixed:
6599470
Patch 7707476 : applied on Thu Jun 10 19:23:55 PDT 2010
Created on 10 Feb 2009, 19:13:18 hrs PST8PDT
Bugs fixed:

7707476, 7360273, 7284982

Patch 7393921 : applied on Thu Jun 10 19:22:37 PDT 2010
Created on 17 Oct 2008, 03:32:19 hrs PST8PDT
Bugs fixed:
7393921
Patch 6750400 : applied on Thu Jun 10 19:21:42 PDT 2010
Created on 3 Nov 2008, 22:33:54 hrs PST8PDT
Bugs fixed:
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6750400

Patch 7427144 : applied on Thu Jun 10 19:21:00 PDT 2010
Created on 29 Oct 2008, 00:14:14 hrs PST8PDT
Bugs fixed:
7427144

Patch 6845838 : applied on Thu Jun 10 19:20:52 PDT 2010
Created on 3 Nov 2008, 22:00:04 hrs PST8PDT
Bugs fixed:
6845838

OPatch succeeded.

4.7.5 Creating the wlifullclient.jar File

Oracle Identity Manager uses the wlfullclient. jar library for certain operations.
Oracle does not ship this library, so you must create this library manually. Oracle
recommends creating this library under the Mw_HOME/wlserver_
10.3/server/1lib directory on all the machines in the application tier of your
environment. Follow these steps to create the wlfullclient. jar file:

1. Navigate to the MiW_HOME/wlserver_10.3/server/1ib directory

2. Setyour JAVA_HOME to MW_HOME/jdk160_18 and ensure that your JAVA_
HOME/bin directory is in your path.

3. Createthewlfullclient. jar file by running:

java -jar wljarbuilder.jar

4.7.6 Provisioning the Oracle Identity Manager Login Modules Under th