ORACLE

Oracle® Fusion Middleware
Application Security Guide
11gRelease 1 (11.1.1)

E10043-11

February 2013



Oracle Fusion Middleware Application Security Guide, 11g Release 1 (11.1.1)
E10043-11

Copyright © 2003, 2013, Oracle and/ or its affiliates. All rights reserved.
Primary Author:  Carlos Subi

Contributing Author:  Vinaye Misra, Gail Flanegin, Trish Fuzesy

Contributor: Amit Agarwal, Soumya Aithal, Moushmi Banerjee, Pratik Datta, Jordan Douglas, Guru Dutt,
Todd Elwood, Vineet Garg, Vikas Ghorpade, Sandeep Guggilam, Shiang-Jia Huang, Dan Hynes, Supriya
Kalyanasundaram, Lakshmi Kethana, Ganesh Kirti, Ashish Kolli, Rohit Koul, Nithya Muralidharan, Frank
Nimphius, Sudip Regmi, Bhupindra Singh, Kk Sriramadhesikan, Mamta Suri, Kavita Tippana, Srikant
Tirumalai, Ramana Turlapati, Jane Xu, Sam Zhou.

This software and related documentation are provided under a license agreement containing restrictions on
use and disclosure and are protected by intellectual property laws. Except as expressly permitted in your
license agreement or allowed by law, you may not use, copy, reproduce, translate, broadcast, modify,
license, transmit, distribute, exhibit, perform, publish, or display any part, in any form, or by any means.
Reverse engineering, disassembly, or decompilation of this software, unless required by law for
interoperability, is prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free. If
you find any errors, please report them to us in writing.

If this is software or related documentation that is delivered to the U.S. Government or anyone licensing it
on behalf of the U.S. Government, the following notice is applicable:

U.S. GOVERNMENT RIGHTS Programs, software, databases, and related documentation and technical data
delivered to U.S. Government customers are "commercial computer software" or "commercial technical
data" pursuant to the applicable Federal Acquisition Regulation and agency-specific supplemental
regulations. As such, the use, duplication, disclosure, modification, and adaptation shall be subject to the
restrictions and license terms set forth in the applicable Government contract, and, to the extent applicable
by the terms of the Government contract, the additional rights set forth in FAR 52.227-19, Commercial
Computer Software License (December 2007). Oracle USA, Inc., 500 Oracle Parkway, Redwood City, CA
94065.

This software or hardware is developed for general use in a variety of information management
applications. It is not developed or intended for use in any inherently dangerous applications, including
applications that may create a risk of personal injury. If you use this software or hardware in dangerous
applications, then you shall be responsible to take all appropriate fail-safe, backup, redundancy, and other
measures to ensure its safe use. Oracle Corporation and its affiliates disclaim any liability for any damages
caused by use of this software or hardware in dangerous applications.

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of
their respective owners.

This software or hardware and documentation may provide access to or information on content, products,
and services from third parties. Oracle Corporation and its affiliates are not responsible for and expressly
disclaim all warranties of any kind with respect to third-party content, products, and services. Oracle
Corporation and its affiliates will not be responsible for any loss, costs, or damages incurred due to your
access to or use of third-party content, products, or services.









Contents

PUROIACE ... e e s XXXiii
J AN Lo = V< T SST SRR XXXili
Documentation AccesSibility .........cccociiiiiiiiiiiiiiiiiiiiii e XXXii
Related DOCUINENTATION .....c.viiieiieeiieceieeeeeeee ettt ettt e e eteeeaeeaeesaaeessesersseaeessseerseenseesseeanes XXXiV
(@03 4 T£=3 015 (o) 4 I RTR RPNt XXXiV

What’s NeW in THiS GUIE..............ooooeeeeeeeeeeeeeeeeeeeee e XXXV
New Features N Release T1.1.1.7.0 ..ottt eaee s s e st e e ssnaeeeneeeeas XXXV
New Features in Release T1.1.1.6.0 ..ottt ettt eseaee e sae s senaeessseessneessaseesns XXXVi
New Features in Release T1.1.1.4.0 ...ttt et e e e s eenaeeeesreseenneeeneeeens XXXVi
New Features in Release T1.1.1.3.0 ..ottt ettt eaae s saaeessna e ssaaeeeaeeeens XXXVi
New Features in Release T1.1.1.2.0 ...ttt et e s e e eeaaessenaeeesnseessnaesneeeas XXXVii
New Features in Release T1gRI.......ccccccoiiiiiiiiiiiiiiiicc s XXXVii
Desupported Features from 10.1.3.X......ccccoiiiiiiiiiiiiieiiicici v XXXVii

Part| Understanding Security Concepts

1 Introduction to Oracle Platform Security Services

What is Oracle Platform Security Services? .........cccocoviiiiiiiiiii 1-1
OPSS Main FEAtULES. .....c.ooviuiiiiiiiiicicccee et 1-2
Supported Server Platforms ... 1-2

OPSS Architecture OVEIVIEW..........ccccoiiiiiiiiiiiiiiiii s 1-3
Benefits of UsSINg OPSS........c.ccccciiiiiiiiiiiice s 1-3

Oracle ADF Security OVeIVIeW ..o 1-4

OPSS for Administrators. ... 1-5

OPSS fOr DEVELOPETS ..ot 1-5
Scenario 1: Enhancing Security in a Java EE Application ...........ccccceeiiiiiiiiiceice, 1-5
Scenario 2: Securing an Oracle ADF Application...........ccocoeeueiiiiiiiiiiiieccec e 1-6
Scenario 3: Securing a Java SE Application...........cccceueiiiiieiniiicccece i 1-6

2 Understanding Users and Roles

TermMINOLOZY ......coviiiiiiiii s 2-1
ROIE MAPPING....ooiiiiiiiiiiiiiii e 2-4
Permission Inheritance and the Role Hierarchy ............ccooooooiiiii 2-4



The AUthenticated ROLE .......ooo.voiieiiiiieieeeeeeeee et eae e et e s eaaeeeenaesesraeessaraeean 2-7

The Anonymous User and Role.............cccccooviiiiiiiiiiiiii s 2-7
Anonymous SUpport and SUDJECE ..........cccociiiiiiiiiiccce e 2-8
Administrative Users and Roles..............cccccoviviiiiiiiiii 2-8
Managing User ACCOUNLES............c.couiiiiiiiiiiccc ettt eae s 2-9
Principal Name Comparison LOGIC ... 2-9
How Does Principal Comparison Affect Authorization? ..., 2-9
System Parameters Controlling Principal Name Comparison..........ccccooeeceieieiicieieicccnennn. 2-10
The Role CateGOry ........ccccviiiiiiiiiiiiiii e 2-11

3 Understanding Identities, Policies, Credentials, Keys, Certificates, and
Auditing

Compatibility Matrix for 11g Versions............cccooviiiiiiiiiiniiiiiiiee s 3-1
Authentication Basics ... 3-2
Identity Store Types and WebLogic Authenticators............cccoevvevvirerivneirrncnsrreee e 3-2
WebLogic AUthenticators ...........cviriiiiic 3-4
Multiple AUthentiCatOrs.........ooiiuiiiiiicie s 3-4
Additional Authentication Methods..........cccooiiiiiiiiiiices 3-5
WebSphere Identity StOTeS ...........coceiiiiiiiiicce 3-5
Policy Store BasicCs..........cccoiiiiiiiiiiiiiiiiic s 3-5
Credential Store Basics..........cccoiiiiiiiiiiiiiccccccc s 3-6
Keystore Service Basics ... s 3-7
Keystore Repository TYPeS......coccuiieieiiiiiiiiiiciii s 3-7
Keystore Repository Scope and Reassociation ..........c.ccccceeucciiiiiiiniiiineccceeeeeeeeeennes 3-7
Audit Service BasiCs..........cccooviiiiiiiiiiiiiiiiii s 3-7

4 About Oracle Platform Security Services Scenarios

Supported File-, LDAP-, and DB-Based Services .............ccoccoeininiiiiiiiniiiiiiniiciciccccncecs 4-1
Management TOOIS .............ccccoviiiiiiiiiiiiii s 4-2
Packaging Requirements ..o 4-4
EXQMPLE SCENATIOS. ......cuiiiiiiiiiiieiccirtecrte ettt sttt 4-4
ORET SCENATIOS. ....c.veuiiiaiieieieieietet ettt sttt ettt sttt sttt et s be st e be st bt b et e b e st e bt e bt sae b e ebeneene 4-5

Partll Basic OPSS Administration

5 Security Administration

Choosing the Administration Tool According to Technology..............ccccccceviiiiiiniiiiinniniinnn 5-1
Basic Security Administration Tasks...........ccccocooiviiiiiiiinii 5-2

Setting Up a Brand New Production Environment ..., 5-3
Typical Security Practices with Fusion Middleware Control............cccocoovveiiiinniiccene, 5-4
Typical Security Practices with the Administration Console...............cccooiiiniii, 5-4
Typical Security Practices with Oracle Entitlements Server.............cccocoovvvnnnninnne, 5-5
Typical Security Practices with OPSS Scripts.........cccooooiiiiiiiiiiiii 5-5

6 Deploying Secure Applications

(@ 2723 2 (=) RO 6-2

vi



Selecting the Tool for Deployment .............c.cccooiiiiiiiiiiinii s 6-2

Deploying Java EE and Oracle ADF Applications with Fusion Middleware Control............. 6-3
Deploying Oracle ADF Applications to a Test Environment ..............ccccocooiiininniiinn, 6-5
Deploying to a Test ENVIrONmMeNt.........c.coiiuiiiiiiiicieicieet 6-6
Typical Administrative Tasks after Deployment in a Test Environment........................... 6-7
Deploying Standard Java EE Applications ... 6-7
Deploying Applications with Auditing..............cccocoviiiiii 6-8
Packaging Requirements for AUditing ............coooevoiiiiiiiii e, 6-8
Registration with the Audit SEIVICE .......ccccciiiiiiiiiiic e 6-8
Migrating Audit Data ........cccooiiiiiiiii 6-8
Migrating from a Test to a Production Environment ..., 6-9
Migrating IAENHIES .....c.c.cuiuiiiiiiiiiicecce e 6-9
Migrating Identities with migrateSecurityStore...........coooouoiiiiiiiiii 6-9
Migrating Policies and Credentials .............coooiioiiiiiiii 6-11
Migrating Policies with migrateSecurityStore..........c.cccoeeiiiieiiiniiiinncrccreerrcene 6-12
Migrating Credentials with migrateSecurityStore...........cccooooiriiiiiiiii 6-16
Migrating Large Volume Policy and Credential Stores ..........ccccooooiiiiiiiciiiiiicne, 6-19
Migrating Audit INfOrmation ... 6-20
Migrating Keystore Service Artifacts ... 6-21
Background for Keystore Migration ............cocouoiiiiieiiiicicecccc 6-21
Migrating Keystore Service Artifacts Within a Domain ..........ccccceeevvvviinnnnninenes 6-21
Migrating Keystore Service Artifacts Across Domains...........coceviicieiiiciciciiccicn, 6-24

Part Il OPSS Services

7 Configuring the Identity Store Service

Introduction to the Identity Store Service............cccoociiiiiiiiiiiiis 7-1
About the Identity StOre SEIVICe ........oooeuiveiiiiiiiei 7-1
Service ATChItECTUTE........coviiiiiic s 7-1
Application Server SUPPOIt ... 7-2
Java SE SUPPOTL ..o s 7-2

Configuring the Identity Store Provider ..., 7-2

Configuring the Identity Store Service ..o 7-3
What is Configured? ..o 7-3

Configuring Multi-LDAP LOOKUP....c.cccceuiiiiririiiiercrrr e 7-3
Global/Connection ParameEterS.........oouviiiviiieieieciieeeeeeeeee et eee e eaee s eraeeeeenreessnaeessnaaes 7-3
Back-End / Connection ParamieterS. ......uiivvieeeeeeeeeee ettt eeete et e eeaeesesaeeeseneessnneesnnes 7-4
Configuration in WebLOGIC SEIVET .........ccoviiiiiiiririiiriicerrr e 7-4
Configuring the Service for Single LDAD ........cccoooiiiiiiiii e 7-5
Configuring the Service for Multiple LDAP Without virtualize Property............cccc........ 7-5
Configuring the Service for Multiple LDAP using Fusion Middleware Control.............. 7-5
Configuring the Service for Multiple LDAP using WLST .........cccooeviiiiiiiiiciiecece 7-5
Configuring the Timeout Setting Using WLST ........cccccccoeiniiininiiiiiincni, 7-6
Configuring Other Parameters ...........cccccccciiiiiiiiiiiiiiiiieeeeeeeeieeeieeeeeeeeeeeeeeeeeeeeeeenes 7-6
ReStarting SEIVErS ......oucviiieiieiici e 7-6
Examples of the Configuration File.............ccoooiiiiiiiiiiccccees 7-6

vii



Configuring Split Profiles ... 7-8

Configuring Custom AuthentiCators............cccovoiiiiiiiicc e, 7-8
Configuration in Other Application SEIVETS.........ccccvuvereririririrrerirrrr e 7-9
Configuring the Service for Single LDAP .........ccccooiiiiiiiiiii s 7-9
Configuring the Service for Multiple LDAP .........ccocoooiiiiiiicce e 7-9

Java SE ENVITONIMENES ......ocveriieieriieiereeieerieeceeetesteesteteeeessesseesesssessesssessesnsessesssensesssensesssensennes 7-11
Querying the Identity Store Programmatically.............cccccocooeiiiiiin 7-11
SSL for the Identity Store Service............coooiiiiiiiiiii e 7-12
Connections from Oracle WebLogic Server to Identity Store..........c.ccccccecicccciiceccenee 7-12
One-way SSL in a Multi-LDAP SCeNario .........cccovimieiiiieiieieiccic e 7-13
Two-way SSL in a Multi-LDAP SCeNario .......cccocoeocmueiiiicieiiccicec e 7-13

8 Configuring the OPSS Security Store

Introduction to the OPSS Security Store ..o 8-1
Using an LDAP-Based OPSS Security Store..............ccoviiiiiiiiiiiiicccs 8-2
Multiple-Node Server ENVIroNmMEeNts..........ccccoevuiiiieiiiiiiiiiiiiiiiicecece s 8-3
Prerequisites to Using an LDAP-Based Security Store............coooviiiiiiiiiiiiiicc 8-3
Setting Up a One- Way SSL Connection to the LDAP ... 8-4
Using a DB-Based OPSS Security Store ............cccocovviiiiiiiiiiiniiii 8-5
Prerequisites to Using a DB-Based Security Store..........cccoooviiiiiiiiiiiiic 8-6
Creating the OPSS Schema in an Oracle Database............cccocovvirvinnnnnnnene. 8-6
Dropping the OPSS Schema in an Oracle Database............cccccoceeveiiiiiiiiniiiiiiiis 8-7
Creating a Data Source INStance ..., 8-7
Maintaining a DB-Based Security StOTe..........cccccociiiiiiiiiriiiiiiiecereeeeerereeeeeeee e 8-8
Setting Up an SSL Connection to the DB.........c..cooiii 8-9
Configuring the OPSS Security Store.............ccccoooiiiiiiiiiii s 8-9
Reassociating the OPSS Security Store.............cccccooviiiiiiiiiiii 8-10
Reassociating with Fusion Middleware Control ..o, 8-10
Securing Access to Oracle Internet Directory Nodes............ccoooiuiiiiriiiiiiicic 8-14
Reassociating with the Script reassociateSecurityStore...........cccoevuvviviiiiirrnniicrrceeeeenes 8-14
Migrating the OPSS Security StOre ...........ccccovviiiiiiiiiiii s 8-15
Migrating with Fusion Middleware COntrol .............ccccoeuiiiiininiiiinniiiincccccces 8-15
Migrating with the Script migrateSecurityStore..........ccoovverviriiivnnicrrrcceeeeeeeees 8-15
Migrating Audit Metadata.........cooeviiriiiiiii 8-19
EXxamples Of USE......c.cciiiiiiiiiiiiiiiiiii s 8-19
Configuring Services Providers with Fusion Middleware Control ..................ccooviinnnnnn 8-19
Configuring the Identity Store Provider ..., 8-19
Configuring the Single Sign-On Provider ... 8-20
Configuring the Trust Service PrOVIer........c.ccccoiiiiiiiiiiiiiiiciiecceeeeeeeeeee s 8-20
Configuring Properties and Property Sets ... 8-21

9 Managing the Policy Store

Managing the Policy SEOre............ccccoooviiiiiiiiiiiiiiiii 9-1
Managing Policies with Fusion Middleware Control................ccccccvviinnnnnnnnnninnne, 9-2
Managing Application POLICIES ........ccccuiuiiiiiiiiiiiieeccceceececce e 9-3
Managing Application ROIES ...........ccoiiiiiiiiiiiiiiiiiiic s 9-4
Managing System POLICIES ..........cccciuiiiiiiiiniriiiiii e 9-6

viii



10

Managing Application Policies with OPSS Scripts ..o, 9-7

listSecurityStOT@INLO. ........vieeiiec e 9-9
HSTAPPSIIIPES ..ot 9-10
listCodeSOoUICEPEIMISSIONS. .....vvviviiiiiiiciicit s 9-10
CrEAtEAPPROLE ... 9-11
AeleteAPPROLE ... s 9-11
GIANTAPPROIE ..o 9-12
TeVOKEAPPROIE ...t 9-12
LSEAPPROLES ...ttt s 9-13
listAPPROIESMEMDELS ...ttt s 9-13
GTANTPEIMISSION. ....vititititititctctcte ettt s 9-14
TEVOKEPEIINISSION ..ot 9-15
LiStPEIMISSIONS ...ttt 9-16
delete APPPOLCIES. ......cvviieceitt e 9-17
CreateReSOUICETYPE ...c.cuiiiiiiiiiiiic s 9-17
GtRESOUICETYPE ..ottt 9-18
deleteReSOUICETYPO.....oovuceriiiieee e 9-18
CIEATERESOUICE ...t s 9-19
AElEtERESOUICE .......oviiiiiicicic s 9-20
HSERESOUICES ...ttt 9-20
liStRESOUICEACHIONS. ....o.viieeiiiiiicc e 9-21
createENtitlement ..o 9-21
getEntitlement .. ... 9-22
deleteEntitlement .........ccoueiiiiiiiii e 9-23
addResourceTOENIemMEnt ..........cccovvveieiiiiiiiiiiiii s 9-23
revokeResourceFromEntitlement .............ccccooiiiiiiiiiiiie 9-24
LStENtItIEMENTS ... 9-24
grantEntitlement..........c.ooiii 9-25
revokeEntitlement ..o 9-26
LIStRESOUICETYPES ...ttt 9-26
reassoCiateSeCUITtYStOTE .........oviiiecieic e 9-27
Caching and Refreshing the Cache...............ccococoiiiiiiiiiii e 9-29
AN EXAMPLE ..ot 9-29
Granting Policies to Anonymous and Authenticated Roles with OPSS scripts....................... 9-31
Application Stripe for Versioned Applications in OPSS scripts ...........ccccovvviiiivnninnnne 9-31
Managing Application Policies with Oracle Entitlements Server.............ccccccoovivnninnninnnne. 9-32
Guidelines to Configure the Policy Store.............cccooiiiiiiiiiie 9-32
Managing the Credential Store
Credential TYPeS ...ttt 10-1
Encrypting Credentials...............ccoooiiiiiiiiiiiiiiie e 10-1
Managing the Credential Store..............cccoovviiiiiiiiiii s 10-3
Managing Credentials with Fusion Middleware Control...............cccccoooviininnniiiiiinn, 10-4
Managing Credentials with OPSS Scripts ..........ccccccoiiiiiiiiiiiiiicc 10-6
UPAATECTE ..o 10-7
CTEATECTEM ..o s 10-7
AELEECTEA ... 10-8



modifyBootStrapCredential.............cccooeiiiiiiiiii 10-8

addBootStrapCredential............coooiii 10-9
eXPOItENCIYPtIONKEY ....ccooviiiiiiiiiiiiii s 10-9
IMPOrtENCIypHONKEY ....cooveviiiiii 10-10
restoreENCryptionKey .......cooiiiii 10-10
FOlIOVETENCIYPHONKEY ...t 10-10

11 Managing Keys and Certificates with the Keystore Service

About the Keystore Service............ccooviiiniiiiiiiiiiii s 11-1
Structure of the Keystore Service........oooiiiiiicicic 11-1
Types Of K@YSTOTES ......vviieiiiice e 11-2
Domain TIUSt SEOT.......c.ceviviieieiieceee s 11-2
Keystores for Domains with Multiple Servers.............cooooooiiiiiiiiiiiicc, 11-3

Keystore Management with the Keystore Service..............cccocoooiiiii, 11-3
About the Keystore Life CyCle .....ccooooiiiiiiiiiiicccccccceeee e 11-3
Common Keystore Operations...........ccoccueuiiiueieiiiiciciec e 11-3

Creating a Keystore with Fusion Middleware Control............cccccoooiiiiiiiiiiiiic 11-4
Creating a Keystore at the Command Line.........cccccccccciiiiiiicniiiinecceeeeeeeeeees 11-5
Deleting a Keystore with Fusion Middleware Control ... 11-5
Deleting a Keystore at the Command Line ...........cccoooiiii 11-6
Changing Keystore Password with Fusion Middleware Control ...........c.cccccoeuvurueucnnnene 11-6
Changing Keystore Password at the Command Line ............ccooeiiiiiiiiiiis 11-6
Exporting a Keystore at the Command Line ..........ccccooiiiiiiiiiiiiiic 11-6
Importing a Keystore at the Command Line ..........c.ccccooeiiiiiiiiiiiiiccceeeeees 11-7

Certificate Management with the Keystore Service...............ccooiiiniiinninii 11-7
About the Certificate Life-Cycle.........ooiii 11-7
Common Certificate OPerations ............cocccecucueuiuiieuiiiemeeieieeeeieieee e esesenesesenens 11-8

Generating a Keypair with Fusion Middleware Control.........c.cccccoooeiiiiiiiiiincienns 11-8
Generating a Keypair at the Command Line..........cccooooiiiiii 11-10
Generating CSR for a Certificate with Fusion Middleware Control.............ccccoevneuece. 11-10
Generating CSR for a Keypair at the Command Line ..o 11-11
Importing a Certificate or Trusted Certificate with Fusion Middleware Control........ 11-11
Importing a Certificate at the Command Line...........cccocovviviiinnniniiicccceees 11-12
Exporting a Certificate or Trusted Certificate with Fusion Middleware Control......... 11-12
Exporting a Certificate or Trusted Certificate at the Command Line...........ccccccoco...... 11-13
Deleting a Certificate with Fusion Middleware Control............cccccccevviinnnninnnnccne. 11-13
Deleting a Certificate at the Command Line.........ccccccoovorieimiiiiiniiciecc 11-14
Changing Certificate Password with Fusion Middleware Control...........ccccocevevrunnene. 11-14
Changing Certificate Password at the Command Line..........ccccoooiviiiiiiinciiincncenes 11-15

About Keystore Service COmMmAands............cocooviiiiiiiiiiiiiccccne 11-15

Getting Help for Keystore Service Commands..............ccccooeiiiiiiiiiiiiiiiiicccceennes 11-15

Keystore Service Command Reference ... 11-16
changeKeyPassword ... 11-17
changeKeyStorePassword ... 11-17
CreateKeyStOre ..o 11-18
deleteKeyStore ..o 11-18
deleteKeYStOTeENLIY .....c.ccviiiiiiiiiiiiiii e 11-18



EXPOITKEYSTOTE ..o 11-19

exportKeyStoreCertificate ... 11-20
exportKeyStoreCertificateREQUESL ..........ccceueviiiiiieiriiiriiiicrcree s 11-20
generateKeyPair ... 11-21
generateSecTetKeY ... 11-21
etKeyStoreCertifiCates ..........ccociieiriiiiiirrerrrr e 11-22
getKeyStoreSecretKeyProperties ... 11-22
IMPOItKEYSIOTe ..oviiii 11-23
IMPOrtKeyStoreCertifiCate ... 11-23
ListEXpiringCertificates ..o 11-24
listKeyStOreALIASEeS .......cocurueiiiicieieieecect e 11-24
HSEKEYSTOTES ...t 11-25

12 Introduction to Oracle Fusion Middleware Audit Service

Benefits and Features of the Oracle Fusion Middleware Audit Framework............................. 12-1
Objectives of AUItING.......oooiiiiiiiie e 12-1
Today’s Audit Challenges............coooviurieiiiiieic e 12-2
Oracle Fusion Middleware Audit Framework in 11g.......ccccocoeviiinnninnnincrrreeeeeeeenes 12-2

Overview of Audit FEatures ... 12-3

Oracle Fusion Middleware Audit Framework Concepts..............ccccceiiiiiiiiiiiiiiiiienns 12-4
The Audit ATChItECTUTIE .....cvviviiiiiiiic e 12-4

The Audit Service Model ... 12-5
AUAIE APIS oo 12-5
Run-time Support and Audit Event FIOW ... 12-6
Key Technical CONCEPLS .........coiiviieiiiiiiei i 12-6
The Audit Metadata Store..........ccoeuiiiiiiiiiiiiiiii s 12-9
AUdit Data STOTAGE. ......c.cuiuiuimimiiiiiicicieiccce ettt 12-9
ANALYHICS oo e 12-10
Understanding the Audit Lifecycle ..o 12-11

The Audit Metadata Model..............ccoooooiiiiiiii 12-12
Naming Conventions for Audit Artifacts........c.cccooeieiiiiiiiiiiii 12-12
ATIDULE GIOUPS ...t 12-12

Audit Attribute Data TYPES.....cccccvuriuiiiiiriiiiirrccerr e 12-12
Common Attribute GIOUPS .......cccvveviieiiiiiiiiiiicc s 12-13
Generic Attribute GIOUPS ........ccciiuiiiiiiiiiiiiiiiicc e 12-13

Custom Attribute GIoUPS.......cccceiviviiiiiiii s 12-13

Event Categories and EVeNts...........cooiuiiiiiiiiiii 12-14

System Categories and EVents ...........ccooeiiiiiiiic e 12-15

Component/Application CateOries ..........cccevuvururuririririririirrerrree s 12-15

About Audit Definition Files..............cccococooiiiiiiiiiiic 12-16
The component_events.xml File ..........ccccccccvviiiiiiiiiiniiinssseas 12-16
Translation FIles ... 12-18
Understand Mapping and Versioning Rules............cccccooeiiniiiinn 12-18

Version INUIMDETIS ..ottt 12-18

Custom Attribute to Database Column Mappings............cccuoeeeiiienciiicccciieenenes 12-19

xi



13 Configuring and Managing Auditing

Audit Administration Tasks ..o 13-1
Managing the Audit Data Store .............ccooiiiiiiiii 13-2
Create the Audit Schema using RCU ..........ccooiiiiiiiiii 13-2

Set Up Audit Data SOUICES ........coruriiiiiciiic e 13-6
Multiple Data SOUICES ......c.ccuiuimiuiiiiiiiicicicccce ettt eaeees 13-7
Configure a Database Audit Data Store for Java Components ..........ccccooereieiniicieininnnnen, 13-7
View Audit Data Store Configuration ............coooeeiiiiiiiiiicc 13-8
Configure the Audit Data Store and Bus-Stop Storage..........cccoeeevveevivvniicnvcncene 13-8
Deconfigure the Audit Data Store ..o 13-10
Configure a Database Audit Data Store for System Components..........ccccooooiriiiiiinnennne. 13-10
Deconfigure the Audit Data StOre .........ccccooiiiriiiiiiric e 13-13

Tuning the Bus-stop Files..........oooiiiiiiii 13-13
Configuring the Stand-alone Audit Loader ..........cccooiiiiiie, 13-14
Configuring the ENVIronment...........c.ccccoeiiiiiriiiininnereccre s 13-14
Running the Stand-Alone Audit Loader ..o 13-15
Managing Audit PoLicies ... 13-15
Manage Audit Policies for Java Components with Fusion Middleware Control................ 13-16
Manage Audit Policies for System Components with Fusion Middleware Control .......... 13-21
Manage Audit Policies with WLST .......c.ccoooiiii 13-24
View Audit Policies With WLST ......cccocoviiiiiiiiis 13-24

Update Audit Policies with WLST ........cccccocoiiiiniiiiiiiiia 13-24
Example 1: Configuring an Audit Policy for Users with WLST ... 13-25
Example 2: Configuring an Audit Policy for Events with WLST .........ccccccooeviiiiines 13-25
Custom Configuration is Retained when the Audit Level Changes..............ccccce.eec... 13-26
Manage Audit Policies Manually ... 13-26
Location of Configuration Files for Java Components..........c.ccccccevueevvervrnnnnnnenccnes 13-26

Audit Service Configuration Properties in jps-config.xml for Java Components........ 13-27
Switching from Database to File for Java Components..........c.cccocooeueiniirieiiiiccicieine, 13-27
Manually Configuring Audit for System Components............ccccoeeveeceiicocccinccnenes 13-27

Audit TIMESEAMPS ..o s 13-28
Audit Logs and Bus-stop Files ............ccccooiiiiiiiiiiiiiicccccne 13-29
Location of AUit LOZS ......c.cvuvviiiiiiririiiirre ettt 13-29
Audit Timestamps in Bus-stop Files ... 13-29
Advanced Management of Database Store ..............ccccooooiiiiiiiiiiiiice, 13-30
SChema OVEIVIEW ........coviiiuiiiiiiiiiciic s 13-30
Base and Component Table Attributes..........cccccvevvviiiiiiiiiiiiiic 13-31
INdexing SChEmME ........c.ccuiiiiiiiiiiiii e 13-32
Backup and RECOVETY ........ccvuviiiiiiiiiriiirrr et 13-33
Importing and Exporting Data...........ccceueviiiieioiiiic 13-33
Partitioning.........coooviiiiiiiiii e 13-33
Partition Tables..........cooiiiiiiiiiii s 13-34

Backup and Recovery of Partitioned Tables.........c.c.cccooriimiiiiiiii 13-35

Import and EXPOTt .....cccccviiiiiiiiiiiiii e 13-35

Data PUIEE.....cooiiiiiiiiiiic s 13-36

Tiered Archival.........cccoooiiiiiiii 13-37

Xii



14 Using Audit Analysis and Reporting

Setting up Oracle Business Intelligence Publisher for Audit Reports............cccccooceiinncane 14-1
About Oracle Business Intelligence Publisher ... 14-1
Install Oracle Business Intelligence Publisher ... 14-3
Set Up Oracle Reports in Oracle Business Intelligence Publisher..............cccccoooiinn. 14-3
Set Up Audit Report TEMPIates........cccciiiiiiiiiiiiiiecccccieecee e 14-4
Set Up Audit Report FIlters ... 14-5
Configure Scheduler in Oracle Business Intelligence Publisher ..., 14-6

Organization of Audit Reports ..o 14-6

VIeW AUIt REPOTIES ...c.ooueiiuiiiiiiciicircircrctet ettt ettt 14-7

Example of Oracle Business Intelligence Publisher Reports ..............cccccccooiiiiiiiiiiiinn, 14-8

Audit Report Details..........ccoeiriiiiiiiiiicec et 14-10
List of Audit Reports in Oracle Business Intelligence Publisher .............cccocooviiinno. 14-12
Attributes of Audit Reports in Oracle Business Intelligence Publisher ............c.c.cccccoco.... 14-14

Customizing Audit REPOIts ..........ccocooiiiiiiiiiii 14-14
Using Advanced Filters on Pre-built Reports ..........ccooieiiiiiiiiiiii 14-15
Creating Custom RepOTtS........ccciiiiiiii 14-15

Part IV Single Sign-On Configuration

15 Introduction to Single Sign-On in Oracle Fusion Middleware

Choosing the Right SSO Solution for Your Deployment...............ccccccoviiiiiiiiiiiiiiiinns 15-1
Introduction: OAM Authentication Provider for WebLogic Server.............ccccccoovnininnnnnnn 15-2
About Using the Identity Asserter Function with Oracle Access Manager .......................... 15-3
About Using the Authenticator Function with Oracle Access Manager ............ccccccueeeuee.. 15-6
Choosing Applications for Oracle Access Manager SSO Scenarios and Solutions............... 15-8
Applications Using Oracle Access Manager for the First Time ..o, 15-8
Applications Migrating from Oracle Application Server to Oracle WebLogic Server.. 15-8
Applications Using OAM Security Provider for WebLogic SSPI........c.cccccccevvvvivinnnnnne. 15-9
Implementation: Using the Provider with OAM 11g versus OAM 10g ........c.ccooovueuerinnnnen. 15-9
Requirements for the Provider with Oracle Access Manager ...........ccccccccvvivivnnivinninnennes 15-10
Setting Up Debugging in the WebLogic Administration Console...............ccccoceiiiiniiinnnns 15-11

16 Configuring Single Sign-On with Oracle Access Manager 11g

Introduction to Oracle Access Manager 118 SSO ..o, 16-1
Previewing Pre-Seeded OAM 11g Policies for Use by the 10g AccessGate............c.ccocuec.... 16-4
Deploying the Oracle Access Manager 11g SSO Solution............cccccceevniiicinniecinnneeccenenes 16-7
Installing the Authentication Provider with Oracle Access Manager 11g .........c.cccoevevenenene. 16-8
Converting Oracle Access Manager Certificates to Java Keystore Format................cccc....... 16-9
Session Token: Provisioning an OAM Agent with Oracle Access Manager 11g................. 16-12
About WebGate Provisioning Methods for Oracle Access Manager 11g...................... 16-12
Provisioning a WebGate with Oracle Access Manager 11g........ccccovvieieiiiiciiiciinnnan 16-13
Configuring Identity Assertion for SSO with Oracle Access Manager 11g..........cccccceueeee. 16-15
Establishing Trust with Oracle WebLogic Server ... 16-16
Configuring Providers in the WebLogic Domain ...........ccooeeiiiiiiniicce 16-19
Trusted Header Assertion: Configuring Digital Signature Verification........................ 16-25

xiii



Trusted Header Assertion: Configuring Policies ...........ccoceuiiiiiiiiiciic 16-28

Testing Oracle Access Manager Identity Assertion for Single Sign-on ......................... 16-29
Configuring the Authenticator Function for Oracle Access Manager 11g.........cccccccoeueueneen. 16-29
Configuring Providers for the Authenticator in a WebLogic Domain .......................... 16-30
Configuring the Application Authentication Method for the Authenticator ............... 16-33
Mapping the Authenticated User to a Group in LDAP .......cccccccovvvvninnnncnnrecnes 16-34

Testing the Oracle Access Manager Authenticator Implementation ...........cccoceveunniae. 16-35
Configuring Identity Assertion for Oracle Web Services Manager and OAM 11g............. 16-35
Configuring Providers in a WebLogic Domain for Oracle Web Services Manager..... 16-36

Testing the Identity Asserter with Oracle Web Services Manager ............ccccceveurnnnnne. 16-39
Configuring Centralized Log Out for Oracle Access Manager 11g............ccccccevuriiiiiiinnes 16-39
Logout for 11g WebGate and OAM 11 .....c.cccoiiiiiririiicrrcercreeeer s 16-39
Logout for 10g WebGate with Oracle Access Manager 11g .........ccoviiiiiiiiiniiinnennes 16-40
Synchronizing the User and SSO Sessions: SSO Synchronization Filter ............................... 16-40
Troubleshooting TiPs..........cccccviiiiiiiiii s 16-43

17 Configuring Single Sign-On Using Oracle Access Manager 10g

Deploying SSO Solutions with Oracle Access Manager 10g ..., 17-1
Installing and Setting Up Authentication Providers for OAM 10g .........ccoceveiiiiiiiininnnnnnn. 17-1
About Oracle Access Manager 10g Installation and Setup...........cccococeeiiiiiiincns 17-2
Installing Components and Files for Authentication Providers and OAM 10g ............ 17-4
Converting Oracle Access Manager Certificates to Java Keystore Format .................... 17-6
Creating Resource Types in Oracle Access Manager 10g ..........ccccceevviviiiiiiiiinieinnnnen, 17-9
Configuring Global Logout for Oracle Access Manager 10g and 10g WebGates................ 17-10
Recommended Process for Configuring Logout...........cccoeeieiiiiciniiiiccccce 17-10
Alternative Process for Configuring Logout..........ccceviiii 17-13

Oracle Access Manager Authentication Provider Parameter List..............cccccooviinnininnns 17-14
Introduction to OAMOCEGTOOL ..o 17-16
OAMCAEZTO00l Process OVEIVIEW ..........ccoiiiuciiiiicieieicicie it 17-17
OAMCAgTool Parameters and ValUes ........c.ccccccevvririrrnnnnrrcccre s 17-18
Create Mode Parameters and Values............ccccooveiiiniiiiinniii 17-18
Validate Mode Parameters and Values ...........cccccccciiiiiiiiiiiiiiiiiiiccccccecees 17-27

Delete Mode Parameters and Values...........ccocoviiiiniiiiiiiiceeeenes 17-28

Sample Policy Domain and AccessGate Profile Created with OAMCfgTool...................... 17-29
Known Issues: JAR Files and OAMCEETOOL ........ccccouviiiiiiiniinininiiiiiiicccccnnes 17-33
Configuring OAM Identity Assertion for SSO with Oracle Access Manager 10g................. 17-34
Establishing Trust with Oracle WebLogic Server...........cooouiieiiiiicieiccce, 17-35
Setting Up the Application Authentication Method for SSO ..o 17-35
Confirming mod_weblogic for Oracle Access Manager Identity Asserter ................... 17-36
Establishing Trust between Oracle WebLogic Server and Other Entities...................... 17-36
Configuring the Authentication Scheme for the Identity Asserter..........cccccocoooeeviiiinnnnnee. 17-38
Creating an Authentication Scheme, Policy Domain, and a WebGate Profile ............. 17-38
Configuring Providers in the WebLogic Domain .........ccccceeiiiieiiiiniiiicccn 17-40
About Oracle WebLogic Server Authentication and Identity Assertion Providers..... 17-41

About the Oracle WebLogic Scripting Tool (WLST)......ccovivnvnnirniiicccccccnes 17-42

Setting Up Providers for Oracle Access Manager Identity Assertion............cccoeveenee. 17-44

Setting Up the Login Form for the Identity Asserter and OAM 10g........ccccoevveriiriircnnne. 17-46

Xiv



Testing Identity Assertion for SSO with OAM 10g.......c.ccouviirieiiiiieieicc 17-47

Configuring the Authenticator for Oracle Access Manager 10g .............cccccoeueiiiiiniiiiennes 17-48
Creating an Authentication Scheme for the Authenticator ............cccooioieiiiiiiiiiiicncenn. 17-48
Configuring a Policy Domain for the Oracle Access Manager Authenticator..................... 17-49

About Creating a Policy DOmMain...........cooeueiiiiieiniiccecee s 17-49
Creating a Policy Domain and Access Policies for the Authenticator .............cccccccec... 17-50
Configuring Providers for the Authenticator in a WebLogic Domain............cccccuevininnnnee. 17-53
Configuring the Application Authentication Method for the Authenticator ...................... 17-57
Mapping the Authenticated User to a Group in LDAP..........ccccovvvnnnnnnnnneeecnes 17-58
Testing the Oracle Access Manager Authenticator Implementation............cccoceveiininnne. 17-58

Configuring Identity Assertion for Oracle Web Services Manager and OAM 10g................ 17-58
Creating an Policy Domain for Use with Oracle Web Services Manager ..........c.cccccceueeucee. 17-59
Configuring Providers in a WebLogic Domain for Oracle Web Services Manager............ 17-62
Testing the Identity Asserter with Oracle Web Services Manager ...........ccccccoeeorueveininnnnnn. 17-65

Synchronizing the User and SSO Sessions: SSO Synchronization Filter .............................. 17-65

Troubleshooting Tips for OAM Provider Deployments .............cccoooviiiiiiiiiiiiiiins 17-67
ADbOUL USING IPVO ..ot 17-68
Apache Bridge Failure: Timed OULt .........ccccoviiiiiiiii e 17-68
Authenticated User with Access Denied ..o 17-68
Browser Back Button Results in EITor.........ccccocovvviiiiiiicn 17-69
Cannot Reboot After Adding OAM and OID Authenticators .............cccoceceiiicccciccnenes 17-69
Client in Cluster with Load-Balanced WebGates.............cccccoevvivniinnniinin 17-69
Error 401: Unable to Access the Application............cccceioiiiiiiiiiiiiceccc 17-71
Error 403: Unable to Access the Application.........coucvveeieiiiiniiiiiiiiccccccceccnes 17-72
Error 404: Not Found ... Anything Matching the Request URL...........cccccooiiiiiiiniinne. 17-72
Error Issued with the Action URL in Form Login Page ..........cccocooiiiii, 17-72
Error or Failure on Oracle WebLogic Server Startup........c..cccceveviveienvnnnnnnnnerreeene 17-73
JAAS CONIOL FIag.....oviiei s 17-73
Login Form is Shown Repeatedly Upon Credential Submission: No Error...........ccccecenie 17-73
Logout and Session Time Out ISSUES .......ccccvvviiiiiiiiiiicccccccccecceece e 17-73
Not Found: The requested URL or Resource Was Not Found...........cccoovviiniiininnnnns 17-74
Oracle WebLogic Server Fails to Start..........ccocooooiiiiiiccc 17-74
Oracle ADF Integration and Cert MOde .........cccccoccuiuiiiiiiiiiinieiiceeceeeeeeeeeeeeeeseeeeeas 17-75
About Protected_]JSessionld_POLiCY .......cccccoviiiiiiiiiiiiiiiiiiiic 17-76

18 Configuring Single Signh-On using OracleAS SSO 10g

Deploying the OracleAS 10g Single Sign-On (OSSO) Solution ............cccccevvvviviiiiiinnnnnnn, 18-1
Using the OSSO Identity ASSErter ...t 18-1
Oracle WebLogic Security Framework ..........c.cccccocociiiiiiiiiiiccccececcceeeeeeeens 18-2
OSSO Identity Asserter PrOCESSING ........couiueueieiiiiiieieiiecie e 18-2
Consumption of Headers with OSSO Identity Asserter ............ccoovvereieiniiereinieciennnes 18-4
New Users of the OSSO Identity ASSEIET ........cccccoeuiuiiriiuiieiriririiiiieirreeereereeree s 18-4
Configuring mod_weblogiC..........ccccoiiiii 18-6
Registering Oracle HTTP Server mod_osso with OSSO Server 10.1.4 .........c.ccccceveueeeee 18-7
Configuring mod_osso to Protect Web Resources...........cccccccucuecieiiiccnicnicncrieceeee 18-8
Adding Providers to a WebLogic Domain for OSSO ...........ccoooiiiiiniiiiiiiiicc 18-11
Establishing Trust Between Oracle WebLogic Server and Other Entities..................... 18-14

XV



Configuring the Application for the OSSO Identity Asserter ...........cccccoovviiiiiinnnenes 18-15

Synchronizing the User and SSO Sessions: SSO Synchronization Filter ............................... 18-15
Troubleshooting for an OSSO Identity Asserter Deployment..............ccccooviiiiiiiinnininnnne. 18-18
SSO-Related Problems...........ccoiiiiiiiiiiiiiiiic e 18-18
OSSO Identity Asserter-Related Problems............ccooiiiiiiiiiicc 18-24
URL Rewriting and JSESSIONID...........cccccooiiiiiiceeeieeeee e nenenens 18-25
About mod_osso, OSSO Cookies, and DireCtives .........cceeeeeveeiieeeieicieeeieeeereeeieeeee e eveeneens 18-25
New OssoHTTPOnly Directive in mod_0850 ........cccouviviiiiiiiniiiiiies 18-25
OssoSecureCookies Directive 1IN IO _ 0SS0 ceueveeeeereeeeeeeeeeeeeeeeeeeeeeeeeereeseereeeeereeeseeeessees 18-26
Mod_osso Does Not Encode the Return URL.........cooovviiiiiiiiiiiieieceeeeeeeeeee e 18-26
mod_osso: "Page Not found" error After Default Installation ............ccccooiiiiinnnnns 18-26

AbOUL USING IPVO ...t 18-27

PartV Developing with Oracle Platform Security Services APls

19 Integrating Application Security with OPSS

INtrOdUCHON ..o 19-1
Security Integration Use Cases...........cccoiiuiiiiiiiiiiiiiiiis e 19-2
AUthentiCation ........coiiiiiiiiii s 19-3
Java EE Application Requiring Authenticated USers..........cccoeveeeivirnnininininininncciccne, 19-3
Java EE Application Requiring Programmatic Authentication .............cccooeueviiieennnne. 19-4
Java SE Application Requiring Authentication ... 19-4
TA@NEEIES ..o s 19-4
Application Running in Two Environments ...........cccooiiiiiiiinc 19-4
Application Accessing User Profiles in Multiple Stores ...........cccccovvviviinnnnnninn 19-5
AUhOTIZATION. ..o 19-5
Java EE Application Accessible by Specific Roles..........ccccooiiiiiiiiiiiiiiiiciiciccns 19-5
ADF Application Requiring Fine-Grained Authorization............cccoooeiiiiiiniiinnnen, 19-5
Web Application Securing Web Services ..o 19-6
Java EE Application Requiring Codebase Permissions............cccccouoeueieiniirieiciinicieinnne, 19-6
Non-ADF Application Requiring Fine-Grained Authorization...........cccccceeuvviinnnnnn 19-6
Credentials ... 19-6
Application Requiring Credentials to Access System ...........ccooeviiiiiiiiiiieiicce, 19-6
AUAIE o 19-7
Auditing Security-Related ACtiVIty .........cccooeiiiiiiiiiiiciecrecceeeeeeeees 19-7
Auditing Business-Related ActiVity ... 19-7
Identity Propagation ... 19-8
Propagating the Executing User Identity ............cccccoceeiiiiiiiiiiiiicccccceceeenenens 19-8
Propagating a User Identity ........ccccouiiiieiiiiiei s 19-9
Propagating Identities Across DOmMains..........cccccceiuiiiiiiiiiiiiiccccceecceeeees 19-9
Propagating Identities over HTTP ... 19-9
Administration and Management ............cccoceevvveiiiiiiiiiiiii s 19-9
Application Requiring a Central StOTe...........ccccvuviviiiiiniriniiiiiiiiicrs 19-9
Application Requiring Custom Management ToOl ...........ccoouiiiiinciiiiicnciiicenenes 19-10
Application Running in a Multiple Server Environment ..........cccccoooiiiiiiiiiiinne 19-10
INEEGTAtiON ...t 19-10
Application Running in Multiple DOMAINS .........cccoooiiiiiiniiiiiiicccceccceeeenenes 19-11

XVi



THhe OPSS TIUSE S@IVICE ...oeviieeeeeeeeieeeeee ettt e e e e ettt e s e e e s e eaaeesssaeesaaessnnaeessnreeens 19-11

Updating with the Script updateTrustServiceConfig ...........coceeiioiiiiiiiiiiciie, 19-11
Propagating Identities over the HTTP Protocol .............cccooiiiininiiinniiiiicas 19-12
Propagating Identities with the OPSS Trust Service...........ccccocoevriiiiiiiniiiicccc, 19-13

Across Multiple WebLogic DOMAINS .........ccceuiiiiiiiiiiicieeci 19-13

Token Generation on the Client-Side Domain...........cccccoeiiviiiiiiiniies 19-13
Server Side or Token Validation Domain.........cccccoeiviiiiiinices 19-16

Across Containers in a Single WebLogic Domain............cccouirieiiiicicieiiccece e 19-19

Embedded Trust Service Provider Properties ... 19-19
A Custom Graphical User Interface.............c.ccccoooiviiiiiiiiice s 19-20

IMPOrts ASSUMEA .......cuiiieiiicect e 19-22

Code SAMPLE T ..ot 19-23

Code SAMPLE 2 ..o 19-23

Code SAMPIE ... 19-24

Code SAMPLE 4 ... 19-24

Code SAMPLE 5 ..o 19-25

COde SAMPLE 6 ... e 19-27
Appendix - Security Life Cycle of an ADF Application...........ccccoviiiiniiiiiinine, 19-27

Development Phase ..o 19-28

Deployment PRase ...t 19-28

Management PRase ..........ccoiiirrir e 19-28

Summary of Tasks per Participant per Phase ..........ccovvviiiiniiniicces 19-28
Appendix - Code and Configuration Examples .............ccccccooiiiiiie, 19-30

COde EXAMPLES ...t 19-30

Configuration EXamples .........ccccociiiiiiiniiiiiiiii e 19-30

Full Code Example of a Java EE Application with Integrated Security ..........cccccooerrinnn. 19-31
Appendix - Propagating Identities with JKS-Based Key Stores................ccccocovvnniiiinnnnnne. 19-31

Single DOmMAIN SCENATIO .....oucuviieiicieiiiict e 19-31

Client Application Code Sample ...........ccoiiiiiiiiiirieic s 19-31
Keystore Service CONfiguration ..........cccceeeucierriririiinrnenrre s 19-32
CSF Configuration ........coeveiiiiiiiiiiiiiiccc e 19-33
Grant Configuration ... 19-33
SerVIEt COAE....ouiiiiiiiiiiiiiic s 19-33
web.xml Configuration ... 19-33
webLogic Asserter and Trust Service Configuration ..........ccceeeeeviciccnincecccnen, 19-34
WebShere Trust Asserter Interceptor Configuration...........c.ceeeeeeveiveececiiicncccnnccnne. 19-34
Multiple Domain SCENArio .......c.cccciieveiiiiiiiiiiiiiiic e 19-35
Domains Using Both Protocols ..o 19-35
Single DOMAIN SCENATIO .....c.cucuiuiuiiiiiiiiiiieieiicceree s 19-36
Multiple Domain SCeNario..........ccceviviiveiiiiiiiiiiiiiiic e 19-36

20 The OPSS Policy Model

The Security Policy Model ..o 20-1
AUTROTIZAtION OVEIVIEW .....c.ooviiiiiiiiiceie ettt et re et te et e s te et e s teeabesbeeabesbeenseereeaseeseenns 20-1
Introduction t0 AUthOTIZAtION . .......cceiiiieieieieieee ettt seesesnas 20-1
The Java EE Authorization Model ...t 20-2
Declarative AUthOTIiZAtion .......cc.oceeiiiiiieiiiieetcceeeeectee ettt e ve e re s 20-2

xvii



Programmatic AUuthorization ..o 20-2

Java EE Code EXample ...........coooiiiiiii e 20-3
The JAAS Authorization MOdEL........c..cveieiriiieiceieieieeet ettt ss e e seeseenes 20-4
The JAAS/OPSS Authorization Model...........c.cocooieiniiniineinieneincreeneeeeeeeseevesee s 20-4
The Resource Catalog ..ot 20-4
Managing POLICIES ......c.cueuiuiuiuiuiiiiicicieeccce et 20-5
ChecKing POLICIES .......ccueviiiiieieiicicie bbb 20-6
Using the Method checkPermission...........c.couoviiiiiiieicccc 20-7
Using the Methods doAs and doAsPrivileged ..o, 20-11
Using the Method checkBulk Authorization ... 20-11
Using the Method getGrantedResources..............ooecueiiiiiciiiiicieicc e 20-12
The Class ResoUrcePermiSSion..........coouiveviiiiiiiiiniiiiiiiincse s 20-12

21 Configuring Java EE Applications to Use OPSS

Links to Authentication Topics for Java EE Applications...........cccoceceveeneincincncnnccncnnenene 21-1
Configuring the Servlet Filter and the E]B Interceptor............ccccocoiiiiiiiiiiiiiiiiins 21-2
Interceptor Configuration SYNtaX .........ccccueueiiiiiciiiiiiccie e 21-8
Summary of Filter and Interceptor Parameters ...........c.cccccocecueiiiiiiiiiiciecccceeeeeeenees 21-8
Configuring the Application Stripe for Application MBeans............ccccocevvvviniiincininiinnnnnnn 21-9
Choosing the Appropriate Class for Enterprise Groups and Users ..............ccccccvviiiiiinnnes 21-9
Packaging a Java EE Application Manually............cccccocoiiiiiiiins 21-10
Packaging Policies with Application..........coooeueiiiiiiiiiiiiecc e 21-11
Packaging Credentials with Application........c.cooriiiiiiiiii 21-11
Configuring Applications to Use OPSS............ccccccooiviniiiiiniiiiias 21-11
Parameters Controlling Policy Migration............cccooeuiiieiiiiiicieccce e 21-12
Policy Parameter Configuration According to Behavior..........cccccooiiiiii, 21-16

To Skip Migrating POLCIES.......c.ccceueuiiiiiiiiiiiiiciciciccce s 21-17

To Migrate Merging POLICIES ..........ccuoiimiiiiiicic s 21-17

To Migrate Overwriting POLICIES ........c.ccrueiiiiiiciiicci s 21-17

To Remove (or to Prevent Removing) Policies........c.cccoeeueuiuciiniiiiiiiviniicrcrcererccne 21-18

To Migrate Policies in a Static Deployment .............ccooiiiiiiiiiiie 21-20
RecOMMENAAIONS .....vvieiiiiiiiiriiccteccr et 21-20

Using a Wallet-Based Credential StOTe..........cccovviviiiiiiiiiiiiicccccccccecceeeeee e 21-20
Parameters Controlling Credential Migration............ccooeueiiiiiiieiiiiciccce, 21-21
Credential Parameter Configuration According to Behavior..........cccocovveiiiiiiininnnn, 21-21

To Skip Migrating Credentials..........cccccoceeiiiiiiiiiiicceeeeeee s 21-22

To Migrate Merging Credentials ..o 21-22

To Migrate Overwriting Credentials .............ccccooviiiiiiiininces 21-22
Supported Permission CLaSSES .........cccccvuiuiirirriiiiiniririricereree e 21-22
Policy Store PermiSSion..........cceuiiucieiiiieiieieiicicie et 21-23
Credential Store Permission. ..........cccccovviiiiininininiiininiinicccceae 21-24
Generic PermiSSiON ........cccovvviviiiiiiciic s 21-24
Specifying Bootstrap Credentials Manually.............ccccoiiiiiiniiiiii, 21-24
Migrating Identities with migrateSecurityStore..........cccoovvviiiiiiiiiii e, 21-25
Example of Configuration File jps-config.Xxml........c.ccooooiiiiiiiiiiiiiiicccccccccenenes 21-25
Executing As an Asserted USer ... 21-28
USE CSES ...ttt 21-29

xviii



Programming Guidelines and Recommendations............ccooeueieiiiciciiiiciiiiccc 21-29
A Code EXAMPIE.......ooiiiieiic e 21-30

22 Configuring Java SE Applications to Use OPSS

Using OPSS in Java SE Applications ...........ccccocoviiviiiiiiiniiiiiiiiicccss 22-1
Security Services in Java SE Applications.............ccocooiiiiiiiiiniiii 22-2
Authentication for Java SE APPLications..........cccccccueerieinieinieinieinieincineeneteeeereeesesereseenennenes 22-2
The Identity STOre......ccoiviiiiiiiiiiiii s 22-2
Configuring an LDAP Identity Store in Java SE Applications...........cccccccceeueciccecncccnnnne. 22-3
Supported Login Modules for Java SE Applications ...........ccccceeueieiiieiiiiiiiiniiecieen, 22-4
The Identity Store Login Module ... 22-4

Using the Identity Store Login Module for Authentication ...........c.cccccceeueueecviccnnnene. 22-5

Using the Identity Store Login Module for Assertion..............cccoceeireieiiiieiinincienns 22-6

Using the OPSS API LoginService in Java SE Applications...........cccccocueiioiieeiniicciceiccnen, 22-9
Configuration Examples ..o 22-10

23 Authorization for Java SE Applications

Configuring Policy and Credential Stores in Java SE Applications .............ccccccevviiinnnnnne 23-1
Configuring File-Based Policy and Credential Stores ...........ccoceuoiiiiriiiiniciceiccc, 23-1
Configuring LDAP-Based Policy and Credential Stores............cooviiiiiiiiciiiicc, 23-2
Configuring DB-Based OPSS SeCUrity StOTES.........ccceruvuriiiiiriririieiieirrreeeeeeeeeeeeeeeeeeeeeeeseees 23-3

Unsupported Methods for File-Based Policy Stores ..............cccccvviiiiiniiiinniiiiices 23-4

24 Developing with the Credential Store Framework

About the Credential Store Framework APL.................ccccccooviiiiiiiiii 24-1
Overview of Application Development with CSF ..., 24-2
Setting the Java Security Policy Permissions.............ccccooiiiiininiiininiicccne, 24-2
Guidelines for Granting Permissions............cccoeueiiicieiiiiiiciciince e 24-3
Permissions Grant Example L............oooiiiiiiic e 24-3
Permissions Grant EXample 2.........cccccccciiiiiiiiiiiceceeeeeeeee e 24-4
Guidelines for the Map Name............ccccooviiiiiiiiiiic s 24-4
Configuring the Credential Store...............ccocoiiiiiiiiiiiic e 24-5
Using the CSF APL........cocoiiiiiiiii e 24-5
Using the CSF APl in Java SE AppPLCations .........ccccceveveiviniiiiiiiiiinieccccecccs 24-5
Using the CSF APIin Java EE Applications..........cccccciiiiiiiiiiiiiiiiiiciciciccceeeees 24-6
EXQINPLES ...ttt et 24-6
Common Code for CSE Operations..........c.cciiuiiiiiiiiiieiiiiieiiiiieeee s 24-7
Example 1: Java SE Application with Wallet Store ..........ccoooeviiiiniiii, 24-9
Example 2: Java EE Application with Wallet Store............cccooiiiiiiiiiiiiiicccccccennes 24-11
Example 3: Java EE Application with OID LDAP Store........ccccoooviiiiiiiiiiiiiiicinnnes 24-14
Example 4: Java EE Application with Oracle DB Store ..........c.ccccceeiiiiiinnininiiiine 24-15
Best Practices ... 24-16

25 Developing with the User and Role API
Introduction to the User and Role API Framework...........cccccooovvveiviieoeieiiieeeeeeeeee e 25-1

Xix



User and Role API and the Oracle WebLogic Server Authenticators ..........cccccovieieieinnnan, 25-2

Summary of Roles and Classes...............coiiiiiiiiiiiiii e 25-3
Working with Service Providers.............ccccooiiiniiiiiiiiiiiics 25-5
Understanding Service Providers.........c.cooiioiiiiiiiiii 25-5
Setting Up the ENVIrONMEeNt ...........oiviiiiii 25-5

Jar CoNfigUIAtioN. .....c.ccouiuiiiiiiciiiiiccccc e 25-5

User Classes in jps-config.xml (Oracle Virtual Directory only) ........ccccoooiririinceines 25-6

Read Privileges for Provider User (Oracle Internet Directory Only)..........cccooeieiriinie 25-6
Selecting the ProVIdeT........ccccoviiiiiiiiiiiiccceece e 25-6
Creating the Provider INStance............coocueiiiiiiiiiici 25-7
Properties for Provider Configuration ...........c.cooiriiiiiiiiccc 25-8
Start-time and Run-time Configuration ............cccccceeiiirvneinneccceeeeeeeeeeeeeees 25-8

ECID Propagation............ccceueiiiiiieiiieieeei ittt 25-10

When to Pass Configuration Values ... 25-10
Configuring the Provider when Creating a Factory Instance ............cccccoeiiiinciinccene. 25-11
Oracle Internet Directory Provider.........c.ocooiiiiiiiiiciiicec e 25-11

Using Existing Logger ObJects ..........coorurieiiiiieiiice s 25-11
Supplying Constant ValUes .........cccccviririiiinnnnnrrnrere e 25-12
Configuring Connection Parameters ...........ccoooeiieiiiiiiciiiiiccccc 25-12
Configuring a Custom Connection Pool Class.............corueieieiicieiiiiicceccce 25-13
Configuring the Provider when Creating a Store Instance ............cccccoevvvvnnnnnnnncccnes 25-13
Runtime Configuration ... 25-13
Programming Considerations .............ccocueiiiieiiiiiiciciecc e 25-13
Provider Portability Considerations ............cccccocceciiininiiiicnnrccrrenerere e 25-14
Considerations when Using IdentityStore Objects ...........cccccoovivvniniinns 25-15
Provider Life CYCle ... 25-15
Searching the Repository ..o 25-15
Searching for a Specific Identity..........cccoooiiiiiiiiii e, 25-16
Searching for Multiple Identities ..........ccoceuooiiiiiici 25-16
Specifying Search Parameters ..........c.ccccccicurriiiriiiriririiierereees e 25-16
Using Search FIlters ...........cooiiiiiiiiii 25-17
Operators in Search FIEErs ..o 25-17
Handling Special Characters when Using Search Filters...........cccccccccvviiinninnnncncne. 25-17

Search Filter for Logged-In USer...........ccooieiieiiiiniiiicc s 25-17
Examples of Using Search Filters ... 25-18
Searching by GUID ..........ccoviiiiiiiirinre et 25-20
User Authentication ... 25-20
Creating and Modifying Entries in the Identity Store...............cocoooiiiiii, 25-20
Handling Special Characters when Creating Identities ...........cccccoeoeeeieniiinnnniinnes 25-21
Creating an Identity .........coocuiiiiirii e 25-21
Modifying an IAeNntity ........cccocoviiiiiiiiiiiiiiiii e 25-21
Deleting an IAENtItY .......ccccuiuiiiiiiiiiiiiccccce e 25-22
Examples of User and Role API Usage............ccccoooiiiiiiiiiiiiiiiccccnncissssnnnes 25-22
Example 1: Searching for USETS.........cccccoiiiiiiiiiiiiiiininiiiiincci e 25-22
Example 2: User Management in an Oracle Internet Directory Store............cccccevvvvrvrenecnce. 25-24
Example 3: User Management in a Microsoft Active Directory Store...........cooocueveiinnnnnee. 25-25
SSL Configuration for LDAP-based User and Role API Providers ...........ccccoccoeicinneccccnnnes 25-28

XX



Out-of-the-box SUPPOIt fOr SSL ... 25-28

System PrOPerties.......cccouoiieiiiiiiiiii s 25-28
SSL CONFIGUIALION ...t 25-28
Customizing SSL Support for the User and Role API ..o 25-29
SSL CONfIGUIAtION ....ceeiiiect s 25-29
The User and Role API Reference.............ccccoouviiiiiiiiiiiiicccnccscncsscn e 25-29
Developing Custom User and Role Providers.............cccccoooiiiiiiiccccns 25-29
SPIOVEIVIEW ..ottt 25-30
Types of User and Role Providers ...........ccocoviiiiiiiniiinrccrrenrere s 25-30
Developing a Read-Only Provider .............ccooooioiiiiiiiiciic 25-30
SPI Classes Requiring EXtENSION ........ccceuiiiiiiiiiiiiccieec s 25-30
oracle.security.idm.spi.AbstractldentityStoreFactory ...........cocoooiioiiiiiicciincnccnes 25-31
oracle.security.idm.spi.AbstractldentityStore ............oooeiiiiiiiii 25-31
oracle.security.idm.spi.AbstractRoleManager..............cccoceueiiinieiiiiccicieccceecce 25-32
oracle.security.idm.spi.AbstractUserManager ............ccccooouoieiiiiieciincccenceeenenes 25-32
oracle.security.idm.spi.AbstractRoleProfile............cccoooviiiiiiiii 25-32
oracle.security.idm.spi. AbstractUserProfile ...........c.cooooreiiiiiiiiiicc 25-33
oracle.security.idm.spi.AbstractSimpleSearchFilter ..o 25-34
oracle.security.idm.spi.AbstractComplexSearchFilter ............ccccovvvninnnnnnnnnnn 25-34
oracle.security.idm.spi.AbstractSearchResponse............cccoceviiiiiiiiiiiniic 25-34
Developing a Full-Featured Provider ..o 25-35
Development GUIAEINES .........ccccovveviiiiiiiiiiiiiiii e 25-35
Testing and Verification ... 25-35
Example: Implementing an Identity Provider ..o 25-36
About the Sample Provider ... 25-36
Overview of Implementation.............oceiiiiic 25-37
Configure jps-config.xml to use the Sample Identity Provider............ccccccovvevirrernnncae. 25-37
Configure Oracle WebLogic SeIVer..........coiiiiioiiiiiciii e 25-38

26 Developing with the Identity Directory API

About the Identity Directory APL .............ccccccoviiiiiiiiiiiiiiiiccc s 26-1
Feature OVEIVIEW ..ot 26-1
SuMmMAry of Classes..........ccccovuiiiiiiiiiiiii s 26-2
Identity Directory Configuration............ccccoooiiiiiiiiiiiii e 26-3
Working with the Identity Directory APL...........ccccooiiiiiiiiininiiiecee e 26-3
Getting an Identity Directory APIINSTANCE. .......ccccovueuriviriiiiiiiririiiiceeeeceeeeeeeeeee s 26-4
Performing CRUD Operations on Users and Groups ...........cccceeevvininininnnnnninnnnes 26-4
USETr OPErations ........c.ceiviiiiiiiiiiiiiiciiice st 26-4

Group OPerations ...t s 26-4
Examples of Identity Directory AP ............ccoooiiiiiiiiic e 26-5
Initialize and Obtain Identity Directory Handle...........cccccoeviiiiiiiiiiiininiiiicnccces 26-5
Create @ USET .....cuiiececiiicicctte s 26-7
Gt @ USET .ottt s 26-7
MOQIEY @ USET ..o s 26-8
Simple Search fOr @ USET ........ccciiiiiiiiiiicicieecieee et 26-8
Complex Search fOr USETS ... s 26-9
Create @ GIOUP ..ot 26-9

XXi



27

28

XXii

Gt @ GIOUP it 26-10

Get Group Using a Search Filter ..o 26-10
Delete @ GIOUP ....vcvviiiiicicerrecec et 26-11
Add a Member to @ GIOUP......ccouoviviiiiiiiiiiiii s 26-11
Delete a Member from @ GIrOUP .......c.cceueieiiicieieiccie et 26-11
SSL Configuration...........cccccooiiiiiiiiiiiiiiiiii e 26-12

Developing with the Keystore Service

About the Keystore Service APIL............ccccooiiiniiiiiiiii s 27-1
Overview of Application Development with the Keystore Service...............cccccocniiinnnnn 27-2
Setting the Java Security Policy Permission ... 27-2
Guidelines for Granting PermiSSions...........cccccccciiiiiiiiiiicciecceeeeeeeeeeeeeeeeeee s 27-3
Permissions Grant Example L. 27-3
Permissions Grant EXample 2............ccooiiiiiii 27-4
Permissions Grant EXample 3.........cccccoiiiiiiiiiiieecceeeeeeeeeeee e 27-4
Configuring the Keystore Service ... 27-5
Using the Keystore Service APL...........cccccocoviiiiiiiiiiiii s 27-5
Using the Keystore Service APl in Java SE Applications.........ccccccceueucicuccenieicicineccceeene 27-5
Using the Keystore Service APl in Java EE Applications.........cccoeueviiiieiiiicieiciiccce, 27-6
Example of Keystore Service APT Usage............cccocoiuiiiiiiiiiiiiiiicicceeeeenennen 27-6
Java Program for Keystore Service Management Operations.............cccccevevevvererrenenrcrerecnc. 27-6
Reading Keys at RUNEME ..ot 27-8
Getting the Keystore Handle............oooiiii 27-8
Accessing Keystore Artifacts - Method T.........ccccccciiiiiiiiiiiiiiicccceecceceeenenens 27-8
Accessing Keystore Artifacts - Method 2..........c..coooiiiiiic 27-9

POLiCY STOr@ SEtUP.....ocviviiicieieiiccie e 27-10
Configuration File ........ccccoiiiiiiiiccc e 27-11
About Using the Keystore Service in the Java SE Environment ..o, 27-11
Best Practices ..o 27-11

Developing with the Audit Service

Application Integration with Audit FIOW ...........ccccccoiiiiiiiiiicccs 28-1
Integrating the Application with the Audit Framework ..o 28-2
Create Audit Definition Files ... 28-2
Register Application with the Registration Service..............ccccocoiiiiiiii, 28-3
Default Application Audit Registration ... 28-3
Custom Application Audit Registration..........cccoceeueveiiiiiiiniiiiiiiicc 28-4
Programmatic Registration...........cccooiiiiiiiiiiiiiicc 28-5
Use the Administration Service APIS...........cccccoviiiiiiiiiiiii s 28-5
Query Audit Metadata ........c.ouoviriiieiiii 28-6
View and Set Audit Run-time POLCY ......cccccoviiiiiiiiiiiiiiiicicccccccces 28-6
Add Application Code to Log Audit Events ..............cccocoiiiniiiniiiiie 28-7
Audit CHEnt APL.......ooiiiiii s 28-7
Set System GIants..........coociiiiiiiiii s 28-8
Obtain AUdItOr INSTANICE. .....c.cueuiuiiiiiiiieiciiccicce e 28-9
Generate Reports of Audit Data...........ccooiiiiiiiias 28-10
Update and Maintain Audit Definitions ..., 28-12



Part VI Appendices

A OPSS Configuration File Reference

Top- and Second-Level Element Hierarchy.............cccocooiiiiiniin A-1
Lower-Level EIEMENtS ...........cccooiiiiiiiiiiiiiiic s A-2

B File-Based Identity and Policy Store Reference

Hierarchy of Elements in system-jazn-data.xml .............ccccooiiinne, B-1
Elements and Attributes of system-jazn-data.xml................cccconii B-4

C Oracle Fusion Middleware Audit Framework Reference

AUdit EVENES ..o s C-1
What Components Can be Audited? ... C-1
What Events can be AUudited? ..o C-2

Oracle Directory Integration Platform Events and their Attributes..........c.cccccoooeeiini. C-2
Oracle Platform Security Services Events and their Attributes ............ccocooiiinnni. C-6
Oracle HTTP Server Events and their Attributes.........ccccccoooviiiiniiiiic, C-8
Oracle Internet Directory Events and their Attributes ..o C-9
Oracle Identity Federation Events and their Attributes...........cccocooiiiiiiinnn C-11
Oracle Virtual Directory Events and their Attributes..........c.ccccooevivvininnnnnrnncnes C-16
OWSM-Agent Events and their Attributes ... C-18
OWSM-PM-E]B Events and their Attributes .........ccocooeeereiieieiieeeeeeeeeeeeeeene C-19
Reports Server Events and their Attributes ... C-20
WS-Policy Attachment Events and their Attributes ... C-21
Oracle Web Cache Events and their Attributes............cooooiii C-21
Oracle Web Services Manager Events and their Attributes............ccococovvvvvnnnnncncnne. C-24
Event Attribute Descriptions.........cccoviiiviiiiiiiiiiiiiiiiicc s C-24

Pre-built Audit REPOTItS..........coooiiiiiiiiiiiiii e C-28
Common AUdit REPOTES......c.ceuiuiiiiiiiiiiiiiiiccceeectee e C-29
Component-Specific Audit REPOItS .......ccoeviiiiiiiiiiiiiiiiiic C-29

The AUdit SCREMA. ..o C-31

OPSS Scripts fOr AUdIEING.......c.coiiiiiiiiiiicce e C-43
getNonJava EEAuditMBeanName ...........cc.coooiiiiiiiiiiicc C-44

DeSCIIPLION .....ciiiiiiiitct e C-44
SYIUAX ..ttt C-44
EXAQMIPLE...oiiiiiiiiec s C-44
GEEAUAIPOLICY ... C-45
DIESCIIPHON ...ttt C-45
SYTEAX 1ottt bbb C-45
EXAQIMIPLE ..ottt s C-45
SEEAUAITPOLICY ...t C-45
DESCIIPHION ....vvvicitctcicte s C-45
SYNEAX 1ot e C-45
EXAIMIPLE ..ot C-46
GEAUAItREPOSILOTY .ot C-46
DeSCIIPLION.....ciiiiiiiictctc s C-46

xXiii



XXiv

EXQMIPLE...oiiiiiiiiiii s C-46
SELAUAIEREPOSIEOTY ...t C-47
DESCIIPHION ...ttt s C-47
SYTUAX 1ottt C-47
EXAIMIPILE ..o C-47
LSTAUAIEEVENES ....ovviiiii s C-47
DESCIIPHION ....ceet e C-47
SYIAX ..ttt C-47
EXAQMIPLE...oiiiiiiiiic s C-48
eXPOITAUAIECONTIZ. ....vviiiiiiiii s C-48
DIESCIIPHON ...ttt C-48
SYINEAX vttt s C-48
EXQMIPLE ..ottt s C-48
IMPOTTAUAITCONTIG ...t C-48
DESCIIPHION ...ttt s C-49
SYIEAX 1.ttt s C-49
EXAIMIPLE ..ot C-49
create AUdItDBVIEW ..o C-49
DESCIIPHON ....oviiiiii s C-49
SYIUEAX ..ttt C-49
EXAQMIPLE...oiiiiiiiic s C-50
listAUdItCOMPONENLS ..ot s C-50
DIESCIIPHON ...ttt C-50
SYINEAX 1.ttt C-50
EXQMIPLE...oiiiiiiiiiiii s C-50
TEZISTETATUAIE ...t C-50
DESCIIPHION ...ttt s C-50
SYIEAX 1.ttt s C-50
EXAIMIPIE ..ot C-51
deregister AUdit........ovuiiiiiiiiiiii s C-51
DeSCIIPLION .....viiiiiiiictct s C-51
SYIUAX ..ttt C-51
EXAMIPLE ..oiiiiiiii s C-51
Audit Filter EXpression SYNEAX ........ccccccccoioiririiiiniiiiiinieieiieteeeesee et C-51
Naming and Logging Format of Audit Files..................cccccconiiine, C-52

User and Role API Reference

Mapping User Attributes to LDAP Directories.............ccccooivviiiniiiiiiniiiicce D-1
Mapping Role Attributes to LDAP Directories.............ccccocooviniiiiiiiiiiiiiics D-3
Default Configuration Parameters...............cccccooviiviiiiiiiiniiiiii s D-4
Secure Connections for Microsoft Active Directory.............ccoviiiiiniiiiniiin, D-9

Administration with Scripting and MBean Programming

Configuring OPSS Service Provider Instances with a Script..........cccoviiiiiin E-1
Configuring OPSS Services with MBeans ... E-3
List of Supported OPSS MBEanS...........ccccceuiuiiiiiiiiiiiiiiiiiciiie s E-3



Invoking an OPSS MBEAN ...........ccuiiuiiiiiieiect s E-3

Programming with OPSS MBeans...........ccccuoiiiiiiiiiiiiccc s E-4
ACCESS RESEIICLIONS ...ttt et e st eae st e s e e st e s e ensensesssenseeneensesnsensennes E-11
Annotation EXamples ... E-11
Mapping of Logical Roles to WebLogic Roles ..........ccooruiiiiiiiiiioiiicc, E-12
Particular AcCess RESITICHONS. .....cvecveieieieiiiiietertestetet et etesteteeteeteesessesse s essessessessessesseseessssenses E-13

F OPSS System and Configuration Properties

OPSS System Properties ... F-1
OPSS Configuration Properties.............ccocoooiiiiiiiiiiiiiiiiii s F-4
Policy Store PTOPETties ... F-4
Policy Store CONfigUuration ........cccceceueieiiirieiririricereeceeeeeeee e ees F-4
Runtime Policy Store Configuration ............cccceuoieieiiiiiiiiiice F-10
Credential Store Properties........ocooiiiiiii F-14
LDARP Identity Store PrOPerties .......ccccoeiiiriiiiiiieiriiiiicieieieeieieeieeeetee e F-16
Properties Common to All LDAP-Based Instances............cccccoveueieieieiiiciieieiceccene F-21
Anonymous and Authenticated Roles Properties...........cooooiiiiiiiiiiiiiiccccc, F-23
Trust Service PrOPeTties ... F-24
Audit Service PrOPerties ... F-26
Keystore Service Properties ... F-27

G Upgrading Security Data

Upgrading with upgradeSecurityStore..............ccocovviiiiiiii G-1
EXamMPIES Of USE ....ouviviiiiiiiiiciciciiccccce et G-3
Example 1 - Upgrading Identities...........c.ocooreieiiiiiiiiiii G-4
Example 2 - Upgrading to File-Based Policies............cccoooeiiniiriiiiiiiiice, G-4
Example 3 - Upgrading to Oracle Internet Directory LDAP-Based Policies..................... G-5
Example 4 - Upgrading File-Based Policies to Use the Resource Catalog............ccccuue. G-6
Upgrading the OPSS Security Store with upgradeOpss.............cccocevvviiiniiiiiiiiin G-12
What Gets Upgraded ... G-12
IMportant POINtS........ccccviiiiiiiiiiiiii s G-13
Upgrading Procedure ..o G-14
SCIIPE SYMEAX ottt G-14

H References
OPSS API REEEICIICES ...ttt ee ettt e e e e ettt eesssseaateeesessesaseeeesasrssteessssasssesssssssaeesesns H-1

I OPSS Scripts

Policy-Related Scripts..........ccccooiiiiiiiiiiiiiiiii s I-1
Credential-Related SCriPtS.......cccocoveiriiiriiiriieerctre ettt I-2
Other Security SCIIPES .......cocoiiiiiiiiii e -2
AUAIE SCLIPES..c..vieiieeeee ettt st I-3

J Using an OpenLDAP ldentity Store
Using an OpenLDAP Identity Store...........cccccoooiiiiiiiiniiiiiices J-1

XXV



K Adapter Configuration for Identity Virtualization

About Split Profiles ..o K-1
Configuring a Split Profile................cccoooiiiii K-2
Deleting a Join Rule..........cccccooiiiiiiiiiiiic s K-3
Deleting a Join Adapter ..o K-3
Changing Adapter Visibility..........cccooviiiini K-4
Enabling Access Logging for Identity Virtualization Library...........ccccoocniinninnn K-4

L Troubleshooting Security in Oracle Fusion Middleware

XXVi

Diagnosing Security EITOTS ...........ccccooiiiiiiiiiiiiiiiiiic e L-2
Log Files and OPSS LOGZETS ........cccuiiiurieieiiiieieisccicie ettt L-2
Diagnostic Log FILes........ccciiiiiiiiiiieeceeeccee e L-2
Generic LOg Files.........ooviiiii e L-3
Authorization LOGZeTrs .......cccuoiiiiiiicii e L-3

Offline OPSS Scripts LOZGETS ......cvvmiuiiieiiiiiiicicicicicieieieieieee ettt L-5

Other OPSS LOZZETS ......ouiuiiiicieiete it L-5

User and Role APTLOZEZET ... e L-5

AUt LOGZOTS ...ttt L-5
Managing Loggers with Fusion Middleware Control............ccocouoiiiiiiiciie L-7
Managing Loggers with @ SCript........coooioiiii e L-7

SyStem PrOPerties. ... L-7
JPS-AUN.AEDUEG ..o L-8
jps.auth.debug.verbose ..., L-9
Debugging the Authorization Process. ..o L-10

S0IVING SeCUTItY BITOTS....oiiiiiiieii L-12
Understanding Sample Log ENtries ..........oooeiiiiiiiiiiiiicc s L-12
Searching Logs with Fusion Middleware Control.............cccccccccciiiiciiiiccececenenen L-13
Identifying a Message Context with Fusion Middleware Control............ccccocoevveninnnnes L-14
Generating Error Listing Files with Fusion Middleware Control .............ccccocevvvvininnnn. L-14
Reassociation Failure ... L-15
Missing Policies in Reassociated Policy StOre.........cocoviiiiiiiiiiciic L-17
Unsupported SChema ..o L-19
Server Fails t0 Start ... L-19
Missing Required LDAP Authenticator .........cccooiiiiiiiiiiic e, L-19
Missing Administrator ACCOUNL .........cccciuiuiiiiiiiiiiiiiiicc s L-20
MiSSING PEITNISSION .....ocuiiviiiiiiiiiiiiiiicc e s L-21
Other Reasons why Server Fails to Start...........ocooeeioiiiii L-22
OUNEr CAUSES ...ttt ettt sttt es L-23
Failure to Grant or Revoke Permissions - Case Mismatch..............ccccooviiiiiiniic L-25
Failure to Connect to an LDAP SeIVer ... L-26
Failure to Connect to the Embedded LDAP Authenticator................ccccccevninnnnnnnnnnnnn L-27
User and Role APIFailure ............ccccooooiiiii s L-28
Failure to Access Data in the Credential Store ..............cccccoovviiiiiiiiii L-29
Failure to Establish an Anonymous SSL Connection ..............ccccccoevivviiinininnniniccns L-30
Authorization Check Failure.............cccocooiiiiiiii s L-30
User Gets Unexpected PermiSSions .............cocciciiiiiiiiiiniiiiiiiicc s L-31
Security Access Control EXCepHion.............cccoiiiiiiiiiiiiiiicccc e L-32



Runtime Permission ChecK FailUre..........coooviiviiiiiiiiiiiiiceee e L-33

Tablespace Needs ReSiZINg ..o L-34
Permission Failure Before Server Starts ............ccooooriiiiiiiiiccccccccc L-35
Policy Migration Failure ............cccoooiiiiiiiii e L-35
Characters in POLICIies............ccocoiiiiiiii e L-36
Use of Special Characters in Oracle Internet Directory 10.1.4.3 ... L-37
XML Policy Store that Contains Certain Characters.............ccooeeioiiiiiiiiiicc, L-37
Characters in Application Role Names..........ccccoiiiiiiiiciiicccc e L-37
Missing Newline Characters in XML Policy StOre ........c.cccccciciiiiiiiiiceecceiceeeeeees L-37
Granting Permissions in Java SE Applications..............cccooiiiiiiiiniiiincccce, L-38
Troubleshooting Oracle Business Intelligence Reporting ..o, L-38
Audit Templates for Oracle Business Intelligence Publisher ............cccccocevvviininninnnnene. L-39
Oracle Business Intelligence Publisher Time Zone ..........c.cccooieiiiiiiiiiciccc L-39
Search Failure when Matching Attribute in Policy Store ..., L-39
Search Failure with an Unknown Host EXception...........cccocccvioiiiiinniniincincncenecnecneene L-42
Incompatible Versions of Binaries and Policy Store..............ccoooviiiiiiiiiiicnns L-43
Incompatible Versions of Policy StOres ... L-44
Oracle Internet Directory EXCeption..........cccocoviiiiiiiiiiiiiii L-44
Need FUrther Help?.........co.ciiiiiiieiniiicetceeeteetet ettt ettt sae st se s n e nnenes L-44
Index

XXVii



XXViii



List of Examples

7-1
7-2
7-3
7-4
7-5
171
17-2
18-1
18-2
25-1
25-2
25-3
254
25-5
25-6
25—7
B—1
B-2

Multiple-LDAP Configuration Without Setting virtualize Property ..........cccccooovrieieene. 7-5
Single-LDAP Configuration in Oracle WebLogic Server..........ccccoooreieiiiicciiinicccene 7-6
Multi-LDAP Configuration in Oracle WebLogic Server...........ccooooiiiiiircieiiccciecne, 7-6
Multi-LDAP Configuration in Third-Party Application Servers..........c.cccooceuiiiirrennnnne. 7-9
Querying the LDAP Identity Store Programmatically ..........ccoooovoioiiiiiiiiniiice 7-11
logout ML SCIIPt ..o 17-11
OIM Integration-Related Parameter Usage.........cccoeeuimieiiiiiciiiciniiccicccci 17-27
SSO Authentication with Dynamic Directives .........c.c.ooeeieieiiicoiiciecc 18-10
SSO Logout with Dynamic Directives .........cooooiiiiiiiiicicieccccc e 18-11
Simple Filter to Retrieve Users by Name ...........cccocoooiiiiii 25-18
Simple Filter to Find Users by Language Preference............ccccoooiiiiiiiiiiiiiice 25-18
Complex Filter for Names by Starting Letter...........ccooooi 25-18
Complex Filter with Restrictions on Starting Letter ..o 25-18
Complete Search with Output ... 25-19
Obtaining the Identity of the Logged-in User ..........ccccoooiiiii 25-19
Obtaining the Role/Group Name .........ccccooiiiiiiiiie e 25-20
GAZN-POLICY oot B-27
GAZN-POLICY oot s B-28

XXiX



List of Figures

XXX

The OPSS ATChiteCtUre........cucuiiiiiiiciiiicc s 1-3
Application Policy Logical Model ..o 2-3
The OPSS Identity StOre SeIViICe .........ovruiiiiicicieiiicie e 7-2
The Create Key Dialog .......ccooiiiiiiiiiiiiiiiiiiiiici s 10-5
The Create Key Dialog .......cccoiiiiiiiiiiiiiiiiiiiiccici s 10-6
AUdit ATChItECTUTE ... 12-5
Common and Custom Audit Tables ..o 13-31
Audit Base and Component Tables...........cccccovvniiiiiiiiiiii 13-31
Identity Asserter Configuration with Oracle Access Manager and WebGates .............. 15-5
Authenticator for Web and non-Web Resources.............ccccoviiiiiiiiiiniiiiiiinn, 15-7
Pre-seeded Resources in the User ID Assertion Authentication Policy........c...ccceeueeee. 16-5
Pre-seeded Responses in the User ID Assertion Policy..........cccovvviiiiiviiiiiiiinininnen, 16-5
Pre-seeded Application SSO Authentication Policy and Resources ...........cccccoeruennnne. 16-6
Pre-seeded Responses for the Application SSO Authentication Policy...........ccccoeueuunce. 16-6
Pre-seeded Application SSO Authorization Policy and Resources............cccccevvvvvirnnnnne 16-7
Sample Authorization Policy for Trusted Header Assertion ..........ccccceevvviiiviiininnnnes 16-28
Sample OAMCfgTool Policy Domain General Tab ..........cccccccovviviiniiinnnniiine 17-30
Sample OAMCfgTool Policy Domain Resources Tab ...........ccccccovviviviiinniinninninnnne 17-30
Sample OAMCfgTool Policy Domain Authorization Rules Tab ............cccccoevninininnne 17-30
Sample OAMCfgTool Policy Domain Default Rules Tab...........cccccccovvniininnnnnne 17-31
Sample OAMCfgTool Policy Domain Policies Tab...........cccccoviiiiiiiiiiiiiiiiinns 17-31
OAMCfgTool Policy Domain Delegated Access Admins Tab.........cccccoiiiiiiiinnnns 17-32
Sample OAMCfgTool Host Identifiers ...........cccoeiriiiiiiiiicc e 17-32
Sample OAMCfgTool AccessGate Profile............ccccoevvviiiviniiiniiiin 17-33
Default Login Form for Single Sign-On with 10g WebGates ...........ccccccevvvviininnnnne. 17-46
Create Policy Domain Page in the Oracle Access Manager Policy Manager ................ 17-49
Location of OSSO Components in the Oracle WebLogic Security Framework.............. 18-2
OSSO Identity Asserter PrOCESSING ........cevviueieiiiicicieiiecie s 18-3
Applications, Security Stores, and Management Tools............cccccevvvviiiiiiiniiiinnnnn, 19-2
Identity Propagation with HTTP Calls.......ccccooooiiiiiiiiiiicccc 19-12
Mapping of Application Roles to Users and Groups ...........ccecevvvvviviiinnnnnnnnennnne 19-21
Application Life Cycle Phases..........cccooocueieiiiiiiiiiiiic s 19-29
Integrating Applications with the Audit Framework ...........cccooooo 28-2



List of Tables

Granted and Inherited PermiSSions ............ccoceueieiiiieiiiiiicicce 2-7
Identity Store Repositories and Authenticators ... 3-3
Basic Administrative Security Tasks and TOOIS ........c.ccceeviiiiiiiiiciciic 5-2
Tools to Deploy Applications after Development ...........ccccooeeiiiiiiiiiiiiiicee 6-3
Global LDAP Identity Store Parameters...........cococoeuevoiirieiciiiciciiiiccci e 7-3
Keystore Service Commands ...........cooururieiiiinieiiiiccc s 11-16
Audit Attribute Data Types.......c.cooiurieiiiiicic 12-12
Attributes of Base Table JAU_BASE ... 13-32
List of Audit REPOItS .....ccooviiiiiiiiiiiiii s 14-12
Attributes of Audit RePOrts.......ccccovviiiiiiiiiiiiiiiiiii 14-14
Summary: Identity Assertion Mechanisms for Oracle Access Manager ........................ 15-3
Differences in Authentication Provider Implementation Tasks for OAM 11g versus OAM
10g 15-10
Options to Create DER Format Files from PEM..........ccccccooiiiiiiiiiiiiiiccns 16-11
Provisioning Methods for OAM 11g........cccoiiiiiiiiiiiii s 16-12
Required Registration Details for OAM Agents...........ccooeuiiiiciiiiiiciciic 16-13
Connection Filter RUles..........cccooiiiiiii 16-18
addOAMSSOProvider Command-line Arguments...........cccceviricieiiinicieicciciee 16-22
SSO Sync Filter Properties and Sync Behavior ..., 16-42
Options to Create DER Format Files from PEM.........cccccoviiviiininiin, 17-8
Oracle Access Manager Authentication Provider Common Parameters ..................... 17-14
Provider-Specific Parameters.............coovvviviiiiiiiiniiiii s 17-14
Provider-Specific Parameters: Oracle Access Manager Authenticator-......................... 17-15
OAMCfgTool CREATE Mode Parameters and Values..........ccccccoovoirrieiiiiniciciinnnen, 17-18
Additional OIM Integration-Related Parameters and Values...........cccccccoorriirnirnnnnn. 17-26
OAMCfgTool VALIDATE Mode Parameters and Values........c.c.cccooeueviirieiniicnennne. 17-27
OAMCfgTool DELETE Mode Parameters ...........ccooueueiirieiiiinieieiccieccie e 17-28
OAMCEZTO00l KNOWN ISSUES .....covviiiiici s 17-33
Connection Filter RUIes..........cc.coviiiiiii e 17-37
addOAMSSOProvider Command-line Arguments...........cccooevimcieiniinicieiiccee 17-43
SSO Sync Filter Properties and Sync Behavior ..., 17-67
Headers Sent by Oracle HTTP Server ..ot 18-4
ssoreg Parameters to Register Oracle HTTP Server mod_o0S5s0.......c.cccccouvviiurininnnnnnnnnn. 18-7
Connection Filter RUIES..........c.cooiiiiii 18-14
SSO Sync Filter Properties and Sync Behavior ..., 18-17
Security Tasks for the Application Architect...........cccocoviiiiiiiiiiiii, 19-29
Security Tasks for the Application Developer............cccocovvvivininnnninie, 19-29
Security Tasks for the Application Security Administrator .............cooeeeieiririeiinnnen, 19-29
Comparing Authorization in the Java EE Model ..o 20-2
Behavior of checkPermission According to JAAS Mode ..o 20-7
Summary of JpsFilter and JpsInterceptor Parameters..........ccccccovveviiiiininnininine, 21-8
Settings to Skip Policy Migration ..........cceoiiiiiiiiiiicicic 21-17
Settings to Migrate Merginh POLCIes ..........ccceviiiiiiiiiiii 21-17
Settings to Migrate Overwriting POLiCies ...........cooorveiiiiieiiiice 21-17
Settings to ReMOve POLICIES .........c.cviiriciiiii s 21-18
Settings to Prevent Removing POLiCIes .........cccouiiiiiiiiiii 21-18
Settings to Migrate Policies with Static Deployments..........ccccooiiiiiiiiiiiiiiie, 21-20
Settings Not to Migrate Policies with Static Deployments ..........cccccoooiiiiiinnicinne. 21-20
Settings to Skip Credential Migration..........cccccueuiiiieiiiinicic 21-22
Settings to Migrate Merging Credentials ............cocooueioiiiieiiiiicieiiccc 21-22
Settings to Migrate Overwriting Credentials..........c.cccoooeiiiiiiiiiiciniicc, 21-22
IAStOTe TYPES c.evveet 22-11
Classes and Interfaces in the User and Role APL...........cccooooiiiiiinniinciccce 25-3

XXXi



XXXii

[
IIIIIIII(Jo

[ |
OO0 WOUN—=L2 A4 4 d a2 O0O0ONOOODOPRWON ==
OO WN-—=O

I'II'II'I'II'I'IUUUUUUOOOO?OOOOOOOOOOOW>
w N

T

1

F-9
F-10
L1

LDAP Identity Provider Classes..........ccoceuiiuiieiiiniciiieincie s 25-7

Start-time Identity Provider Configuration Properties ..., 25-8
Runtime Identity Provider Configuration Properties ..........c.cccocooeeeiiiiiiiicicnne 25-9
SPI Classes to Extend for Custom Provider ... 25-31
Methods of AbstractSimpleSearchFilter .............cccoooveiiiiniiiiiiiii 25-46
Methods of Complex Search Filter ... 25-53
Classes in the Identity Directory APL........cccoouoiiiiiiiiiiice 26-2
Parameters for Audit Registration Service...........cooeeueiiiirieiiiiciciciiccec 28-4
First- and Second-Level Elements in jps-config.xml.........ccccoovviiiiinniiniiiiiiinn, A-2
Scenarios for <extendedProperty>..........coiiiiiiiiii A-5
Scenarios for <ProPerty> ... A-15
Hierarchy of Elements in system-jazn-data.xml ...........ccoooomiiiiiie B-1
Oracle Directory Integration Platform Events............cooooiiiiiie, C-2
Oracle Platform Security Services EVeNts...........cococeuoiiiiiiiiiiiieecc e C-6
Oracle HTTP Server EVENts..........cccooiiiiiiiiiiciccict i C-8
Oracle Directory Integration Platform Events...........c.cooooiiiniiiiiinicce C-9
Oracle Identity Federation EVeNts..........c.cccoooiiiiiiiiiiiiiiic s C-11
Oracle Virtual Directory EVeNnts.........coooooiiiiiiiii C-17
OWSM-Agent EVENLS .......ccuoiiii s C-19
OWSM-PM-EJB EVENLS .....ouiiiiiiiiieiii e C-20
Reports Server EVENLS ..o C-21
WS-Policy Attachment EVENts .........cco.oviiiiiiiiic s C-21
Oracle Web Cache EVeNts........oouoiiiiiiii s C-22
Oracle Web Services Manager EVents...........c.coiiioiiiiiiiii C-24
Attributes of Audited EVENES ........ccccoviiiiviiiiiiiiiiii C-25
The Audit Schema........ccccooiiiii C-31
Additional Audit Schema Tables...........cccccoeiiiiiiiiiiiii C-41
OPSS AUdit SCIIPES ..ovviiiicicicitcecc s C-43
User Attributes in UserProfile. PrOperty ........c.coccoovoiiioiiiiiiciiiiccs D-1
Role Attribute Values in LDAP Directories ... D-4
Default Values - Oracle Internet Directory and Microsoft Active Directory .................. D-4
Default Values - Oracle Directory Server Enterprise Edition and Novell eDirectory.. D-5
Default Values - OpenLDAP and Oracle Virtual Directory ..o, D-7
Default Values - Oracle WebLogic Server LDAP ..., D-8
List 0f OPSS MBEANS ......c.ceuiviiiiiiiiiiiiciciiiiciceetei ettt E-3
Mapping of Logical Roles to WebLogic GIoups ..........ccoceueiiiiricieiiiciciececi e E-12
Roles Required per Operation..........cccceeiiieiiiiiniiiiiiiiiicc e, E-13
Java System Properties Used by OPSS...........cccooiiiiiiiiii e, F-2
Policy Store Properties .........cc.oicueiiiiiicieiiciciee e F-5
Runtime Policy Store Properties.........cccoeiieiiiiicieiiicieec F-11
Credential Store Properties..........ocviiiiiiiiiiiiiiiiiic e F-14
LDAP-Based Identity Store Properties ...t F-16
Generic LDAP Properties. ... F-22
Anonymous and Authenticated Roles Properties............coooeueviiiiiiniinciiiice, F-23
Trust Service PrOperties ... F-24
Audit Service Properties ... F-26
Keystore Service Properties.........ccocoiriiiiiiiciiiciccic s F-28
Log Files for Audit Diagnostics .........cccoeuiieiniriniiiiiciieiciec s L-6



Audience

Preface

This manual explains the features and administration of the Oracle Platform Security
Services.

This preface is divided into the following sections:
= Audience

= Documentation Accessibility

= Related Documentation

s Conventions

The intended audience of this guide are experienced Java developers, administrators,
deployers, and application managers who want to understand and use Oracle
Platform Security Services.

The overall structure of the guide is divided into parts, each of which groups related
major topics. Parts I through III are relevant to administrators; parts IV contains
information about the OPSS policy model and is intended for developers; and part V
contains reference information.

Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation
accessible to all users, including users that are disabled. To that end, our
documentation includes features that make information available to users of assistive
technology. This documentation is available in HTML format, and contains markup to
facilitate access by the disabled community. Accessibility standards will continue to
evolve over time, and Oracle is actively engaged with other market-leading
technology vendors to address technical obstacles so that our documentation can be
accessible to all of our customers. For information about Oracle's commitment to
accessibility, visit the Oracle Accessibility Program website at
http://www.oracle.com/accessibility/.

Accessibility of Code Examples in Documentation

Screen readers may not always correctly read the code examples in this document. The
conventions for writing code require that closing braces should appear on an
otherwise empty line; however, some screen readers may not always read a line of text
that consists solely of a bracket or brace.
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Accessibility of Links to External Web Sites in Documentation

This documentation may contain links to Web sites of other companies or
organizations that Oracle does not own or control. Oracle neither evaluates nor makes
any representations regarding the accessibility of these Web sites.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit http://www.oracle.com/support/contact.html or visit
http://www.oracle.com/accessibility/support.html if you are hearing
impaired.

Related Documentation
Additional information is found in the following documents:
»  Oracle Fusion Middleware Administrator’s Guide
»  Oracle Fusion Middleware 2 Day Administration Guide
»  Oracle Fusion Middleware Security and Administrator’s Guide for Web Services
»  Oracle Fusion Middleware Administrator’s Guide for Oracle Internet Directory

»  Oracle Fusion Middleware Administrator’s Guide for Oracle Directory Integration
Platform

»  Oracle Fusion Middleware Administrator’s Guide for Oracle Identity Federation

»  Oracle Fusion Middleware Fusion Developer’s Guide for Oracle Application Development
Framework

»  Oracle Fusion Middleware Administrator’s Guide for Oracle Entitlements Server
»  Oracle Fusion Middleware Third-Party Application Server Guide
s For links to API documentation, see Section H.1, "OPSS API References."

For a comprehensive list of Oracle documentation or to search for a particular topic
within Oracle documentation libraries, see
http://www.oracle.com/technology/documentation/index.html.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action.

italic Italic type indicates book titles, emphasis, terms defined in text, or
placeholder variables for which you supply particular values.

monospace Monospace type within a paragraph indicates commands, URLs, Java
class names and method names, file and directory names, text that
appears on the screen, or text that you enter.
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What’s New in This Guide

This chapter describes the most important changes introduced in this and previous
releases.

New Features in Release 11.1.1.7.0

The features and documentation changes introduced in release 11.1.1.7.0 include the
following:

Migration of keystore data within and across domains. For details, see
Section 6.6.4.

An introduction to deploying applications with audit. For details, see Section 6.5.
Additional OPSS scripts for audit management. For details, see Section C.4.

The WSLT script 1istCred has been decommissioned and is no longer available.
An alternative to this OPSS script is explained at the end of Section 10.5.

New code examples have been added to describe how applications can access the
Keystore Service. For details, see Section 27.6.2.

System components can now specify the audit log location in a flexible manner.
For details, see Section L..1.1.7.

A detailed explanation of the procedure to create an audit schema. For details, see
Section 13.2.1.

Updated procedure for audit policy configuration using Fusion Middleware
Control. For details, see Section 13.3.

Audit records are written with UTC time-stamps by default. For details, see
Section 13.4.

Data purge scripts are introduced. For details, see Section 13.6.6.4.

Bulk authorization for file-based stores with the method
Jps.Auth.checkBulkAuthorization.

Introduction of the audit administration service APIs. For details, see Section 28.5.

Requirement for audit clients to have certain system grants to invoke the audit
APIs. For details, see Section 28.6.2.

New properties audit.timezone and audit.change.scanning.interval have been
added for audit service configuration. For details, see Table F-9.

Compeatibility Matrix for 11g Versions. For details, see Section 3.1.
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New Features in Release 11.1.1.6.0

The features introduced in release 11.1.1.6.0 include the following:

Encrypting credentials.

Trusted Header Assertion with the Oracle Access Manager Identity Assertion
Provider.

Integrating application security with OPSS.
Developing applications using the Audit Service.
Using the Identity Directory API in your applications.
Administering the Keystore Service.

Developing applications using the Keystore Service.

Upgrading with upgradeOpss.

Documentation updates include the following:

Updates to the discussion of the Common Audit Framework.

Procedures to enable SSL for the Identity Store Service.

New Features in Release 11.1.1.4.0

The features introduced in release 11.1.1.4.0 include the following;:

Support for DB-based stores.

Support for the IBM WebSphere Application Server.

Support for identity virtualization, which allows querying multiple identity stores.
Support for security administrative scripts on IBM WebSphere Application Server.
The OPSS script upgradeOpss.

Additional OPSS scripts.

Improved Fusion Middleware Control security pages.

Enhanced OAMCfgTool for OAM 10g SSO, with additional parameters.

User and Role API support for IBM Tivoli and Microsoft ADAM directories.

New Features in Release 11.1.1.3.0

The features introduced in release 11.1.1.3.0 include the following:

XXXVi

The Resource Catalog, a way of specifying resource types, resources, actions, and
entitlements in an application policy grant. Starting with this release, OPSS
supports resource-based policies with the introduction of the resource catalog.

Instructions for developing custom User and Role providers.
Use of the class ResourcePermission in permissions.
New OPSS scripts to manage resource types.

The system property jps.deployment .handler.disabled of the Oracle
WebLogic Server has been introduced.

A new use of the OPSS script upgradeSecurityStore.



A new argument to the OPSS script migrateSecurityStore to control the
migration behavior upon encountering duplicate items. It applies only when
migrating application policies.

New Features in Release 11.1.1.2.0

The features introduced in release 11.1.1.2.0 include the following:

The class Resource Permission.
Principal name comparison has been enhanced.

Manual settings for policy migration have been simplified. In particular,
versioning the application is no longer required.

The OPSS script migrateSecurityStore supports the embedded LDAP store
as a target.

The configuration of the identity store has been simplified. For example,
previously required properties such as username.attr and login.name.attr are no
longer needed when configuring an LDAP identity store.

The OPSS script reassociateSecurityStore supports an existing LDAP node
as a target.

New and improved Oracle Fusion Middleware Control pages. In particular, using
these pages, one can specify the SSO service to use in a domain.

New Features in Release 11gR1

The single most important new feature in this release is the Oracle WebLogic Server as
the environment where applications run and where security is provisioned.

The features introduced in release 11gR1 include the following:

Support for application policies and roles, and the authenticated and anonymous
users and roles

Credential Store Framework

Auditing framework for Oracle Platform Security Services (OPSS) events for
credential and policy management, and authorization checks

Support for application lifecycle security integrated with JDeveloper

Enhanced authorization framework

Consolidation of code-based and subject-based policies in system-jazn-data.xml
Management of security with Oracle Fusion Middleware and OPSS scripts

New security-related OPSS scripts

Desupported Features from 10.1.3.x

The features de-supported in release 11gR1 include the following;:

Jazn is replaced with OPSS.
Jazn Realm API is replaced by the User and Role API.
Migration of OSDT toolkit from proprietary objects to JCE is desupported.
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s The identity store, as previously configured in system-jazn-data.xml, is replaced
by the use of WebLogic authenticators.

s The functions of Oracle Jazn Administration Tool are replaced as follows:

- User and Role CRUD operations are replaced by the use of the Embedded
LDAP configured and operated with the Oracle WebLogic Administration
Console

—  The configuration of login modules is replaced with the use of the Oracle
WebLogic Administration Console to configure authenticators

= JavaSSO is no longer supported. On a Oracle WebLogic Server domain, Single
Sign-On (SSO) is automatic within clusters only when session replication is turned
on.
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Part |

Understanding Security Concepts

This part contains the following chapters:

Chapter 1, "Introduction to Oracle Platform Security Services"
Chapter 2, "Understanding Users and Roles"

Chapter 3, "Understanding Identities, Policies, Credentials, Keys, Certificates, and
Auditing"

Chapter 4, "About Oracle Platform Security Services Scenarios"
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Introduction to Oracle Platform Security
Services

Oracle Platform Security Services (OPSS) is a security platform that can be used to
secure applications deployed on any of the supported platforms or in standalone
applications. This chapter introduces the main features of this platform in the
following sections:

= What is Oracle Platform Security Services?
s OPSS Architecture Overview

s Oracle ADF Security Overview

= OPSS for Administrators

»  OPSS for Developers

The scope of this document does not include Oracle Web Services security. For details
about that topic, see Oracle Fusion Middleware Security and Administrator’s Guide for Web
Services.

1.1 What is Oracle Platform Security Services?

OPSS provides enterprise product development teams, systems integrators, and
independent software vendors with a standards-based, portable, integrated,
enterprise-grade security framework for Java SE and Java EE applications.

OPSS is the underlying security platform that provides security to Oracle Fusion
Middleware including WebLogic Server, Server Oriented Architecture (SOA)
applications, Oracle WebCenter, Oracle Application Development Framework (ADF)
applications, and Oracle Entitlement Server. OPSS is designed to be portable to
third-party application servers, so developers can use OPSS as the single security
framework for both Oracle and third-party environments, thus decreasing application
development, administration, and maintenance costs.

OPSS provides an abstraction layer in the form of application programming interfaces
(APIs) that insulate developers from security and identity management
implementation details. With OPSS, developers do not need to know the details of, for
example, cryptographic key management, repository interfaces, or other identity
management infrastructures. Using OPSS, in-house developed applications,
third-party applications, and integrated applications benefit from the same, uniform
security, identity management, and audit services across the enterprise.

For OPSS-related news, including FAQs, a whitepaper, and code examples, and forum
discussions, see http://www.oracle.com/technology/products/id_
mgmt /opss/index.html.
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What is Oracle Platform Security Services?

1.1.1 OPSS Main Features

OPSS complies with the following standards: role-based-access-control (RBAC); Java
Enterprise Edition (Java EE); and Java Authorization and Authentication Services
(JAAS).

Built upon these standards, OPSS provides an integrated security platform that
supports:

= Authentication

= Identity assertion

= Authorization, based on fine-grained JAAS permissions

s The specification and management of application policies

= Secure storage and access of system credentials through the Credential Store
Framework

= Secure storage and access of keys and certificates through the Keystore Service
= Auditing

= Role administration and role mappings

s The User and Role API

= Identity Virtualization

= Security configuration and management

= SAML and XACML

s Oracle Security Developer Tools, including cryptography tools

= Policy Management API

= Java Authorization for Containers (JAAC)

Details about a given OPSS feature functionality are found in subsequent chapters of
this guide.

For details about the WebLogic Auditing Provider, see section Configuring the
WebLogic Auditing Provider in Oracle Fusion Middleware Securing Oracle WebLogic
Server.

1.1.2 Supported Server Platforms

OPSS is supported in the following application server platforms:

= Oracle WebLogic Server

= IBM WebSphere Application Server - Network Deployment (ND) 7.0
= IBM WebSphere Application Server 7.0

This guide documents OPSS features relevant to the Oracle WebLogic Server that
apply uniformly to all other platforms. Those topics that apply specifically to
third-party servers are found in Oracle Fusion Middleware Third-Party Application Server
Guide.
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OPSS Architecture Overview

1.2 OPSS Architecture Overview

OPSS comprises the application server's security and Oracle's Fusion Middleware
security. Figure 1-1 illustrates the layered architecture that combines these two
security frameworks:

Figure 1-1 The OPSS Architecture
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The top layer includes the OPSS security services, the next layer includes the service
providers, and the bottom layer includes the OPSS security store with a repository of
one of three kinds.

Security Services Providers

Security Services Provider Interface (SSPI) provides Java EE container security in
permission-based (JACC) mode and in resource-based (non-JACC) mode, and
resource-based authorization for the environment.

SSPlis a set of APIs for implementing pluggable security providers. A module
implementing any of these interfaces can be plugged into SSPI to provide a particular
type of security service, such as custom authentication or a particular role mapping.

For details, see section The Security Service Provider Interfaces (SSPIs) in Oracle Fusion
Middleware Understanding Security for Oracle WebLogic Server.

Oracle Platform Security Services

Java Authorization (JAZN) functionality includes the Credential Store Framework
(CSF), the Common Audit Framework (CAF), Keystore Service, and other
components, and combined with SSPI as Oracle Platform Security Services (OPSS).

1.2.1 Benefits of Using OPSS
The benefits that OPSS offers include the following:

= Allows developers to focus on application and domain problems
= Supports enterprise deployments

= Supports several LDAP servers and SSO systems

s Is certified on the Oracle WebLogic Server

s Pre-integrates with Oracle products and technologies

Introduction to Oracle Platform Security Services 1-3



Oracle ADF Security Overview

»  Offers a consistent security experience for developers and administrators

= Provides a uniform set of APIs for all types of applications

= Optimizes development time by offering abstraction layers (declarative APIs)
s Provides a simplified application security maintenance

= Allows changing security rules without affecting application code

»  Eases the administrator’s job

= Integrates with identity management systems

= Integrates with legacy and third-party security providers

OPSS combines SSPI and JPS to provide a framework where the application server and
Oracle applications can seamlessly run in a single environment.

OPSS supports security for Java EE applications and for Oracle Fusion Middleware
applications, such as Oracle WebCenter and Oracle SOA Suite.

Developers can use OPSS APIs to secure all types of applications and integrate them
with other security artifacts, such as LDAP servers, RDBMS, and custom security
components.

Administrators can use OPSS to deploy large enterprise applications with a small,
uniform set of tools and administer all security in them. OPSS simplifies the
maintenance of application security because it allows the modification of security
configuration without changing the application code.

By default and out-of-the-box, Oracle WebLogic Server stores users and groups in its
embedded LDAP repository. Domains can be configured, however, to use identity
data in other kinds of LDAP repositories, such as Oracle Internet Directory,
ActiveDirectory, Novell eDirectory, and OpenLDAP. In addition, Oracle WebLogic
Server provides a generic, default LDAP authenticator that can be used with other
LDAP servers not in the preceding list.

Out-of-the-box, policies and credentials are stored in file-based stores; these stores can
be moved (or reassociated) to an LDAP repository backed by an Oracle Internet
Directory.

Out-of-the-box, keys and certificates are stored in a file-based keystore, which can be
reassociated with a database or an LDAP repository.

1.3 Oracle ADF Security Overview

Oracle ADF is an end-to-end Java EE framework that simplifies development by
providing out-of-the-box infrastructure services and a visual and declarative
development experience.

Oracle ADF Security is based on the JAAS security model, and it uses OPSS. Oracle
ADF Security supports a file-, LDAP-, or DB-based security store, uses
permission-based fine-grained authorization provided by OPSS, and simplifies the
configuration of application security with the aid of visual declarative editors and the
Oracle ADF Security wizard, all of them available in Oracle JDeveloper 11g (any
reference to this tool in this guide stands for its 11g release).

Oracle ADF Security authorization allows protecting components (flows and pages), is
integrated with Oracle JDeveloper at design time, and is available at run time when
the application is deployed to the integrated server where testing of security features
is typically carried out.
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OPSS for Developers

During the development of an Oracle ADF application, the authenticators are
configured with the Oracle WebLogic Server Administration Console for the particular
domain where the application is deployed, and the policy store is file-based and stored
in the file jazn-data.xml. For deployment details, see Section 6.3.1, "Deploying to a
Test Environment."

To summarize, Oracle ADF Security provides:

s Control over granular declarative security

= Visual and declarative development of security artifacts

= Assignment of simplified permission through a role hierarchy

= Use of EL (expression language) to access Oracle ADF resources

s Integration with Oracle JDeveloper that allows quick development and test cycles
= Ri