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Changes in This Release for Oracle Database Security
Assessment Tool

The Oracle Database Security Assessment Tool 4.2 (March 2026) release has been
updated to detect CVEs from the latest Critical Patch Update for Oracle Database
versions 19c, 21c, and 26ai.

The Oracle Database Security Assessment Tool supports Oracle Al Database 26ai
and Oracle Autonomous Al Databases.

e Updated sections/checks:
INFO.PATCH: Enhanced with CVE detection for comprehensive vulnerability
assessment.

 General:

— Secure Authentication: Oracle recommends that you use a secure method to
run the Oracle Database Security Assessment Tool (DBSAT), and avoid
entering the authentication password on the command line. DBSAT now
issues a warning message to encourage secure authentication.

The command-line password based authentication method is now deprecated
and will be desupported in a future release.

— Oracle JRE Requirement: Oracle Java Runtime Environment (Oracle JRE)
17 (Oracle JDK 17) is now the minimum prerequisite.

— Best Practices Terminology: "Oracle Best Practices (OBP)" findings are now
labeled "Oracle Recommended Practices (ORP)".

Downloading and Installing Oracle Database Security
Assessment Tool

» To download the Oracle Database Security Assessment Tool, visit oracle.com, and
click thelDownload DBSATIlink. Alternatively, go to My Oracle Support Doc ID
2138254.1.
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https://www.oracle.com/security/database-security/assessment-tool/
https://go.oracle.com/LP=38340
https://support.oracle.com/support/?documentId=KB101686
https://support.oracle.com/support/?documentId=KB101686

* See Installing the Database Security Assessment Toollfor information about
completing the installation of Database Security Assessment Tool.

Known Issues

Microsoft Excel Font Size Display

Some versions of Microsoft Excel may display text on the screen with a font too large
to fit in spreadsheet cells, even though it prints at the correct size output. If this
happens, resize the columns slightly to make the text visible.

DBSAT Reporter Warning

The DBSAT Reporter is supported only with Oracle JDK. Running the tool with a non-
Oracle JDK distribution may result in the following warning message:

[engine] WARNING. Unable to load the TruffleAttach library.

As a result, the optimzed Truffle runtine is unavailable, and Truffle
cannot provide native access to | anguages and tools.

To custoni ze the behavior of this warning, use the

"pol ygl otinpl.AttachLi braryFail ureAction' system property.

DBSAT Reporter ran successfully.

Running DBSAT with a non-Oracle JDK may complete successfully but produce a
warning. You can ignore this warning if the execution completes successfully.
However, certain features and optimizations may be limited. To ensure full support and
optimal functionality, Oracle recommends that you run DBSAT using the supported
Oracle JDK 17 or later.
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This software and related documentation are provided under a license agreement containing restrictions on use and disclosure and are protected by intellectual property laws.
Except as expressly permitted in your license agreement or allowed by law, you may not use, copy, reproduce, translate, broadcast, modify, license, transmit, distribute, exhibit,
perform, publish, or display any part, in any form, or by any means. Reverse engineering, disassembly, or decompilation of this software, unless required by law for
interoperability, is prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free. If you find any errors, please report them to us in writing.

If this is software, software documentation, data (as defined in the Federal Acquisition Regulation), or related documentation that is delivered to the U.S. Government or anyone
licensing it on behalf of the U.S. Government, then the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs (including any operating system, integrated software, any programs embedded, installed, or activated on delivered
hardware, and modifications of such programs) and Oracle computer documentation or other Oracle data delivered to or accessed by U.S. Government end users are
“"commercial computer software," “commercial computer software documentation,” or “limited rights data" pursuant to the applicable Federal Acquisition Regulation and agency-
specific supplemental regulations. As such, the use, reproduction, duplication, release, display, disclosure, modification, preparation of derivative works, and/or adaptation of i)
Oracle programs (including any operating system, integrated software, any programs embedded, installed, or activated on delivered hardware, and modifications of such
programs), ii) Oracle computer documentation and/or iii) other Oracle data, is subject to the rights and limitations specified in the license contained in the applicable contract.
The terms governing the U.S. Government's use of Oracle cloud services are defined by the applicable contract for such services. No other rights are granted to the U.S.
Government.

This software or hardware is developed for general use in a variety of information management applications. It is not developed or intended for use in any inherently dangerous
applications, including applications that may create a risk of personal injury. If you use this software or hardware in dangerous applications, then you shall be responsible to take
all appropriate fail-safe, backup, redundancy, and other measures to ensure its safe use. Oracle Corporation and its affiliates disclaim any liability for any damages caused by
use of this software or hardware in dangerous applications.
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Oracle®, Java, MySQL, and NetSuite are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of their respective owners.

Intel and Intel Inside are trademarks or registered trademarks of Intel Corporation. All SPARC trademarks are used under license and are trademarks or registered trademarks
of SPARC International, Inc. AMD, Epyc, and the AMD logo are trademarks or registered trademarks of Advanced Micro Devices. UNIX is a registered trademark of The Open
Group.

This software or hardware and documentation may provide access to or information about content, products, and services from third parties. Oracle Corporation and its affiliates
are not responsible for and expressly disclaim all warranties of any kind with respect to third-party content, products, and services unless otherwise set forth in an applicable
agreement between you and Oracle. Oracle Corporation and its affiliates will not be responsible for any loss, costs, or damages incurred due to your access to or use of third-
party content, products, or services, except as set forth in an applicable agreement between you and Oracle.
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