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3 Technology Preview

Networking
systemd-resolved Service
KTLS
WireGuard
Kernel
SGX Available
Intel® Data Streaming Accelerator Driver
File Systems and Storage
nvme-stas Package
Stratis
NVMe-oF Discovery Service
DAX File System Available
Virtualization
virtio-mem for Intel® and AMD Systems
Virtualization for Arm Platforms
SEV and SEV-ES
Compilers and Development Tools
jmc-core and owasp-java-encoder

4 Deprecated Features
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Installation
Kickstart Commands

Security
SHA-1 Algorithm
SCP Protocol
OpenSSL Cryptographic Algorithms
Digest-MD5
/etc/system-fips File
libcrypt.so.1
fapolicyd.rules File

Networking
Network Teams
letc/sysconfig/network-scripts File
iptables Framework

Kernel
Asynchronous Transfer Mode

File Systems and Storage
Ivm2-activation-generator

Dynamic Programming Languages, Web and Database Servers
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Preface

Oracle Linux 9: Release Notes for Oracle Linux 9.1 provides information about the new
features and known issues in the Oracle Linux 9.1 release. The information applies to both
x86_64 and 64-bit Arm (aarch64) architectures. This document might be updated after it is
released.
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About Oracle Linux 9

The current Oracle Linux 9 release contains new features and enhancements that improve
performance in different areas including automation and management, security and
compliance, container management, and developer tools. These enhancements are especially
designed to make the OS adaptable to different types of deployment such as on-premises
installations, hybrid deployments that combine on-premises and cloud installations, and full
cloud deployment.

s p
@ Important
Upgrading from an Oracle Linux Developer Preview release to its later official version

is not supported. If you're running the Developer Preview version, you must reinstall
the official Oracle Linux release upon its general availability.

System Requirements and Limitations

To check whether a specific hardware is supported on the current Oracle Linux 9 release, see
the Hardware Certification List at https://linux.oracle.com/hardware-certifications. Note that as
hardware becomes available and validated, the hardware is added to the list.

CPU, memory, disk and file system limits for all Oracle Linux releases are described in Oracle
Linux: Limits.

Avalilable Architectures

The release is available for installation on the following platforms:
«  Intel® 64-bit (x86_64) (x86-64-v2)

«  AMD 64-bit (x86_64) (x86-64-v2)

e 64-bit Arm (aarch64) (Arm v8.0-A)

The Arm platform runs only with Unbreakable Enterprise Kernel Release (UEK).

Shipped Kernels

For the x86_64 platform, the current Oracle Linux 9 release ships with the following default
kernel packages:

e kernel-5.14.0-162.6.1. el 9_1 (Red Hat Compatible Kernel (RHCK))

e kernel -uek-5.15.0- 3. 60. 5. 1. el 9uek (Unbreakable Enterprise Kernel Release 7 (UEK
R7))

For new installations, the UEK kernel is automatically enabled and installed. It also
becomes the default kernel on first boot.

For the aarch64 platform, Oracle Linux ships with the UEK kernel only.
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Chapter 1
About the Unbreakable Enterprise Kernel

The Oracle Linux release is tested as a bundle, as shipped on the installation media image.
When installed from the installation media image, the kernel's version included in the image is
the minimum version that is supported. Downgrading kernel packages is not supported, unless
recommended by Oracle Support.

For more information about kernel availability on Oracle Linux 9 releases, see https://
docs.oracle.com/en/operating-systems/oracle-linux/9/boot/
oracle linux9_kernel_version_matrix.html.

About the Unbreakable Enterprise Kernel

The Unbreakable Enterprise Kernel (UEK) is a Linux kernel built by Oracle and supported
through Oracle Linux support. UEK is tested on Arm (aarch64), Intel® x86, and AMD x86
(x86_64) platforms. Each release contains added features, bug fixes, and updated drivers to
provide support for key functional requirements, improve performance, and optimize the kernel
for use on Oracle products such as Oracle's Engineered Systems, Oracle Cloud Infrastructure,
and large enterprise deployments for Oracle customers.

Typically, a UEK release contains changes to the kernel ABI relative to a previous UEK
release. These changes require recompilation of third-party kernel modules on the system. To
minimize impact on interoperability during releases, the Oracle Linux team works with third-
party vendors regarding hardware and software that have dependencies on kernel modules.
Thus, before installing the latest UEK release, verify its support status with the application
vendor.

The kernel ABI for a UEK release remains unchanged in all later updates to the initial release.

The kernel source code for UEK is available after the initial release through a public git source
code repository at https://github.com/oracle/linux-uek.

For more information about UEK such as tutorials, notices, and release notes of different UEK
versions, go to Unbreakable Enterprise Kernel documentation.

User Space Compatibility

Oracle Linux maintains user space compatibility with Red Hat Enterprise Linux (RHEL) that's
independent of the kernel version that underlies the OS. Existing applications in user space
continue to run unmodified on UEK with no required recertifications for Oracle Linux certified
applications.

Obtaining Installation Images

The following installation images for the current Oracle Linux 9 release are available:
*  Full ISO of Oracle Linux for typical on-premises installations
* Boot ISO of Oracle Linux for network installations

* Boot ISO of the official UEK release for installing on hardware which is supported only on
UEK

e Source DVDs

You can download these images from the following locations. Note that the images in these
locations are for both the x86_64 and aarch64 platforms, unless indicated otherwise:

e Oracle Linux yum server at https://yum.oracle.com/oracle-linux-downloads.html
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Chapter 1
Upgrading From Previous Oracle Linux Releases

For more information managing and updating software on Oracle Linux systems, see
Oracle Linux: Managing Software on Oracle Linux.

«  Oracle Software Delivery Cloud at https://edelivery.oracle.com

To prepare a downloaded image for installing Oracle Linux, see Oracle Linux 9: Installing
Oracle Linux.

@® Note

Aside from installation ISO images, you can also use Oracle Linux images to create
compute instances on Oracle Cloud Infrastructure. For information about these
images, see the release notes for the specific image that you're using on the Oracle
Cloud Infrastructure Documentation page.

To use Oracle Linux on Oracle Cloud Infrastructure, see https://docs.oracle.com/iaas/
oracle-linux/home.htm.

For information about the available ISO images for the three most recent updates to the Oracle
Linux releases, see https://yum.oracle.com/oracle-linux-isos.html.

Upgrading From Previous Oracle Linux Releases

You can upgrade an Oracle Linux 8 system to the Oracle Linux 9 release by using the | eapp
utility.

For step-by-step instructions and information about any known issues that might arise when
upgrading the system, see Oracle Linux 9: Upgrading Systems With Leapp.
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New Features and Changes

Unless indicated otherwise, the following new features, major enhancements, bug fixes, and
other changes that are introduced in this release of Oracle Linux 9 apply to both the x86_64
and 64-bit Arm (aarch64) platforms.

Installation and Boot

The following features, enhancements, and changes related to installation and boot are
introduced in this release of Oracle Linux 9.

--altowssh Kickstart Option Enables Password-based SSH Root Logins

The - -al | ow ssh option is used with the r oot pw command. With this option, the same
functionality in graphical installations that enables root users to login by using SSH with a
password is now available in kickstart installations.

Operating System and Software Management

The following features, enhancements, and changes related to the OS and software
management are introduced in this Oracle Linux 9 release.

mdul esync COMmand Replaces Certain Workflows

This enhancement facilitates the installation of modular packages by ensuring the presence of
modular metadata. Previously, the metadata is not included in the installation. Consequently,
you would use the dnf command first to download the packages, and then the creat erepo_c
command to redistribute those packages.

The nmodul esync command streamlines the process by downloading the modular packages and
at the same time creating a repository with modular metadata in a working directory.

Boot Loader Menu Hidden by Default

The GRUB boot loader does not display the boot menu by default.

However, if a previous system boot fails, then the GRUB boot loader displays the boot menu at
the next system boot.

To access the boot menu manually, do one of the following steps while the system is booting:
e Press Esc repeatedly.

e Press F8 repeatedly.

¢ Hold Shift.

To disable the default setting, use the following command:

sudo grub2-editenv - unset nmenu_auto_hide
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ORACLE Chapter 2
Shells and Command Line Tools

Shells and Command Line Tools

The following features, enhancements, and changes related to shells and command line tools
are introduced in this Oracle Linux 9 release.

xmstarlet Package is Available in a Recognized Repository

The xnl st arl et package was previously available in the ol 9_devel oper EPEL repository, but
is now available in the supported ol 9_appst r eamrepository. This package contains utilities that
are frequently used on the command line to perform common operations on XML files that
other command line tools are unable to do easily by taking advantage of XPath syntax to
properly locate, add, or modify information within the file.

Updated Packages

e |libvpd Is Update to Version 2.2.9

This version has the fix for database locking and an updated | i bt ool utility version
information.

e |svpdis Updated to Version 1.7.14

In this updated version, the | svpd utility prevents corruption of the database file when you
run the vpdupdat e command.

sysct1 Introduces Same Syntax as systenu-sysct1 for Handling Arguments

The sysct | utility can parse hyphens (-) or globs (*) that are in configuration lines. For more
information about the syst end- sysct| syntax, see the sysct| . d(5) manual page.

Infrastructure Services

The following features, enhancements, and changes related to infrastructure services are
introduced in this Oracle Linux 9 release.

chrony USeS DHCPv6 NTP Servers

You can use specify DHCP options to indicate how the NetworkManager dispatcher script for
chr ony updates the Network time protocol (NTP) sources. The DHCP option 56 indicates that
DHCPV6 is used while the DHCP option 42 specifies that DHCPv4 is used. With these options,
the dispatcher script can be configured to use NTP servers that are provided by both DHCPv6
and DHCPv4.

chrony Updated to Version 4.2

The updated version includes the following changes and enhancements:

e The server interleaved mode is updated to be more reliable and to support multiple clients
behind a single address translator that uses Network Address Translation (NAT).

e The Network Time Protocol Version 4 (NTPv4) extension field is available to improve time
synchronization stability and precision of estimated errors. This field extends the
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Chapter 2
Infrastructure Services

capabilities of the NTPv4 protocol. You can enable the field by using the extfiel d F323
option. This option is experimental.

NTP forwarding over the Precision Time Protocol (PTP) is available to enable full hardware
timestamping on network interface cards (NICs) that have timestamping limited to PTP
packets. You can enable NTP over PTP by using the pt pport 319 option. This option is
experimental.

unbound Updated to Version 1.16.2

The updated versions includes bug fixes and the following enhancements:

Recipients can verify the zone contents for data integrity and origin authenticity by using
ZONEMD Zone Verification to ensure compliance with RFC 8976.

unbound enables you to configure persistent TCP connections.

The SVCB and HTTPS types and handling according to the Service binding and parameter
specification through the DNS draft-i et f - dnsop- svch- ht t ps document were added.

The default TLS ciphers from system cryptographic policies are used by unbound
components.

The Special-Use Domain hone. ar pa. defined in RFC 8375 is available for non-unique use
in residential home networks.

Selective enabling of t cp- upst r eamqueries for stub or forward zones is supported.
The aggr essi ve- nsec option is enabled by default.

Logic for theratel i nit function is updated and introduces rat el i m t - backof f and i p-
ratel i mt-backoff for an optional more aggressive countermeasure when the limit is
reached.

The new r pz- si gnal - nxdonai n-r a option can be used to unset the RA flag when a query is
blocked by an Unbound response policy zone (RPZ) nxdomain reply.

Additional error information is provided through Extended DNS Errors (EDE) in accordance
with RFC 8914.

Password Encryption Function Available in woi s

The whoi s package supports the / usr/ bi n/ nkpasswd binary, which enables you to encrypt a
password with the crypt C library interface.

trr Updated to Version 8.2.2

The updated frr package includes the following changes and enhancements:

Support for Ethernet VPN (EVPN) route type-5 gateway IP Overlay Index.

Support for Autonomous system border router (ASBR) summarization in the Open-
shortest-path-first (OSPFv3) protocol.

Usage of stub and not-so-stubby-areas (NSSA) in OSPFv3 is enhanced.
Support for graceful restart capability in OSPFv2 and OSPFv3.

The link bandwidth in the border gateway protocol (BGP) is compliant with the IEEE 754
standard. To use the previous encoding method, run the nei ghbor PEER di sabl e- | i nk-
bw- encodi ng- i eee command in the existing configuration.
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Security

e Support for the long-lived graceful restart capability in BGP.

* Implementation of RFC 9003 on extended administrative shutdown communication as well
as extended optional parameters length in BGP, based on RFC 9072.

Security

The following features, enhancements, and changes related to security are introduced in this
Oracle Linux 9 release.

OpenSSH Supports Setting the Minimum RSA Key Length

Using short RSA keys makes the system more vulnerable to attacks. This update enables you
to set minimum RSA key lengths for OpenSSH servers and clients through the

Requi r edRSASI ze option in the / et ¢/ ssh/ sshd_confi g file for OpenSSH servers or in

the / et ¢/ ssh/ ssh_confi g file for OpenSSH clients.

crypto-pol i cies ENfOrces OpenSSH 2048-bit RSA Key Length Minimum by
Default

Consequent to the support for setting minimum RSA key length in OpenSSH, the system-wide
cryptographic policies enforce the 2048-bit minimum key length for RSA by default.

OpenSSH failing connections with an I nval i d key | engt h error message indicates that you
need to use longer RSA keys.

You can relax the default key length policy restriction, but at the expense of security. Ensure
that you know the risks before performing any of the following methods:

« Define a custom subpolicy by inserting the m n_r sa_si ze@penssh = 1024 parameter into
the /etc/ crypto-policies/policies/mdul es/ RSA- OPENSSH- 1024. pnod file.

e Apply the custom subpolicy using the updat e- crypt o-policies --set DEFAULT: RSA-
OPENSSH- 1024 command.

OpenSSL Option Supports SHA-1 for Signatures

By default, OpenSSL 3.0.0 does not support SHA-1 for signature creation and verification.
SHA-1 key derivation functions (KDF) and hash-based message authentication codes (HMAC)
are still supported. However, backwards compatibility with Oracle Linux 8 systems that still use
SHA-1 for signatures can be achieved through the r h-al | ow shal- si gnat ur es configuration
option. If enabled in the al g_secti on of openssl . cnf, this option enables the creation and
verification of SHA-1 signatures.

This option is automatically enabled if the LEGACY system-wide cryptographic policy is set,
which might be needed if RPM packages with SHA-1 signatures are installed.
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ORACLE Chapter 2
Security

crypto-policies Supports sntrup761x25519- sha512@penssh. com Key EXChange (KEX)
Method

The post-quantum snt rup761 algorithm is already available in the OpenSSH suite. This
method provides better security against attacks from quantum computers. To enable this key
exxchange method, create and apply a subpolicy, for example:

sudo echo ' key_exchange = +SNTRUP' > [etc/crypto-policies/policies/mdul es/
SNTRUP. prod
sudo update-crypto-policies --set DEFAULT: SNTRUP

Support RSA Keys Shorter Than 1023 Bits Removed in NSS

Updates of Network Security Services (NSS) libraries have dropped support of RSA keys of
128 bits in favor of 1023 bits. With this change, NSS no longer performs the following
functions:

e Generate RSA keys shorter than 1023 bits.
e Sign or verify RSA signatures with RSA keys shorter than 1023 bits.
*  Encrypt or decrypt values with RSA key shorter than 1023 bits.

SCAP Security Guide Updated to 0.1.63

The SCAP Security Guide (SSG) provides new compliance rules for sysct |, grub2,
pam pwgual i ty, and build time kernel configuration. New profiles that are specific for Oracle
Linux 9 include the following:

*  ANSSI-BP-028 (enhanced, high, intermediary, and minimal)

 CuUl

- E8

«  HIPAA
 OSPP

e PCI-DSS

+ Standard

« STIG

. STIG_GUI

keylime Package Available

Keylime is a tool for attestation of remote systems by using trusted platform module (TPM)
technology. Keylime enables you to verify and continuously monitor the integrity of remote
systems. Further, the tool enables you to specify encrypted payloads that Keylime delivers to
the monitored machines. You can also use the tool to define automated actions that trigger
whenever a system fails the integrity test.
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Rsyslog Error Files Can Be Set With Maximum Size Option

The action.errorfile. maxsi ze option enables you to specify a maximum number of bytes of
the error file for the Rsyslog log processing system. Beyond the maximum setting, Rsyslog
cannot write any additional errors or other data in it. The option prevents oversized error files
from rendering the host system unusable.

opencr ypt oki Updated to Version 3.18.0

This version includes the following improvements:

Default to Federal Information Processing Standards (FIPS) compliant token data format
(tokversion = 3.12).

Enabled restricting usage of mechanisms and keys using a global policy.

Enabled statistics counting of mechanism usage.

The | CA/ EP11 tokens can use | i bi ca library version 4.

The plisak tool allows setting different attributes for public and private keys.

The C_Get Mechani snLi st does not return CKR_BUFFER_TQO _SMALL in the EP11 token.

In this version, data formats that use algorithms that are not approved by FIPS no longer work.
Therefore, to use openCrypt oki on Oracle Linux 9, you must migrate tokens that used the
earlier token data format to use the new data format before enabling FIPS on the system. To
migrate, use the pkcst ok_mi grat e utility, which is provided with openCr ypt oki .

® Note

The pkcst ok_ni gr at e utility uses non-FIPS-approved algorithms during the migration.
You must use this tool before enabling FIPS mode on the system. For additional
information, see Migrating to FIPS compliance - pkcstok migrate utility.

fapolicyd Upda’[ed tO 113

The updated f apol i cyd software framework includes several enhancements including a
change to use the OpenSSL library as the cryptographic engine for hash computation and a
facility to allow rules to match the parent process ID (PPID) of a subject. A fix to the
fagenrul es --1oad command is also included.

SELinux Policy Confines Additional Services

With updated sel i nux- pol i cy packages, SELinux confines the following services:

ksm

nm priv- hel per

rhed

stalld

syst emd- net wor k- gener at or

targetclid
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° Wwg-quick

SELinux Supports the seir Keyword in Type Transitions

SELinux tooling supports type transition rules with the sel f keyword in the policy sources,
which enables the SELinux policy for labeling of anonymous inodes.

SELinux User-space Packages Updated

User-space packages | i bsepol , li bsel i nux, | i bsemanage, policycoreutils, checkpolicy,
and ncst rans include the following changes;

e The-Toptioninthe setfiles, restorecon, and fi xfil es tools supports and enables
parallel relabeling.

With this option, you can specify the number of process threads. Or, you can use - T 0 for
setting the maximum of available processor cores.

* The new - - checksumoption prints SHA-256 hashes of modules.

e New policy utilities are added to the | i bsepol -uti | s package.

SELinux Automatic Relabeling Now Parallel by Default

The - T 0 option setting is included in the automatic relabeling script that is run by the fi xfil es
command line. The - T 0 option ensures that the set fi | es program uses the maximum of
available processor cores for relabeling by default.

To override this default setting, choose one of the following commands:

e fixfiles -T 1 onboot

e echo "-T 1" > /. autorel abel

Networking

The following features, enhancements, and changes related to networking are introduced in
this Oracle Linux 9 release.

rireval 1d Updated to version 1.1.1

This version provides multiple bug fixes and enhancements including the following:

e Rich rules support NetFilter-log (NFLOG) target for user-space logging. No NFLOG-
capable logging daemon exists in Oracle Linux. To collect the logs that you need, use the
tcpdunp -i nfl og command.

e ingress-zones=HOST and egr ess-zones={ ANY, source based zone} settings enable
support for port forwarding in firewall policies.

e Support is added for the af p, htt p3,j el | yfin, net bi 0os-ns, ws-di scovery, and ws-
di scovery-client services

e Tab-completion and sub-options in Z Shell for the pol i cy option is supported.
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NetworkManager Displays Warnings About Unavailability of WEP Support

The Wired Equivalent Privacy (WEP) security algorithm has been removed from

wpa_suppl i cant packages. This enhancement updates NetworkManager to reflect these
changes. Appropriate mechanisms are in place to indicate the absence of support for WEP,
and attempts to connect to WEP protected network generates an error message.

For secure encryption, use only wifi networks with Wi-Fi Protected Access 2 (WPA2) and
WPAS3 authentication.

Kernel and System Libraries

The following notable features, enhancements, and changes apply to the Red Hat Compatible
Kernel (RHCK) that's shipped with the current Oracle Linux 9 version.

BPF Updated to the Linux Kernel Version 5.16

This updated version of the Berkeley Packet Filter (BPF) facility multiple bug fixes and
enhancements such as the following:

e Streamlined internal BPF program sections handling and
bpf _program set attach_target () API function in the | i bbpf userspace library. The
function sets the BPF based attach targets for BPF based programs.

e Support for the following parameters and funtionalities:

— BTF_KI ND_TAGKkind, which allows you to tag declarations, as well as the
BTF_KI ND_DECL_TAGkind.

— bpf_get _branch_snapshot () helper which enables the tracing program to capture the
last branch records (LBR) from the hardware.

— Legacy kprobe in the | i bbpf userspace library that enables kpr obe trace events
creation through the legacy interface.

— Capability through the __sk_buf f helper function to access hardware timestamps
through BPF specific structures with the .

— Batched interface for RX buffer allocation in AF_XDP buffer pool, with driver support for
i 40e and i ce.

— Legacy uprobe supportin | i bbpf userspace library to complement recently merged
legacy kpr obe.

— bpf_trace_vprintk() as a variadic pri ntk helper.

— |ibbpf opt-in that enforces stricter BPF program section name handling as part of
l'i bbpf 1.0 effort.

— |ibbpf for locating specialized maps, such as perf RBand internally delete BTF type
identifiers while creating them.

— Dbloonfilter BPF map type to test if an element exists in a set.
— Kernel module function calls from BPF.
— Typeless and weak ksymin light skeleton.

For a full list and descriptions of BPF features in the running kernel, use the bpftool feature
command.
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tpne-tool s Package Updated to 5.2.1

This version provides additional support for the following features and tools:

Public-key output when a primary object is created by using the t pn2_creat epri nary and
t pn2_cr eat e tools.

The t pn2_pri nt tool for printing public-key output formats. The tool decodes a Trusted
Platform Module (TPM) data structure and prints enclosed elements.

The t pn2_event | og tool for reading logs larger than 64 KB.

The t pnr2_sessi onconfi g tool to support displaying and configuring session attributes.

For more information, see the / usr/ shar e/ doc/ t pn2-t ool s/ Changel og. nd file.

High Availability and Clusters

The following features, enhancements, and changes related to high availability are introduced
in this Oracle Linux 9 release.

pcs stonith update-scsi-devi ces ACCGptS Updates to MUltlpath SCSI Devices
Without Restarting the Cluster

The pcs stonith update-scsi-devi ces command can be used to update fencing on a cluster
by using multipath devices without requiring a restart of other cluster resources running on the
same node. For example:

sudo pcs stonith update-scsi-devices <npath-fence-dev> set <device-path>
sudo pcs stonith update-scsi-devices <npath-fence-dev> add <devi ce- pat h>
sudo pcs stonith update-scsi-devices <nmpath-fence-dev> remove <device-path>. ..

Pacemaker Clusters Have UUIDs

The pcs command generates a UUID that you can use to uniquely identify the cluster when it is
created. The UUID is displayed when you run the pcs cl uster config [show] command. You
can add a UUID to an existing cluster or regenerate a UUID if one already exists by running
pcs cluster config uuid generate.

Pacemaker Updated to Version 2.1.4

The updated version contains the following changes:

New value st op_unexpect ed can be assigned to the mul ti pl e-acti ve resource
parameter

The nul ti pl e-acti ve resource parameter determines recovery behavior when additional
instances unexpectedly become active on a resource. By default, the parameter is set to
execute a full restart of the resource, even if the resource is operating normally for the
other originally configured instances.

st op_unexpect ed enables you to specify that only unexpected instances of a multiple
active resource are stopped. However, you must verify that the service and its resource
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agent continue to function with these extra active instances without requiring to restart the
resource.

« Pacemaker al | ow unheal t hy- node resource meta-attribute added

The al | ow unheal t hy- node resource meta-attribute can be set to t r ue to ensure that the
resource is not forced off a node due to degraded node health. This feature allows the
health agent to continue to run on an unhealthy node so that the cluster is able to
automatically detect when the node becomes healthy again, before moving resources back
to the node.

» Pacemaker includes Access Control Lists (ACLs) for system groups

In addition to the ACLs that were previously allows for individual users, Pacemaker
includes ACLs for system groups to facilitate role-based access controls. The pcs acl
group command can now be used to apply ACLs to system groups. For example, to create
a read-only ACL for the pcs_ro_group system group:

sudo pcs acl group create pcs_ro_group readonly

Samba Not Installed With Cluster Packages

Samba packages are separated from packages for the Oracle Linux High Availability Add-on
and are therefore not automatically installed. If you require these packages, you need to
perform a manual installation.

Dynamic Programming Languages, Web and Database Servers

The following features, enhancements, and changes related to programming languages, web
servers, and database servers are introduced in this Oracle Linux 9 release.

nodej s: 18 Module Stream

Node. j s 18 provides numerous new features together with bug and security fixes over Node. j s
16, including the following:

e V8 engine is upgraded to version 10.1.
* The npmpackage manager is upgraded to version 8.15.0.

* Node. | s provides a new experimental f et ch API as well as an experimental node: t est
module that facilitates the creation of tests that report results in the Test Anything Protocol
(TAP) format.

To install the nodej s: 18 module stream, type:

sudo dnf modul e install nodejs: 18

ohp: 8.1 Module Stream Available

The new version enables you to do the following:

« Use the Enumerations (Enuns) feature to define a custom type from a selection of possible
values.

* Flag a property with the r eadonl y modifier to lock the property from being modified after
initialization.
« Use fibers, full-stack, interruptible functions.
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Ruby 3.1.2 Available as a New Module Stream

Ruby 3.1.2 is available in a new r uby: 3. 1 module stream. This version of Ruby includes
several enhancements and performance improvements over the r uby: 3. 0 module stream,
including:

e An auto-complete feature and a documentation dialog included in the I nteractive Ruby
(IRB) utility.

* New debug and error_hi ghli ght gems to provide improved performance, more
functionality and more granular control.

e Values in the hash literal data types and keyword arguments can now be omitted

« Parentheses can now be omitted in one-line pattern matching and the pin operator (*) now
accepts an expression in pattern matching.

e YJIT, a new experimental in-process Just-in-Time (JIT) compiler, is now available on the
AMD and Intel 64-bit architectures

e The Method Based Just-in-Time Compiler (MJIT) includes several performance
improvements including an increase in the default maximum JIT cache value for large
workloads like Rails.

nttpa Updated to Version 2.4.53

Notable changes in the nod_pr oxy and nod_pr oxy_connect modules include:

e nod_proxy: The length limit of the name of the controller has been increased
e nod_proxy: You can now selectively configure timeouts for backend and frontend

e nod_proxy: You can now disable TCP connections redirection by setting the Set Env
proxy- nohal f cl ose parameter

e nod_proxy and nod_proxy_connect : It is forbidden to change a status code after sending it
to a client

In addition, a new | dap function has been added to the expression API, which can help prevent
the LDAP injection vulnerability.

Li m t Request Body DIrective in nitpa Configuration Updated With a New Default

Value

The default value for the Li ni t Request Body directive in the Apache HTTP Server has been
changed from 0 (unlimited) to 1 GiB to resolve a security issue. Systems that are already
configured to use an explicit value for the Li i t Request Body directive are unaffected by this
change.

On systems where the value of Li m t Request Body is not explicitly specified in an htt pd
configuration file, the default value of 1 GiB is applied when the htt pd package is updated. If
the total size of the HTTP request body exceeds this 1 GiB default limit, the 413 Request
Entity Too Large error code is returned. If your server needs to serve larger files you must
update your httpd configuration and set your limit in bytes.
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nttpd-core Package is Available

This new package now contains the htt pd binary file with all essential files. Thus, you can
install only basic ht t pd functionality of the Apache HTTP server as required, such as in the
case of containers, without additional dependencies.

The ht t pd package includes syst end-related files, including nod_syst end, nod_brot | i, and
documentation.

Additionally, the ht t pd Module Magic Number (MMN) value is moved from the ht t pd package
to the new ht t pd- cor e package. Therefore, to obtain the ht t pd- mm value of the installed
ht t pd binary, you would need to use the apxs binary in the ht t pd- devel package as follows:

sudo apxs -q HITPD_MWN

20120211

rcrez Updated to Version 10.40

The pcr e2 package provides the Perl Compatible Regular Expressions library v2.

In this version, you can no longer use the \ K escape sequence in lookaround assertions.
Instead, you can use the PCRE2_EXTRA ALLOW LOOKARCUND BSK option. When this option is set,
\ Kis accepted only inside positive assertions but is ignored in negative assertions.

Compilers and Development Tools

The following features, enhancements, and changes related to compilers and development
tools are introduced in this Oracle Linux 9 release.

GCC Toolset 12 is Available

To install the toolset, type:

sudo dnf install gcc-tool set-12

To run a tool from the toolset, type:

scl enabl e gcc-tool set-12 tool

To run a shell session where the tool versions from GCC Toolset 12 override system versions
of these tools, type:

scl enabl e gcc-tool set-12 bash

The new GCC Toolset contains the following tools:

* Updated GCC compiler
e Annobin 10.79
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— Contains a new command line option for annocheck to avoid using the debugi nf od
service if no alternatives exist for finding debug information. The debugi nf od service
can provide more debug information, but can also downgrade annocheck's
performance if the debugi nf od server is unavailable.

— meson and ni nj a are alternative tools for building Annobin sources, if desired.
— Annocheck supports binaries built by the Rust 1.18 compiler.
In some circumstances, this version might cause compilation errors with messages similar

to the following:

ccl: fatal error: inaccessible plugin file

opt/rh/gcc-tool set-12/root/usr/lib/gcc/architecture-linux-gnu/ 12/ plugin/
gcc-annobin. so

expanded from short plugin nane gcc-annobin: No such file or directory

To work around this issue, create a symbolic link in the plugin directory as follows:

cd /opt/rh/gcc-tool set-12/root/usr/lib/gcc/architecture-linux-gnu/12/plugin
sudo I n -s annobin.so gcc-annobin. so

For architecture, specify the architecture of the system you are using.
binutils 2.38

— All tools in this package can be set to display or warn about the presence of multibyte
characters.

— Thereadel f and obj dunp tools now automatically follow any links to separate
debugi nf o files by default. To disable this behavior, choose one of the following
commands:.

readel f --debug-dunp=no-followlinks

obj dunp --dwarf=no-followlinks

GCC 12 supports _FORTI FY_SOURCE level 3

When building applications with GCC 12 or later versions, you can use -

D FORTI FY_SOURCE=3 in the compiler command line to improve coverage of source code
fortification as well as security for the applications. This support is also available in all
Clang with the __bui I ti n_dynani ¢_obj ect _si ze built in.

GDB 11.2
— Adds new support for Aarch64 MTE.

— Provides the --qual i f i ed option for - break-insert and -dprintf-insert that looks
for an exact match of the user’s event location instead of searching in all scopes.

— Provides the - - f or ce- condi ti on option where any supplied condition can be defined
even if the condition is currently invalid.

— Provides the - br eak-condi ti on --force option and has analogous behavior as in the
preceding option.

— Providesthe -file-list-exec-source-files option that accepts optional REGEXP to
limit output.

— The . gdbi nit search path includes the config directory.
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—  Supports $HOVE/ . confi g/ gdb/ gdbear | yi nit or $HOVE/ . gdbear | yini t.
— Provides the - ei x and - ei ex early initialization file options.

In the erminal user interface (TUI), support is available for mouse actions. Additionally, key
combinations that do not act on the focused window are now passed to GDB.

This updated GDB also includes new and revised commands as well as updates to the
Python API.

GDB Supports Power 10 PLT Instructions

This update enables users to step into shared library functions and inspect stack backtraces by
using GDB version 10.2-10 and later.

Rust Toolset Updated to Version 1.62.1

e You can now use tuple, slice, and struct patterns as the left-hand side of an assignment.
For example, a tuple assignment can swap two variables:

(a, b) = (b, a);

Note that destructuring assignments with operators such as += are not allowed.
* Inline assembly is available on x86_64 and aarch64 using the core: : arch::asm macro.
* Enums can derive the Def aul t trait with an explicitly annotated #[ def aul t] variant.

e An optimized f ut ex-based implementation is used for Mit ex, CondVar , and Rs_.ock, to
replace pthreads.

e Custom exit codes from mai n, including user-defined types that use the Ter ni nati on trait,
can be used.

e Cargo supports more control over dependency features. The dep: prefix can refer to an
optional dependency without exposing that as a feature, and a ? only enables a
dependency feature if that dependency is enabled elsewhere, like package- name?/

f eat ure- nane.

« Anewcargo add subcommand for adding dependencies to Car go. t onl is available.

For more details, see consecutive upstream release announcements, including the following:

* Rust1.59.0
* Rust1.60.0
* Rust1.61.0
* Rust1.62.0
* Rust1.62.1

LLVM Toolset Updated to Version 14.0.0

*  On 64-bit x86, support for AVX512- FP16 instructions has been added.
e Support for the Armv9-A, Armv9.1-A and Armv9.2-A architectures has been added.

This version also includes the following changes in cl ang:

e« if consteval for C++2b is now implemented.
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e AVX512- FP16 instructions have been added for the x86_64 architecture.

* The - E -P preprocessor output now always omits blank lines, matching GCC behavior.
Previously, up to 8 consecutive blank lines could appear in the output.

e Support - Wiecl ar ati on-af t er- st at ement with C99 and later standards, and not just C89,
matching GCC's behavior. A notable use case is supporting style guides that forbid mixing
declarations and code, but want to move to newer C standards.

For more information, see the LLVM Toolset and Clang upstream release notes.

maven: 3.8 Module Stream Updated

To install, type:

sudo dnf nodule install maven: 3.8

Virtualization

The following features, enhancements, and changes related to virtualization are introduced in
this Oracle Linux 9 release.

open-vmtool s Updated tO 1205

In this updated version of the open source implementation of VMware Tools, support has been
added for the Salt Minion tool which is managed through guest OS variables.
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Technology Preview

The following items are available as technical previews in this release of Oracle Linux. Note
that some items listed apply to Red Hat Compatible Kernel (RHCK) and might already be
available in UEK.

Networking

The following networking features are available as technology previews.

syst emd-resol ved SerVice

The syst end- r esol ved service provides name resolution to local applications. Its components
include a caching and validating DNS stub resolver, a Link-Local Multicast Name Resolution
(LLMNR), and Multicast DNS resolver and responder.

KTLS

Oracle Linux 9 provides kernel Transport Layer Security (KTLS) as a technology preview.

The Linux Kernel TLS (KTLS) handles TLS records for the AES-GCM cipher. KTLS also
provides the interface for offloading TLS record encryption to NICs that support this
functionality.

OpenSSL 3.0 is able to use KTLS if the enabl e- kt | s configuration option is used during
compiling.

The updated gnut | s packages can use KTLS for accelerating data transfer on encrypted
channels. To enable KTLS, add the t1s. ko kernel module using the nodpr obe command, and
create a new configuration file / et ¢/ crypt o- pol i ci es/ | ocal . d/ gnutls-ktls.txt forthe
system-wide cryptographic policies with the following content:

[ gl obal ]
ktls = true

Note that gnut | s doesn't permit you to update traffic keys through TLS KeyUpdat e messages,
which impacts the security of AES-GCM ciphersuites.

WireGuard

WireGuard is a VPN solution that has improved security features and is easily configurable.

Note that WireGuard is fully supported in UEK. See Oracle Linux: Configuring Virtual Private
Networks for more information on using WireGuard on Oracle Linux.

Kernel

The following kernel features are available as technology previews for RHCK.

Release Notes for Oracle Linux 9.1
F70545-08 January 26, 2026
Copyright © 2022, 2026, Oracle and/or its affiliates. Page 1 of 4


https://docs.oracle.com/en/operating-systems/oracle-linux/vpn/
https://docs.oracle.com/en/operating-systems/oracle-linux/vpn/

ORACLE Chapter 3
File Systems and Storage

SGX Available

Software Guard Extensions (SGX) from Intel® protects software code and data from disclosure
and modification. The Linux kernel partially supports SGX v1 and SGX v1.5. Version 1 enables
platforms by using the Flexible Launch Control mechanism to use the SGX technology.

Note that SGX is supported in UEK.

Intel® Data Streaming Accelerator Driver

The driver is an Intel® CPU integrated accelerator and shares a work queue with process
address space ID (pasi d) submission and shared virtual memory (SVM).

File Systems and Storage

The following features that are related to file systems and storage are available as technology
preview.

nvne- st as PaCkage

The nvre- st as package, which is a Central Discovery Controller (CDC) client for Linux,
handles the following functionalities:

*  Asynchronous Event Notifications (AEN)

* Automated NVMe subsystem connection controls
*  Error handling and reporting

e Automatic (zer oconf) and Manual configuration.

This package consists of two daemons, Storage Appliance Finder (st af d) and Storage
Appliance Connector (st acd).

Stratis

A local storage manager, Stratis manages file systems on top of pools of storage and provides
features such as the following:

* Manage snapshots and thin provisioning
*  Automatically grow file system sizes as needed
e Maintain file systems

You administer Stratis storage through the strati s utility, which communicates with the
strati sd background service.

NVMe-oF Discovery Service

The NVMe-oF Discovery Service features are defined in the NVMexpress.org Technical
Proposals (TP) 8013 and 8014. To preview these features, install the nvne-cli 2.0 package
and attach the host to an NVMe-oF target device that implements TP-8013 or TP-8014. For
more information about TP-8013 and TP-8014, see the NVM Express 2.0 Ratified TPs from the
https://nvmexpress.org/developers/nvme-specification/ website.

Note that NVMe-oF is supported in UEK.
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DAX File System Available

In this release, the DAX file system is available as a Technology Preview for the ext4 and XFS
file systems. DAX enables an application to directly map persistent memory into its address
space. The system must have some form of persistent memory available to use DAX.
Persistent memory can be in the form of one or more Non-Volatile Dual In-line Memory
Modules (NVDIMMSs). In addition, a file system that supports DAX must be created on the
NVDIMMs; the file system must be mounted with the dax mount option. Then, an mrap of a file
on the DAX mounted file system results in a direct mapping of storage into the application's
address space.

Virtualization

The following virtualization features are available as technology previews.

virtio-rem fOr INtel® and AMD Systems

Oracle Linux 9 introduces the vi rti o- memfeature for AMD and Intel® systems. With virti o-
mem you can dynamically add or remove host memory in virtual machines (VMSs).

To use virtio-mem do the following:

1. Define virtio- memmemory devices in the XML configuration of a VM.

2. Usethevirsh updat e- nenory-devi ce command to request memory device size changes
while the VM is running.

To see the current memory size exposed by such memory devices to a running VM, view the
XML configuration of the VM.

Virtualization for Arm Platforms

You can create KVM virtual machines on systems running on the Arm (aarch64) platforms
using RHCK as a technical preview.

KVM is supported on aarch64 in UEK.

SEV and SEV-ES

The Secure Encrypted Virtualization (SEV) feature is provided for AMD EPYC host machines
that use the KVM hypervisor. It encrypts a virtual machine's memory and protects the VM from
access by the host.

SEV's enhanced Encrypted State version (SEV-ES) encrypts all CPU register contents when a
VM stops running, thus preventing the host from modifying the VM's CPU registers or reading
any information from them.

Note that SEV is supported in UEK.

Compilers and Development Tools

The following features for compilers and development tools are available as technology
previews.
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j nmc-core and owasp-j ava- encoder

j mc-cor e is a library that provides core APIs for Java Development Kit (JDK) Mission Control,
including APIs for:

* Parsing and writing Java Flight Recording files
» Discovering Java Virtual Machines (JVMs) through the Java Discovery Protocol (JDP)

The owasp-j ava- encoder package provides a collection of high-performance low-overhead
contextual encoders for Java.

The packages are available in the Oracle Linux 9 CodeReady Builder repository, which is
unsupported, and which you must explicitly enable.
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Deprecated Features

This chapter lists features and functionalities that are deprecated in Oracle Linux 9. While
these features might be included and operative in the release, support isn't guaranteed in
future major releases. Thus, these features must not be used in new Oracle Linux 9
deployments.

Installation

The following installation related features and functionalities are deprecated in Oracle Linux 9.

Kickstart Commands

Security

 timezone --ntpservers

e timezone --nontp

« logging --1evel

*  Ypackages --excl udeWakdeps
* Opackages --instlLangs

*  %anaconda

e pwpolicy

* nvdi nm

Even though specific options are listed as deprecated, the base command and the other
options remain available and operative. If you use a deprecated command in kickstart files,
warnings are generated in the logs. To change deprecated command warnings to errors, set
theinst. ksstrict boot option.

The following security related features and functionalities are deprecated in Oracle Linux 9.

SHA-1 Algorithm

The SHA1 algorithm is deprecated in Oracle Linux 9. Digital signatures using SHA-1 hash
algorithm are no longer considered secure and therefore not allowed on Oracle Linux 9
systems by default. Oracle Linux 9 has been updated to avoid using SHA-1 in security-related
use cases.

However, the HMAC-SHA1 message authentication code and the Universal Unique Identifier
(UUID) values can still be created by using SHA-1.

In cases where you need SHA-1 to verify existing or third party cryptographic signatures, you
can enable SHA-1 as follows:

sudo update-crypto-policies --set DEFAULT: SHAL
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As an alternative, you can switch the systemwide crypto policies to the LEGACY policy. However,
this policy also enables other algorithms that are not secure, and therefore risks making the
system vulnerable.

Furthermore, use of the SHA-1 algorithm at SECLEVEL=2 is deprecated in OpenSSL.

SCP Protocol

In the scp utility, secure copy protocol (SCP) is replaced by the SSH File Transfer Protocol
(SFTP) by default. Likewise, SCP is deprecated in the | i bssh library.

Oracle Linux 9 doesn't use SCP in the OpenSSH suite.

OpenSSL Cryptographic Algorithms

e MD2

- MD4

e MDC2

*  Whirlpool
* RIPEMD160
e Blowfish
o CAST

« DES

- |IDEA

« RC2

« RC4

« RC5

e SEED

- PBKDF1

The implementations of these algorithms have been moved to the legacy provider in OpenSSL

For instructions on how to load the legacy provider and enable support for the deprecated
algorithms, see the / et ¢/ pki / t| s/ openssl . cnf configuration file.

Digest-MD5

The Digest-MD5 authentication mechanism in the Simple Authentication Security Layer (SASL)
framework is deprecated.

/etc/systemfips File

The / et c/ syst em fi ps file was used to indicate the FIPS mode in the system. This file is
removed in Oracle Linux 9.

To install Oracle Linux 9 in FIPS mode, add the fi ps=1 parameter to the kernel command line
during the system installation. To check whether Oracle Linux 9 is operating in FIPS mode, use
the fi ps- node- setup --check command.
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The | i bcrypt. so. 1 cryptogarhic library is deprecated.

fapolicyd. rul es File

The / et c/ f apol i cyd/ fapol i cyd. rul es file is deprecated. You can store policy rules for
fapolicydinthe/etc/fapolicyd/rul es.d/ directory. The f agenr ul es script merges
all component rule files in this directory to the / et ¢/ f apol i cyd/ conpi | ed. r ul es file.

Rulesin/etc/fapolicyd/ fapolicyd. trust continue to be processed by f apol i cyd for
backward compatibility.

Networking

The following network related features and functionalities are deprecated in Oracle Linux 9.

Network Teams

/etc/sysconfi

The t eand service, and the | i bt eamlibrary, and support for configuring network teams are
deprecated in favor of network bonds. You should use network bonds instead, which have
similar functions as teams, and which would receive enhancements and updates.

g/ net wor k- scri pts File

Network configurations profiles used to be ini f cf g format and stored in the / et ¢/

sysconfi g/ net wor k- scri pt s directory. This format is deprecated. In Oracle Linux 9, new
network configurations are stored in / et ¢/ Net wor kManager / syst em connecti ons in
keyfile format. This format works with all the connection settings provided by NetworkManager.

However, information in the / et ¢/ sysconfi g/ net wor k- scri pt s remain operative, and
modifications to existing profiles continue to update the older files.

i ptabl es Framework

With the deprecation of the i pt abl es framework, the i pt abl es backend and the di r ect
i nterface are also deprecated.

Therefore, the following packages are also deprecated:
e iptabl es-devel

e iptables-libs

* iptables-nft

e iptables-nft-services

e iptables-utils

As an alternative to using di rect interface, use the native features in firewal | d to configure
the required rules.
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Kernel

The following kernel related features and functionalities are deprecated in Oracle Linux 9.

Asynchronous Transfer Mode

Asynchronous Transfer Mode (ATM) encapsulation enables Layer-2 (Point-to-Point Protocol,
Ethernet) or Layer-3 (IP) connectivity for the ATM Adaptation Layer 5 (AAL-5). Currently, these
protocols are used only in chipsets that use ADSL technology, which are being phased out.

File Systems and Storage

The following features and functionalities related to file systems and storage are deprecated in
Oracle Linux 9.

| vnR-activation-generat or

The | vnR- acti vati on- gener at or program is deprecated, together with its generated services
as follows:

e |vnR-activation
e |lvnR-activation-early
e |vnR-activation-net

The | vm conf event _activati on that used to activate these services no longer works. The
only method that is used for automatic activation of volume groups is event based activation.

Dynamic Programming Languages, Web and Database Servers

The following features and functionalities that are related to dynamic programming, web, and
database servers are deprecated in Oracle Linux 9.

Berkeley DB (iibab)

Deprecation of the Berkely DB (I i bdb) package includes the removal of cryptographic
algorithms and dependencies. Users of | i bdb should migrate to a different key-value
database.

Desktop

The following desktop related features and functionalities are deprecated in Oracle Linux 9.

X.org Server

In Oracle Linux 9, the X. or g display server is deprecated, and consequently, the xor g- x11-
server - Xor g package.

The default desktop session is the Wayland session. However, the X11 protocol continues to
be supported by using the X\ayl and backend. Therefore, applications that require X11 can run
in Wayland sessions.
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Motif Toolkit

The Motif widget tool is deprecated, including the following packages:
o notif

e opennotif

e opennotif2l

e opennotif22

Likewise, the noti f - st ati ¢ package has been removed. In place of Motif, use the GTK toolkit.

Virtualization

The following virtualization related features and functionalities are deprecated in Oracle Linux
9.

Signatures Using SHA-1

The use of SHA1-based signatures to perform SecureBoot image verification on UEFI (PE/
COFF) executables is deprecated. Instead, use signatures that are based on SHA-2 or later.

Virtual Machine Manager

In place of the deprecated Virtual Machine Manager (vi rt - manager ), use the web console,
otherwise known as Cockpit.

Virtual Machine Snapshots

Support for creating snapshots of VMs is limited only to those that do not use UEFI firmware.
However, the operation might cause the QEMU monitor to become blocked and affects
hypervisor operations.

As an alternative, use external snapshots.

libvirtd D@aemon

As a replacement of the deprecated | i bvi rt d daemon, use the modular daemons in the
libvirt library. For example, the vi rt genud handles QEMU drivers.

Virtual Floppy Driver

The i sa- f dc driver controls virtual floppy disk devices. To ensure compatibility with migrated
virtual machines (VMs), you should not use floppy disk devices in virtual machines that you
subsequently host on Oracle Linux 9.

gqcowz-v2 Format

For virtual disk images, use the gqcow2- v3 format instead.
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Containers

The following features and functionalities that are related to containers are deprecated in
Oracle Linux 9.

Oracle Linux 9 Containers on Oracle Linux 7 Hosts

Creating Oracle Linux 9 containers on an Oracle Linux 7 host is unsupported. Attempts to
deploy this configuration might succeed, but isn't guaranteed.

SHA-1 Algorithm Within Podman

Support for using the SHA-11 algorithm to generate the filename of the rootless network
namespace is removed in Podman. You should restart rootless containers that were configured
by using Podman earlier than version 4.1.1. Restarting these containers rather than just using
slirpdnetns ensures that these containers and join the network and connect with containers
that were created with upgraded Podman versions.
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Known Issues

This chapter describes known issues that you may encounter when installing and using the
Oracle Linux 9 software. Unless indicated otherwise, the issues apply to both x86_64 and
aarch64 systems. Information that pertains only to a specific platform is also noted accordingly.

Installation Issues

The following are known installation issues for Oracle Linux 9.

Network Installation With PXE Boot Server Falils

While using a PXE boot server to perform a network installation on a UEFI client where Secure
Boot is enabled, the installation might fail because the gr ubx64. ef i file can't load the gr ub
configuration file. The gr ub bootloader switches to the command line mode and the installation
process stops at the gr ub prompt.

To work around this issue, configure the t ft pd service to run with the -r bl ksi ze option
enabled.

If you are using dnsmasq for TFTP services, uncomment the t f t p- no- bl ocksi ze line in
the / et ¢/ dnsmasq. conf file. Then restart the dnsnmasq service.

(Bug ID 34233443)

rwpd Error Reported During an Oracle Linux 9 Update

During an update from Oracle Linux 9.0 to the current Oracle Linux 9 update release, the
installer program might report failures when setting properties for the pesi gn. service. A
message similar to the following might be displayed:

Runni ng transaction

Running scriptlet: fwipd-1.7.4-2.0.2.el9_0.aarch64

34

Failed to set unit properties on pesign.service: Unit pesign.service not
found.

You can ignore the message. The upgrade successfully completes in the end.

(Bug ID 34760075)

Virtualization Issues

The following are known virtualization issues for Oracle Linux 9
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KVM Virtual Machines Panic When Started on Oracle Linux 9 Hosts

The gl i bc version that's included with Oracle Linux 9 checks for compatibility between a
system's CPU and new architectures that are supported. A system might pass the compatibility
check. However, the CPU flags that are set on the system after passing the check might be
unknown to the KVM virtual machines that are hosted on that system. Consequently, the VMs
panic when they're booted.

To work around this issue, run the following command:

virsh edit vm name

Then, add the following declaration in the virtual machine's XML file:

<cpu node='host-nodel ' check="partial'/>

The check parameter's parti al setting sets|ibvirt to check the VM's CPU specification
before starting a domain. However, the rest of the checking remains on the hypervisor, which
can still provide a different virtual CPU.

(Bug 1D 34224821)

Virtual Machines Fail to Start at Boot Because the viruro Interface Isn't
Available

After reboot, the vi r br 0 network interface might be missing, which can prevent virtual
machines from automatically starting up after boot.

The libvirt daemons on Oracle Linux 9 are modular to handle atomic features within the
virtualization environment and are started and run as required, and stopped after two minutes
of inactivity. The daemon responsible for setting up the networking interfaces for libvirt is

vi rt net wor kd. This service isn't automatically started when a virtual machine is started.

To work around this issue, enable the vi rt net wor kd service so that the service starts at boot:

sudo systentt| enable --now virtnetworkd

(Bug 1D 34237540)

Kernel Issues

The following are known kernel issues in Oracle Linux 9.

Kdump Might Fail on Some AMD Hardware

Kdump might fail on some AMD hardware that's running the current Oracle Linux release.
Impacted hardware includes the AMD EPYC CPU servers.

To work around this issue, modify the / et ¢/ sysconf i g/ kdunp configuration file and remove
the i ommu=of f command line option from the KDUMP_COVMANDL | NE_APPEND variable. Restart the
kdunp service for the changes to take effect.
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This issue appears to affect systems running RHCK.

(Bug ID 31274238, 34211826, 34312626)

nelper FIle Access Triggers SELinux Policy Violations

Booting Oracle Linux 9 with a GUI desktop environment that has SELinux enabled can
produce SELinux security messages similar to the following:

SELinux is preventing /usr/libexec/flatpak-systemhel per fromread access on the file
passwd.

SELinux is preventing /usr/libexec/flatpak-systemhel per fromwite access on the
directory flatpak.

SELinux is preventing /usr/libexec/fl atpak-system hel per fromwatch access on the
directory /usr/libexec.

A popup message notifying you of a violation might appear immediately after the installation if
the Server with GU orWrkstation with QU installation profiles are selected and SELinux
is enabled and Flatpak installed.

You can continue to use Flatpak with SELinux; however, continued use can result in large
numbers of messages to the logs.

To work around this issue, create an SELinux policy module for the f 1 at pak- syst em hel per
service:

ausearch -c 'flatpak-system' --raw |audit?2allow -M ny-flatpaksystem
senndul e -i ny-flatpaksystem pp

(Bug ID 34321783)

Some GUI Elements Aren't Displayed During

Installation and Boot Using VGA Output

During installations on the Arm platform, the Oracle Linux installer doesn't display some GUI
elements, such as the progress update screen, on VGA output. Output is displayed on the
serial console, instead.

Additionally, if you install Oracle Linux with GUI on an encrypted disk, for example, by choosing
Server with GUI during the installation stage, and VGA is enabled, the password prompt
doesn't appear on the VGA output at system boot, and consequently, the boot process can't be
completed. The prompt appears only on a serial console, and therefore, you would need to
switch to a serial console to provide the password there.

This issue is specific to systems on the Arm platform only and occurs regardless of whether
you are using secure boot or non secure boot. Further, the issue applies to Oracle Linux 8 or
Oracle Linux 9 systems that use UEKR6 and UEKR7. The issue occurs wherever Plymouth
graphical elements are loaded in the GUI.

To resolve these GUI issues and to cause these elements to display on VGA output without
using a serial console, add pl ynout h. i gnor e-seri al - consol es to the kernel command line in
the GRUB configuration. For instructions, see Oracle Linux 9: Managing Kernels and System
Boot.

(Bug ID 35034465 and 35270637)
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Certain SEV Guest Configurations Might Cause Hypervisor CPU
Soft-Lockup Warnings

On older generation AMD systems that are based on the AMD Rome processors, such as E2
and E3 systems, a guest with more than 350GB memory that's configured to use Secure
Encrypted Virtualization (SEV) memory encryption can trigger a CPU soft-lockup warning on
the hypervisor host during guest boot or shutdown operations.

The time that's needed to flush the pinned memory that's being encrypted is proportional to the
amount of guest memory. However, with larger amounts of memory in excess of 350GB, the
time on the CPU to flush the memory becomes excessive, which consequently triggers a
warning. After the memory is flushed, the hypervisor resumes normal operations.

Newer systems that are based on the AMD Milan processor, such as E4 systems, have
hardware support that can minimize the time required for flushing the memory. Therefore, the
CPU soft-hang issue isn't encountered.

As a workaround, if a SEV enabled guest with more then 350GB of memory is required, create
the guest on a system that's based on the AMD Milan processor. If you are using systems with
the AMD Rome processor, limit the guest memory to less than 350GB if the guest is configured
with SEV memory encryption.

(Bug 1D 34050377)

Tuned Profile Packages for Oracle Cloud Infrastructure Are

Moved

Packages intended for use only on Oracle Cloud Infrastructure instances, such as the t uned-
profile-oci-* packages, are available in the ol 9_appst r eamrepository. Some of these
packages were previously available in the dedicated ol 9_oci _i ncl uded repository but have
been moved to avoid cross-channel dependencies.

The t uned- prof i | e packages include profiles intended to run in specific corresponding
environments and must be intentionally installed for the correct environment.

Sources for all profiles are included in the tuned source RPM package that is available in the
ol 9_baseos repository.

(Bug 34867566)
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Package Changes From the Upstream

Release

The following sections list the changes to binary and source packages from the upstream
release.

Changes to Binary Packages

This section contains information about the removed, modified, and new binary packages in
this release. For information about the source package changes, see Changes to Source

Packages.

Added Binary Packages for BaseOS by Oracle

The following binary packages have been added to BaseOS by Oracle:

bcache-t ool s

btrfs-progs

dtrace

i Wl 3945-f i rmar e

i W 4965-firmare

i wl 6000- firmare

i W ax2xx-firmare

ker nel - uek
kernel - uek-core

ker nel - uek- debug

ker nel - uek- debug- core

ker nel - uek- debug- deve

ker nel - uek- debug- nodul es
ker nel - uek- debug- nodul es-extra
ker nel - uek- deve

ker nel - uek- doc

ker nel - uek- modul es

ker nel - uek- modul es-extra
l'i bertas-sd8686-firmare
|'i bertas-ush8388-firmare

|i bertas-ush8388-ol pc-firnmnare
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['i nux-firmiare-core

Net wor kManager - conf i g- connectivity-oracl e
ocfs2-tool s

or acl e- backgr ounds
oracl e-i ndexht m

oracl el i nux-rel ease
oracl el i nux-rel ease-el 9
oracl e-1 ogos

oracl e-1ogos-httpd
oracl e-1ogos-ipa

rhnsd

Added Binary Packages for AppStream by Oracle:

The following binary packages have been added to AppStream by Oracle:

Added Binary Packages for CodeReady Linux Builder by Oracle

dnf - pl ugi n- spacewal k
dtrace- deve
dtrace-testsuite

|'i bbl ockdev-btrfs

pyt hon3- dnf - pl ugi n- spacewal k
pyt hon3- dnf - pl ugi n- ul ni nfo
pyt hon3- hwdat a

pyt hon3- pyOpenSSL

pyt hon3-r hn- check

pyt hon3-rhn-client-tools
pyt hon3-rhnlib

pyt hon3-rhn-set up

pyt hon3-rhn- set up- gnone
rhn- check

rhn-client-tools

rhnlib

rhn-setup

r hn- set up- gnone

The following binary packages have been added to CodeReady Linux Builder by Oracle:

oracl el i nux-sbh-certs
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Changes to Binary Packages

The following binary packages from the BaseOS upstream release have been modified:

alternatives
autof s
bcache-tool s
binutils

bi nutils-gold
chkconfig

chrony

cockpi t
cockpit-bridge
cockpit-doc
cockpit-system
cockpit-ws
coreutils
coreutils-common
coreutils-single
dbus

dbus- conmon
dbus-1i bs
dbus-tool s

dnf
dnf-automatic
dnf-data
dnf-pl ugi ns-core
dracut
dracut-config-generic
dracut-config-rescue
dracut - net wor k
dracut - squash
dracut-tool s

ef i boot myr
efi-filesystem
firewalld

firewal | d-filesystem
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« fwpd
e glibc

e glibc-all-Iangpacks

e glibc-common

e glibc-gconv-extra

e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
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e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc

-l angpack-
- | angpack-
-l angpack-
- | angpack-
- | angpack-
-l angpack-
- | angpack-
-l angpack-
- | angpack-
- | angpack-
-l angpack-
- | angpack-
-l angpack-
- | angpack-
- | angpack-
- | angpack-
- | angpack-
-l angpack-
-l angpack-
-l angpack-
- | angpack-
- | angpack-
-l angpack-
- | angpack-
-l angpack-
- | angpack-
- | angpack-
-l angpack-
- | angpack-
-l angpack-
- | angpack-
-l angpack-
- | angpack-
- | angpack-
-l angpack-
-l angpack-

-l angpack-
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e glibc-1angpack-ht
e glibc-1angpack-hu
e glibc-1angpack-hy
e glibc-1angpack-ia
e glibc-1angpack-id
e glibc-langpack-ig
e glibc-1angpack-ik
e glibc-langpack-is
e glibc-1angpack-it
e glibc-1angpack-iu
e glibc-1angpack-ja
e glibc-1angpack-ka
e glibc-1angpack-kab
e glibc-1angpack-kk
e glibc-1angpack-k

e glibc-1angpack-km
e glibc-1angpack-kn
e glibc-1angpack-ko
e glibc-1angpack- kok
e glibc-1angpack-ks
e glibc-1angpack-ku
e glibc-1angpack-kw
e glibc-langpack-ky
e glibc-1angpack-1b
e glibc-langpack-1g
e glibc-1angpack-I

e glibc-1angpack-1ij
e glibc-langpack-In
e glibc-1angpack-1o0
e glibc-langpack-1t
e glibc-1angpack-1v
e glibc-1angpack-1zh
e glibc-1angpack-mg
e glibc-1angpack- i
e glibc-1angpack-nfe
e glibc-1langpack-ng
e glibc-1angpack-nhr
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e glibc-1angpack-ni

e glibc-1angpack-mq
e glibc-1angpack-njw
e glibc-1angpack-nk
e glibc-1angpack-mn

e glibc-langpack-m
e glibc-1angpack-mi
e glibc-1angpack- mw
e glibc-1angpack-nr
e glibc-1langpack-ns
e glibc-langpack-nt
e glibc-1angpack-ny
e glibc-1angpack-nan
e glibc-1angpack-nb
e glibc-1angpack-nds
e glibc-1angpack-ne
e glibc-1angpack-nhn
e glibc-1angpack-niu
e glibc-1langpack-n

e glibc-langpack-nn
e glibc-1angpack-nr
e glibc-1angpack-nso
e glibc-1langpack-oc
e glibc-1angpack-om
e glibc-1angpack-or
e glibc-1langpack-os
e glibc-1angpack-pa
e glibc-1angpack-pap
e glibc-1angpack-p

e glibc-1angpack-ps
e glibc-1angpack- pt
e glibc-1angpack-quz
e glibc-1angpack-r aj
e glibc-1angpack-ro
e glibc-langpack-ru
e glibc-1langpack-rw

e glibc-1angpack-sa
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e glibc-1angpack-sah
e glibc-1angpack-sat
e glibc-langpack-sc
e glibc-1angpack-sd
e glibc-1angpack-se
e glibc-1langpack-sgs
e glibc-1angpack-shn
e glibc-1langpack-shs
e glibc-1angpack-s

e glibc-1angpack-sid
e glibc-langpack-sk
e glibc-1langpack-s

e glibc-1angpack-sm
e glibc-1angpack-so
e glibc-1angpack-sq
e glibc-1angpack-sr
e glibc-langpack-ss
e glibc-1angpack-st
e glibc-1langpack-sv
e glibc-1angpack-sw
e glibc-1angpack-sz
e glibc-1langpack-ta
e glibc-1angpack-tcy
e glibc-1angpack-te
e glibc-1angpack-tg
e glibc-1angpack-th
e glibc-1angpack-the
e glibc-langpack-ti

e glibc-1angpack-tig
e glibc-langpack-tk
e glibc-1angpack-tl

e glibc-langpack-tn
e glibc-1angpack-to
e glibc-1angpack-tp
e glibc-langpack-tr
e glibc-langpack-ts
e glibc-1angpack-tt
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e glibc-1angpack-ug

e glibc-1angpack-uk

e glibc-langpack-unm

e glibc-1angpack-ur

e glibc-1angpack-uz

e glibc-1angpack-ve

e glibc-1angpack-vi

e glibc-1angpack-wa

e glibc-1angpack-wae

e glibc-1angpack-wal

e glibc-1angpack-wo

e glibc-1angpack-xh

e glibc-1angpack-yi

e glibc-1angpack-yo

e glibc-1angpack-yue

e glibc-1angpack-yuw

e glibc-1angpack-zh

e glibc-1angpack-zu

e glibc-mniml-|angpack
e grub2-common

e grub2-efi-aa64- modul es
e grub2-efi-x64

e grub2-efi-x64-cdboot
e grub2-efi-x64-modul es
e grub2-pc

e grub2-pc-nodul es

e grub2-tools

* grub2-tool s-ef

e grub2-tool s-extra

e grub2-tools-ninim

e grubby

e iscsi-initiator-utils
e iscsi-initiator-utils-iscsiuio
e iw 1000-firmare

e iw 100-firmare

e iw 105-firmare

o iw135-firmware
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i Wl 2000- firmare
iw 2030-firmare
i W 3160-firmare
iwl 3945-firnmnare
i W 4965-firmare
i Wl 5000- firmare
iwl 5150-fi rmaare
i Wl 6000- firmare
i wl 6000g2a-firmare
i wl 6000g2b-firmare
i Wl 6050-firmare
iwl 7260-firmiare

i W ax2xx-firnmware

kexec-tool s
krmod

knod- kvdo
kmod- | i bs
krb5-1ibs
krb5- pki nit

krb5- server

kr b5-server-| dap

kr b5-wor kst ati on

l'i batonic

l'i bbpf

l'i bdnf

l'i bertas-sd8686-firmare
l'i bertas-sd8787-firmare
|'i bertas-usbh8388-firmare
|i bertas-ush8388-ol pc-firnmnare
l'ibgcc

libgfortran

l'i bgonp

l'i bi pa_hbac

l'i bkadnb

l'i bkcapi

l'i bkcapi - hmaccal ¢

[i bnsl
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e libquadmath

e libreport-filesystem
e libsss_autofs

e libsss_certmp

e libsss_idmap

e libsss_nss_idmap

e libsss sinpleifp

e libsss_sudo

e libstdc++

e linux-firmware

e linux-firmnare-core

e linux-firmare-whence
« ntel og

e mcrocode _ctl

e Networ kManager

e Networ kManager - ads|

e Networ kManager - bl uet oot h

e Networ kManager - confi g- connectivity-oracle
e Networ kManager - confi g- server

*  Networ kManager-initscripts-updown
e Networ kManager -1 i bnm

e Networ kManager -t eam

*  Networ kManager -t ui

e Networ kManager - wi fi

*  Networ kManager - wan

e nscd
e nvnetcli
e openssl

o openssl-libs

* oracle-indexhtn

°  0S-prober

* pcre2

*  pcre2-syntax

o polkit

e polkit-1ibs

e python3-char det

e python3-configshell
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*  python3- dnf

e python3-dnf-pl ugi n-post-transaction-actions
e python3-dnf-plugins-core
e python3-dnf-pl ugi n-versionl ock
e python3-firewall

e python3- hawkey

e python3-idna

e python3-1ibdnf

e python3-1ibi pa_hbac

e python3-1ibsss nss_idmap
e python3- pysocks

e python3-pyyan

e python3-requests

e python3-rpm

e python3-six

e python3-sss

e python3-sssdconfig

e python3-sss-nurmur

e python3-urllib3

e redhat-rel ease

e rpm

e rpmbuild-libs

e rpmlibs

e rpmplugin-audit

e rpm plugin-selinux

e rpmsign

e rpmsign-libs

e selinux-policy

e selinux-policy-doc

e selinux-policy-ms

e selinux-policy-sandbox

e selinux-policy-targeted
e shimx64

° SO0S

e sos-audit

e sssd

e sssd-ad
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Modified Binary Packages for CodeReady Linux Builder by Oracle

sssd-
sssd-
sssd-
sssd-
sssd-
sssd-
sssd-
sssd-
sssd-
sssd-
sssd-
sssd-

sssd-

sssd
syst
syst
syst
syst
syst
syst
syst
syst

tune

t uned- profil es-cpu-partitioning

vim
vim
yum

yum

client
common
conon- pac
dbus

i pa

kcm

kr b5

kr b5- common
| dap
nfs-idmap
pol kit-rules
pr oxy

tool s

- Wi nbi nd-i dmap
emd

end- cont ai ner
emd-1ibs

emd- oond

end- pam
end- r esol ved
end- r pm macr 0s
emd- udev

d

filesystem

m ni ma

utils

Chapter 6

Changes to Binary Packages

The following binary packages to CodeReady Linux Builder by Oracle have been modified:

anaconda- wi dget s- deve

cras

cups

dot net - sdk- 6. 0-source-built-artifacts

dove

dove

h- devel

-filters-deve

cot

cot - deve
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fwupd- deve

gcce- pl ugi n-deve
glibc-benchtests
gl i bc- nss-devel

glibc-static

j ava- 11- openj dk- deno- f ast debug

j ava- 11- openj dk- deno- sl owdebug

j ava- 11- openj dk- devel - f ast debug

j ava- 11- openj dk- devel - sl owdebug

j ava- 11- openj dk- f ast debug

j ava- 11- openj dk- headl ess- f ast debug

j ava- 11- openj dk- headl ess- sl owdebug

j ava- 11- openj dk- j nods- f ast debug

j ava- 11- openj dk- j nods- sl owdebug

j ava- 11- openj dk- sl owdebug

j ava- 11- openj dk- src-f ast debug

j ava- 11- openj dk- sr c- sl owdebug

java-11-openj dk-static-1ibs-fastdebug

java- 11
java-1. 8. 0- openj dk-
j ava- 1. 8. 0- openj dk-
j ava- 1. 8. 0- openj dk-
java-1. 8. 0- openj dk-
j ava- 1. 8. 0- openj dk-
java-1. 8. 0- openj dk-
j ava- 1. 8. 0- openj dk-
j ava- 1. 8. 0- openj dk-
j ava-1. 8. 0- openj dk-
j ava- 1. 8. 0- openj dk-
knmod- deve

l'i bbpf - deve

l'i bbpf-static

l'i bdnf - deve

l'i bguest fs-deve

| i bguest f s- gobj ect

l'i bguest fs-gobject-

-openj dk-static-Iibs-sl owdebug

deno- f ast debug
deno- sl owdebug
devel - fast debug
devel - sl owmdebug
fast debug

headl ess- f ast debug
headl ess- sl owdebug
sl owdebug
src-fastdebug

src-sl owdebug

devel

| i bguest f s- man- pages-j a
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I'i bguest f s- man- pages- uk
|'i brados-devel

|'i bradospp- devel

l'i br bd-devel

l'i breoffice-sdk

l'i breoffice-sdk-doc
libsss_nss_i dnap-devel
l'i bstdc++-static
l'ibvirt-devel
l'ibvirt-docs
l'ibvirt-lock-sanl ock

| ua- guestfs

npi ch

munge- devel

Net wor kManager - | i bnm devel
ngi nx- nmod- devel

nss_db

nss_hesi od

ocan

ocam - conpi l er-1ibs
ocanl - docs

ocam -1i bguestfs

ocam -1i bguest f s- devel
ocan - ocanl doc

ocam -runtime

ocanl - sour ce

Qpenl PM - devel
openscap- engi ne- sce- devel
PackageKit-glib-devel
php- i bguestfs

pyt hon3-i pat ests

pyt hon3- npi ch

pyt hon3-psutil-tests
pyt hon- packagi ng- doc
ruby-1ibguestfs

sanl ock- devel

sendmai |l -m | ter
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Modified AppStream Binary Packages

sendmai | -mi | ter-deve
t 0g- pegasus- deve
Virt-v2v- man- pages-j a

virt-v2v- man- pages- uk

Chapter 6

Changes to Binary Packages

The following binary packages from the AppStream upstream release have been modified:

anaconda

anaconda- core
anaconda- dr acut
anaconda- gu
anaconda-instal | - env-deps
anaconda-instal | -i mg- deps
anaconda-tu
anaconda- user - hel p
anaconda- wi dget s
aspnetcore-runtime-6.0
aspnet core-targeting-pack-6.0
aut ocorr - af

aut ocorr-bg

autocorr-ca

aut ocorr-cs

aut ocorr-da

aut ocorr-de

autocorr-dsh

autocorr-e

autocorr-en

aut ocorr-es

autocorr-fa

autocorr-fi

autocorr-fr

aut ocorr-ga

aut ocorr-hr

aut ocorr-hsb

autocorr-hu

autocorr-is

autocorr-it
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autocorr-ja
aut ocorr-ko
autocorr-1lb
autocorr-1|t
aut ocorr-m
autocorr-n
autocorr-p
aut ocorr - pt
autocorr-ro
autocorr-ru
aut ocorr-sk
autocorr-s
aut ocorr-sr
aut ocorr-sv
autocorr-tr
aut ocorr-vi
autocorr-vro
autocorr-zh
bi nutil s-deve
blivet-data
boom boot
boom boot - conf
bui | dah

bui | dah-tests
cl ang

cl ang- anal yzer
cl ang- deve

clang-1ibs

cl ang-resource-fil esystem

clang-tool s-extra

cloud-init

cockpi t - conposer
cockpi t - machi nes

cockpi t - packageki t

cockpit-pcp

cockpi t - sessi on-recording

cockpit-storaged
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e conpat-libgfortran-48
e conpat-openss| 11

e contai ners-conmon

e container-tools

° cpp

e crash

e cups-filters

e cups-filters-libs

e dbus-daenon

e dbus-devel

e dbus-x11
e ddiskit
o delve

e dot net - apphost - pack-6. 0
* dot net - host

e dotnet-hostfxr-6.0

e dotnet-runtine-6.0

* dotnet-sdk-6.0

e dotnet-targeting-pack-6.0
e dotnet-tenplates-6.0
* dovecot

e dovecot - nysq

e dovecot - pgsq

e dovecot - pi geonhol e

e dracut-caps

e dracut-live

e efi-srpmmacros

* eth-tools-bhasic

* eth-tools-fastfabric
« fapolicyd

« fapolicyd-selinux

o firefox

o firewall-applet

e firewall-config

e fwupd-plugi n-flashrom
e galera

s gce
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° gCC-C++

e gcc-gfortran

e gcc-of fl oad- nvpt x
e gcc-pl ugi n-annobi n
e gdb

e gdb-doc

e gdb- gdbserver

e gdb- headl ess

e gdb- m ni mal

e git-clang-format
e glibc-devel

e glibc-doc

e glibc-headers

e glibc-1ocal e-source
e glibc-utils

e gnome- shel | - ext ensi on- backgr ound- | ogo
e httpd

e httpd-core

e httpd-devel

e httpd-filesystem
e httpd- manual

e httpd-tools

e idmpki-acne

e idmpki-base

e idmpki-ca
 idmpki-java

e idmpki-kra

e idmpki-server

e idmpki-tools

e initial-setup

* initial-setup-gui
e ipa-client

e ipa-client-common
e ipa-client-epn

* ipa-client-sanba
e ipa-comon

* ipa-selinux

Release Notes for Oracle Linux 9.1
F70545-08 January 26, 2026

Copyright © 2022, 2026, Oracle and/or its affiliates. Page 19 of 39



ORACLE

i pa- server
i pa-server-

i pa- server -

conmon

dns

i pa-server-trust-ad

j ava- 11- ope
java- 11- ope
j ava- 11- ope
java- 11- ope
j ava- 11- ope
j ava- 11- ope
j ava- 11- ope
j ava- 11- ope
java- 11- ope
j ava- 0-
j ava-
j ava-
j ava-

j ava-

L el
®© © © o © ®
©O o o o o o

j ava-
java-1.8.
kr b5- deve
ksh

l'i basan

|'i bbl ockdev

l'i bbl ockdev-
|'i bbl ockdev-
|'i bbl ockdev-
|'i bbl ockdev-
l'i bbl ockdev-
l'i bbl ockdev-
|'i bbl ockdev-
l'i bbl ockdev-
l'i bbl ockdev-
|'i bbl ockdev-
l'i bbl ockdev-
|'i bbl ockdev-
l'i bbl ockdev-
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nj dk

nj dk- de
nj dk- de
nj dk- he

nmo
ve

adl ess

nj dk- j avadoc

nj dk-j avadoc- zi p

nj dk- j nods

nj dk- sr
nj dk- st
openj dk

- openj dk-
- openj dk
- openj dk
- openj dk
- openj dk
- openj dk-

btrfs
crypto
dm

fs

kbd

| oop
lvm

I vm db
mdr ai d

npat h

part
pl ugin

Copyright © 2022, 2026, Oracle and/or its affiliates.

C

atic-libs

deno

- devel

-headl ess

-j avadoc

-j avadoc-zi p

Src

us

nvdi mm

s-al
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l'i bbl ockdev
|'i bbl ockdev
l'i bbl ockdev
l'ibgccjit
libgccjit-d
| i bgonp- of f
|i bguestfs
l'i bguestfs-
|'i bguestfs-
l'i bguestfs-
l'i bguestfs-
l'i bguestfs-
l'i bguestfs-
libitm

l'i bi t mdeve
l'iblsan

l'i bquadnmat h
l'i brados2
l'i brbdl

l'ibreoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'ibreoffice-

l'i breoffice-

Release Notes for Oracle Linux 9.1
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-swap
-tools

-utils

eve

| oad- nvpt x

appl i ance

bash- conpl eti on
i nspect -i cons
rescue

rsync

xfs

- deve

base

calc

core

data

draw
emai | mer ge
filters

gdb- debug- support
graphicfilter
gt k3

hel p- ar
hel p- bg
hel p- bn
hel p- ca

hel p-cs
hel p- da

hel p-de
hel p- dz
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l'ibreoffice-
l'ibreoffice-
l'ibreoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'i breoffice-
l'i breoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'ibreoffice-

l'i breoffice-
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hel p-
hel p-
hel p-
hel p-
hel p-
hel p-

hel p-fi

hel p-
hel p-
hel p-
hel p-
hel p-
hel p-
hel p-

hel p-i
hel p-i
hel p-j

hel p-
hel p-
hel p-
hel p-
hel p-
hel p-
hel p-
hel p-
hel p-
hel p-
hel p-
hel p-
hel p-
hel p-
hel p-
hel p-
hel p-
hel p-
hel p-
hel p-
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pt-BR
pt-PT

Si
sk
sl

SV

zh- Hans
zh- Hant
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l'ibreoffice
l'ibreoffice
l'ibreoffice
libreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
libreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
libreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice

libreoffice
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-inpress
ki t

-l angpack-
- | angpack-
- | angpack-
-l angpack-
- | angpack-
-l angpack-
- | angpack-
- | angpack-
-l angpack-
- | angpack-
-l angpack-
- | angpack-
- | angpack-
- | angpack-
- | angpack-
-l angpack-
-l angpack-
-l angpack-
- | angpack-
- | angpack-
-l angpack-
- | angpack-
-l angpack-
- | angpack-
- | angpack-
-l angpack-
- | angpack-
-l angpack-
- | angpack-
-l angpack-
-l angpack- i
- | angpack-
-l angpack-
-l angpack-

-l angpack-
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bg
bn
br
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cs
cy
da
de
dz
e
en
eo
es
et
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fa
f
fr
fy
ga
g
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he
h
hr
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ja
kk
kn
ko
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l'ibreoffice
l'ibreoffice
l'ibreoffice
libreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
libreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
libreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice

libreoffice
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-l angpack-
- | angpack-
-l angpack-

- | angpack-

I t
v
m

m

-l angpack- nr

-l angpack-
- | angpack-
-l angpack-
- | angpack-
- | angpack-
-l angpack-
- | angpack-
-l angpack-
- | angpack-
- | angpack-
- | angpack-
- | angpack-
-l angpack-
-l angpack-
-l angpack-
- | angpack-
- | angpack-
-l angpack-
- | angpack-
-l angpack-
- | angpack-
- | angpack-
-l angpack-
- | angpack-
-l angpack-
- | angpack-
-l angpack-
- | angpack-
- | angpack-
-l angpack-

-l angpack-

-mat h
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libreoffice-ogltrans

l'i breof fice-opensynbol -fonts

l'i breoffice-pdfinport
l'ibreoffice-pyuno
l'ibreoffice-ure

l'i breoffice-ure-common
l'ibreoffice-w ki-publisher
libreoffice-witer
l'ibreoffice-x11
l'ibreoffice-xsltfilter

l'i breport

l'i breport-anaconda

l'i breport-cl

l'ibreport-gtk

l'i breport-plugin-bugzilla

l'i breport-plugin-reportupl oader
l'i breport-web

l'i breswan

|'i bstdc++- deve

|'i bstdc++-docs

l'ibtsan

|'i bubsan

libvirt

libvirt-client

l'ibvirt-daenon

l'i bvirt-daenon-config-network
l'ibvirt-daenon-config-nwfilter
l'ibvirt-daemon-driver-interface
l'i bvirt-daenon-driver-network
l'ibvirt-daemon-driver-nodedev
l'ibvirt-daemon-driver-nwfilter
l'ibvirt-daenon-driver-gem
l'ibvirt-daenon-driver-secret
l'ibvirt-daenon-driver-storage
l'ibvirt-daenon-driver-storage-core
l'ibvirt-daemon-driver-storage-di sk

l'ibvirt-daenon-driver-storage-iscs
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l'ibvirt-daenon-driver-storage-|ogica
l'ibvirt-daenon-driver-storage-npath
[ibvirt-daenon-driver-storage-rhbd
l'ibvirt-daenon-driver-storage-scs
l'ibvirt-daemon-kvm

libvirt-libs

libvirt-nss

l'i bxslt

libxslt-deve

| or ax

| or ax- docs

| orax- | nc-novirt

| orax-|nc-virt

| orax-tenpl at es-generic

| orax-tenpl ates-rhe

mecab- i padi ¢

mecab- i padi ¢c- EUCIP

mod_| dap

mod_| ua

mod_proxy_htm

mod_sessi on

mod_ssl

npi ch

npi ch- aut ol oad
npi ch- deve

npi ch- doc
nunge
munge- | i bs

net st andar d-t ar geti ng- pack-2. 1

Net wor kManager - ¢l oud- set up

Net wor kManager - di spat cher-routing-rul es

Net wor kManager - ovs
Net wor kManager - ppp
ngi nx

ngi nx-al | - modul es

ngi nx-core

ngi nx-fil esystem
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ngi nx- mod- htt p-i mage-filter
ngi nx- mod- ht t p- per

ngi nx- mod- htt p-xslt-filter
ngi nx- mod- mai

ngi nx- mod- st ream

npm

ntsysv

opa- address-resol ution

opa- basi c-tool s

opa-fastfabric

opa-fm
opa- | i bopangt
Qpenl PM

Qpenl PM - | anser v
Qpenl PM -1 bs
openscap

openscap- deve
openscap- engi ne- sce
openscap- pyt hon3

openscap- scanner
openscap-utils

openss| - deve

openssl| - per|l

open-vmtool s
open-vmt ool s- deskt op
open-vmt ool s-sal t-mnion
open-vmt ool s-sdnp
open-vmt ool s-test

oscap- anaconda- addon

osi nfo-db

PackageKi t
PackageKi t - conmand- not - f ound
PackageKit-glib
PackageKi t - gstreaner-pl ugin
PackageKi t - gt k3- modul e
pcre2-deve

pcre2-utfl16
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f32
-CQuestfs

-core-1libs
-graphics-1ibs

- pl ugi n-f ade-t hr obber
-pl ugi n-1 abe

-pl ugi n-scri pt

- pl ugi n-space-fl ares
-pl ugi n-two-step
-scripts
-systemthene

-t hene- charge
-thene-fade-in

-t hene-scri pt

-t hene- sol ar
-theme-spinfinity

-t henme- spi nner

e pcre2-ut
e perl-Sys
e perl-XM-Parser
* pesign

e plynouth
e plynouth
e plynouth
e plynouth
e plymouth
e plynouth
° plymouth
e plynouth
e plynouth
e plymouth
e plynouth
e plymouth
e plynouth
e plynouth
e« plymuth
e plynouth
e podman

e podman-c
e podman-d

e podman-g

e podman-p
e podman-r
e podman-t
e polkit-d
e polkit-d
*  pyki ckst
e python3-
e python3-
*  python3-
e python3-
*  python3-
e python3-
e python3-
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e python3-idm pki

e python3-ipaclient

e python3-ipalib

e python3-ipaserver

e python3-iscsi-initiator-utils
e python3-Kkickstart

e python3-1libguestfs

e python3-1ibreport

e python3- nunpy

e python3- nunpy- f 2py

e python3- packagi ng

e python3-ply

e python3-psutil

e python3- pycparser

e python3- PyMySQL

e python3-requests+security
e python3-request s+socks
e python3-rtslib

e python3-sanl ock

e python3-scipy

e python3-ton

o rear

° rhel-systemroles

e rpmapidocs

e rpmbuild

e rpmcron

e rpmdevel

e rpndevtool s

e rpmplugin-fapolicyd

e rpmplugin-ina

e rpmplugin-sysl og

e rpm pl ugin-syst enmd-i nhi bit
e sanl ock

e sanlock-lib

e scap-security-guide

e scap-security-guide-doc

e selinux-policy-devel
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sendmai |

sendnai | - cf

sendni | - doc

set roubl eshoot

set roubl eshoot - pl ugi ns
setroubl eshoot - server
sssd-idp

sysst at

syst emd- devel

systend-j ournal -renote
systent ap
systentap-client

syst ent ap- devel

syst ent ap- exporter
systentap-initscript
systentap-runtime
systentap-runtinme-java
syst ent ap- runti me- pyt hon3
systent ap-runtime-virtguest
systent ap-runtime-virthost
syst ent ap- sdt - devel

syst ent ap- server
target-restore

t hunder bird

t 0g- pegasus

t 0g- pegasus- i bs

t uned- gtk
tuned-profiles-atonic

t uned- profil es-nssql

t uned- profiles-oracle

t uned- profi | es- post gresql
t uned- profil es-spectrunscal e
tuned-utils

vi m comon

vi m enhanced

vi m X11

virt-p2v
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e virt-vav

e virt-v2v-bash-conpletion
e \WALi nuxAgent

* WAL nuxAgent - udev

*  Xsane

e XSsane- conmon

Removed BaseOS Binary Packages

The following binary packages from the BaseOS upstream release have been removed:
e kpatch

e kpatch-dnf

e |ibdnf-plugin-subscription-manager
e netronone-firmare

e python3-cl oud- what

e python3-subscri ption-nmanager-rhsm
e redhat-rel ease-eul a

° rhsmicons

e subscription-nmanager

e subscription-manager-cockpit

e subscription-manager-pl ugi n-ostree

e subscription-manager-rhsmcertificates

Removed AppStream Binary Packages

The following binary packages from the AppStream upstream release have been removed:

e ansible-collection-mcrosoft-sql

e ansible-collection-redhat-rhel _ngnt
e insights-client

e libreport-rhel -anaconda-bugzilla

e Networ kManager - confi g- connecti vi ty-redhat
e realtinme-tests

e redhat - backgr ounds

e redhat-cloud-client-configuration

e redhat-indexhtn

e redhat-I| ogos

e redhat-logos-httpd

e redhat-|ogos-ipa

e rhc
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rhc-wor ker - pl aybook
t ool box

t ool box-tests
virtio-wn

virt-who

Removed CodeReady Linux Builder Binary Packages

The following binary packages from the CodeReady Linux Builder upstream release have been
removed:

redhat -sh-certs

rhc- devel

Changes to Source Packages

This section contains information about the removed, modified, and new source packages in
this release. For information about the binary package changes, see Changes to Binary

Packages.

Added Source Packages for BaseOS by Oracle

The following source packages have been added to the BaseOS by Oracle:

bcache-tool s

btrfs-progs

dtrace
ker nel - uek
ocfs2-tool s

oracl e-i ndexht n

oracl el i nux-rel ease
oracl el i nux-rel ease-el 9
oracl e-1 ogos

rhnsd

Added Source Packages for AppStream by Oracle

The following source packages have been added to AppStream by Oracle:

dnf - pl ugi n- spacewal k
dtrace

pyQpenSSL

pyt hon3-dnf - pl ugi n-ul ni nfo
pyt hon- hwdat a

rhn-client-tools
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Modified BaseOS Source Packages

rhnlib

Chapter 6
Changes to Source Packages

The following source packages from the BaseOS upstream release have been modified:

autof s
bcache-tool s
binutils
chkconfig
chrony

cockpi t
coreutils

dbus

dnf

dnf - pl ugi ns-core
dracut

ef i boot myr
efi-rpm macros
firewalld
fwupd

gcc

glibc

grub2

gr ubby
iscsi-initiator-utils
kexec-tool s
krmod

kmod- kvdo

kr b5

l'i bbpf

l'i bdnf

|'i bkcapi

l'i breport

l'i nux-firmare
mcel og

m crocode_ct |
Net wor kManager

nvret cl
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Modified AppStream Source Packages

openss
oracl e-i ndexht m
0s- pr ober

pcre2

pol Ki t

pyt hon- char det
pyt hon- confi gshel
pyt hon-i dna

pyt hon- pysocks
pyt hon-request s
pyt hon- si X
python-urllib3
Py YAM.
redhat -rel ease
rpm

sel i nux- policy
shim

S0S

sssd

systend

t uned

vim
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The following source packages from the AppStream upstream release have been modified:

anaconda
anaconda- user - hel p
bi nutils

boom boot
bui | dah

ceph

chkconfig

cl ang

cloud-init
cockpi t
cockpi t - conposer

cockpi t - machi nes
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e cockpit-session-recording
e conpat-libgfortran-48

e conpat-openssl 11

e contai ners-conmon

e container-tools

e crash

e cups-filters

e dbus
e ddiskit
o delve

e dnf-plugins-core

e dotnet6.0
e dovecot
e dracut

e efi-rpmnacros
e eth-tools

« fapolicyd

o firefox

e firewalld

 fwpd
 galera
e gcc

e gdb

e glibc

e gnomne-shel | - ext ensi on- backgr ound- | ogo
e httpd

e initial-setup

e ipa

 iscsi-initiator-utils

* java-11-openjdk

e java-1.8.0-openjdk

e krbb

e ksh

e |ibbl ockdev
e libguestfs
* libreoffice
e libreport
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['i breswan
[ibvirt
[ i bxslt

| or ax

| orax-tenpl ates-rhe

mecab- i padi ¢
npi ch

nunge

Net wor kManager
ngi nx

nunpy

opa-ff
opa-fm

Openl PM
openscap
openss

open-vmtool s

oscap- anaconda- addon

osinfo-db
PackageKi t

pcre2

per| - XM_- Par ser
pesi gn

pki - core

pl ynout h

podnan

pol ki t

pyki ckstart
python-attrs

pyt hon- bl i vet
pyt hon-cffi

pyt hon- packagi ng
pyt hon-ply

pyt hon- psut i

pyt hon- pycpar ser
pyt hon- PyM/SQL

pyt hon-request s
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python-rtslib

pyt hon-t om

rear

rhel -systemrol es
rpm

r pmdevt ool s

sanl ock
scap-security-guide
sci py

sel i nux-policy
sendmai

set r oubl eshoot

setroubl eshoot - pl ugi ns

sssd
sysst at
systemd
systentap

t hunder bird
t 0g- pegasus
t uned

vim
Virt-p2v
Virt-v2v
WALi nuxAgent

xsane
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Modified Source Packages for CodeReady Linux Builder by Oracle

The following binary packages to CodeReady Linux Builder by Oracle have been modified:

anaconda
ceph

crash
cups-filters
dotnet6.0
dovecot
fwupd

gcc

glibe
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Removed BaseOS Source Packages

i pa
j ava- 11- openj dk

java-1. 8. 0- openj dk

knod

l'i bbpf

l'i bdnf

|i bguestfs
l'ibreoffice
libvirt

npi ch

nunge

Net wor kManager
ngi nx

ocan

Qpenl PM
openscap
PackageKi t

pyt hon- packagi ng
pyt hon- psut i
sanl ock
sendmai

sssd

t 0g- pegasus

virt-vav

Chapter 6
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The following source packages from the BaseOS upstream release have been removed:

Removed AppStream Source Packages

kpat ch

subscri pti on- manager

The following source packages from the AppStream upstream release have been removed:

ansi bl e-col | ection-nicrosoft-sq

ansi bl e-col | ection-redhat -rhel _ngm

i nsi ghts-client
l'i bica

real tinme-tests
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o redhat-cloud-client-configuration
e redhat-indexhtm

e redhat-1ogos

* rhc

e rhc-worker-pl aybook

* tool box

e virtio-wn

e virt-who
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