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Preface

Oracle Linux 9: Release Notes for Oracle Linux 9.4 provides information about the new
features and known issues in the Oracle Linux 9.4 release. The information applies to both
x86_64 and 64-bit Arm (aarch64) architectures. This document might be updated after first

publication.
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About Oracle Linux 9

The current Oracle Linux 9 release contains new features and enhancements that improve
performance in different areas including automation and management, security and
compliance, container management, and developer tools. These enhancements are especially
designed to make the OS adaptable to different types of deployment such as on-premises
installations, hybrid deployments that combine on-premises and cloud installations, and full
cloud deployment.

s p
@ Important
Upgrading from an Oracle Linux Developer Preview release to its later official version

is not supported. If you're running the Developer Preview version, you must reinstall
the official Oracle Linux release upon its general availability.

System Requirements and Limitations

To check whether a specific hardware is supported on the current Oracle Linux 9 release, see
the Hardware Certification List at https://linux.oracle.com/hardware-certifications. Note that as
hardware becomes available and validated, the hardware is added to the list.

CPU, memory, disk and file system limits for all Oracle Linux releases are described in Oracle
Linux: Limits.

Avalilable Architectures

The release is available for installation on the following platforms:
«  Intel® 64-bit (x86_64) (x86-64-v2)

«  AMD 64-bit (x86_64) (x86-64-v2)

e 64-bit Arm (aarch64) (Arm v8.0-A)

The Arm platform runs only with Unbreakable Enterprise Kernel Release (UEK).

Shipped Kernels

For the x86_64 platform, the current Oracle Linux 9 release ships with the following default
kernel packages:

e 5.14.0-427.13. 1 (Red Hat Compatible Kernel (RHCK))
e 5.15.0-205. 149. 5. 1 (Unbreakable Enterprise Kernel Release 7 Update 2 (UEK R7U2))

For new installations, the UEK kernel is automatically enabled and installed. It also
becomes the default kernel on first boot.

For the aarch64 platform, Oracle Linux ships with the UEK kernel only.
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Chapter 1
About the Unbreakable Enterprise Kernel

The Oracle Linux release is tested as a bundle, as shipped on the installation media image.
When installed from the installation media image, the kernel's version included in the image is
the minimum version that's supported. Downgrading kernel packages isn't supported, unless
recommended by Oracle Support.

For more information about kernel availability on Oracle Linux 9 releases, see https://
docs.oracle.com/en/operating-systems/oracle-linux/9/boot/
oracle linux9_kernel_version_matrix.html.

About the Unbreakable Enterprise Kernel

The Unbreakable Enterprise Kernel (UEK) is a Linux kernel built by Oracle and supported
through Oracle Linux support. UEK is tested on Arm (aarch64), Intel® x86, and AMD x86
(x86_64) platforms. Each release contains added features, bug fixes, and updated drivers to
provide support for key functional requirements, improve performance, and optimize the kernel
for use on Oracle products such as Oracle's Engineered Systems, Oracle Cloud Infrastructure,
and large enterprise deployments for Oracle customers.

Typically, a UEK release contains changes to the kernel ABI relative to a previous UEK
release. These changes require recompilation of third-party kernel modules on the system. To
minimize impact on interoperability during releases, the Oracle Linux team works with third-
party vendors regarding hardware and software that have dependencies on kernel modules.
Thus, before installing the latest UEK release, verify its support status with the application
vendor.

The kernel ABI for a UEK release remains unchanged in all later updates to the initial release.

The kernel source code for UEK is available after the initial release through a public git source
code repository at https://github.com/oracle/linux-uek.

For more information about UEK such as tutorials, notices, and release notes of different UEK
versions, go to Unbreakable Enterprise Kernel documentation.

User Space Compatibility

Oracle Linux maintains user space compatibility with Red Hat Enterprise Linux (RHEL) that's
independent of the kernel version that underlies the OS. Existing applications in user space
continue to run unmodified on UEK with no required recertifications for Oracle Linux certified
applications.

Obtaining Installation Images

The following installation images for the current Oracle Linux 9 release are available:
*  Full ISO of Oracle Linux for typical on-premises installations
* Boot ISO of Oracle Linux for network installations

* Boot ISO of the official UEK release for installing on hardware which is supported only on
UEK

e Source DVDs

You can download these images from the following locations. Note that the images in these
locations are for both the x86_64 and aarch64 platforms, unless indicated otherwise:

e Oracle Linux yum server at https://yum.oracle.com/oracle-linux-downloads.html
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Chapter 1
Upgrading From Previous Oracle Linux Releases

For more information managing and updating software on Oracle Linux systems, see
Oracle Linux: Managing Software on Oracle Linux.

«  Oracle Software Delivery Cloud at https://edelivery.oracle.com

To prepare a downloaded image for installing Oracle Linux, see Oracle Linux 9: Installing
Oracle Linux.

@® Note

Aside from installation ISO images, you can also use Oracle Linux images to create
compute instances on Oracle Cloud Infrastructure. For information about these
images, see the release notes for the specific image that you're using on the Oracle
Cloud Infrastructure Documentation page.

To use Oracle Linux on Oracle Cloud Infrastructure, see https://docs.oracle.com/iaas/
oracle-linux/home.htm.

For information about the available ISO images for the three most recent updates to the Oracle
Linux releases, see https://yum.oracle.com/oracle-linux-isos.html.

Upgrading From Previous Oracle Linux Releases

You can upgrade an Oracle Linux 8 system to the Oracle Linux 9 release by using the | eapp
utility.

For step-by-step instructions and information about any known issues that might arise when
upgrading the system, see Oracle Linux 9: Upgrading Systems With Leapp.

Upgrading From Previous Oracle Linux Update Releases

You can upgrade an Oracle Linux 9 system from a previous update level to the current update
level by running the sudo dnf updat e command.

After performing a system update where many packages are updated, we recommend that you
reboot the system. System functionality might become unstable if core packages are updated
and the system isn't restarted to load the most recent updates. You can check whether a
system requires a restart by running:

dnf needs-restarting -r
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New Features and Changes

Unless indicated otherwise, the following new features, major enhancements, bug fixes, and
other changes that are introduced in this release of Oracle Linux 9 apply to both the x86_64
and 64-bit Arm (aarch64) platforms.

Installation and Boot

The following features, enhancements, and changes related to installation and boot are
introduced in this release of Oracle Linux 9.

Tailoring Options for the SCAP Security Profile to a Blueprint Customization

You can add tailoring options for a profile to the / b blueprint customizations by using the
following options:

« sel ect ed for the list of rules that you want to add
e unsel ect ed for the list of rules that you want to remove

With the default or g. ssgpr oj ect. cont ent rule namespace, you can omit the prefix for rules
under this namespace. For example: the or g. ssgproj ect. cont ent _grub2_passwor d and
grub2_passwor d are functionally equivalent.

When you build an image from that blueprint, it creates a tailoring file with a new tailoring
profile ID and saves it to the image as / usr/ shar e/ xm / osbui | d-oscap-tail ori ng/

tail oring.xm . The new profile ID will have _osbuild_tail oring appended as a suffix to the
base profile. For example, if you use the ci s base profile,

xccdf _org. ssgproject.content _profile cis_osbuild tailoring.

noom Updated to 1.6.0

The boompackage has been updated to 1.6.0. Notable changes include:

* boomcan use the syst end multi-volume snapshot boot syntax.

¢ New --nount and - - no- f st ab options for additional volumes to mount at the boot entry.

DEP and NX Options During Pre-Boot

The Data Execution Prevention (DEP), No Execute (NX), or Execute Disable (XD) memory
protection features are now included in the GRUB and shi mboot loaders to help prevent some
vulnerabilities during the preboot stage, such as a malicious EFI drivers.

Infrastructure Services

The following features, enhancements, and changes related to infrastructure services are
introduced in this Oracle Linux 9 release.
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chrony Updated to Version 4.5

The chrony packages are updated to version 4.5. Notable changes include:

* Added the AES-GCM-SIV cipher to shorten Network Time Security (NTS) cookies to avoid
some length-specific blocking of Network Time Protocol (NTP).

* Improved automatic NTP source replacement for unreachable NTP sources.
* Logging of important changes made by command requests using the chr onyc command.

«  Periodic refreshes of NTP sources. The default refresh period is two weeks. You can
disable refreshes by adding the ref resh 0 configuration entry in the chrony. conf file.

* Improved logging of source selection failures and falsetickers.

e Added the hwt sti meout directive to configure timeout for late hardware transmit
timestamps.

* Added the chronyd-restrict ed service as an optional service for minimal client-only
configurations so that the chr onyd service can be started without r oot privileges.

* Fixed the presend option in i nt er | eaved mode.

«  Fixed reloading of modified sources from the sour cedi r directories.

1inuxptp Updated to Version 4.2

[i nuxpt p is an implementation of the Precision Time Protocol (PTP). The | i nuxpt p package is
updated to version 4.2 to include the following notable changes:

e Multiple domain capability in the phc2sys tool.

* Clock update and change notifications in the Precision Time Protocol (PTP) parent
dataset.

* Addition of the PTP Power Profile (IEEE C37.238-2011 and IEEE C37.238-2017).

Security

The following features, enhancements, and changes related to security are introduced in this
Oracle Linux 9 release.

libkeapi Can Target File Names in Hash-Sum Calculations

The | i bkcapi packages includes a new - T option that specifies target file names in hash-sum
calculations. This option must be used with the - ¢ option that specifies the HMAC files and
overrides the target file names specified in the HMAC file. For example:

$ sha256hmac -c¢ <hmac_file> -T <target file>

Crypto-Policies Updated to Enable Message Authentication Codes in SSH

The system-wide cryptographic policies (crypt o- pol i ci es) can be configured with options that
control handling of message authentication codes (MACSs) for the SSH protocol. The crypt o-
pol i ci es option ssh_et mis now a tri-state et m@SH option. The previous ssh_et moption has
been deprecated.
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You can set ssh_et mto one of the following values:

*  ANY: to allow both encrypt - t hen- mac and encr ypt - and- mac MACs.
e DI SABLE_ETM to prevent encrypt -t hen- mac MACs.
e DI SABLE_NON_ETM to prevent MACs that don't use encrypt - t hen- nac.

Ciphers that use implicit MACs are always allowed because they use authenticated encryption.

semnage fcontext Orders Local File Context Modifications Correctly

The semanage fcontext -1 -Ccommand is updated to display rules in the
file_contexts.local fileinthe correct order, from oldest to newest, to improve SELinux rule
management when using the r est or econ command, which processes entries by age.

SELinux Policy Updated for Services

Several new rules are added to the SELinux policy that confine the following syst end services:

e nvme-stas
e realnd

Services that are affected by this update no longer run with the unconfi ned_servi ce_t
SELinux label, and can run successfully in SELinux enforcing mode.

SELinux Policy Updated for chronyd-restricted Service

The SELinux policy includes rules to confine the chronyd-restri ct ed service. The service
runs successfully in SELinux enforcing mode.

SELinux User Space Update to Version 3.6

The SELinux user-space component packages are updated to version 3.6. The following
component packages are updated:

e |ibsepol
e libselinux
* |ibsemanage

e policycoreutils

e checkpolicy

e ncstrans

Notable changes include:

e Addition of deny rules in SELinux Common Intermediate Language (CIL)
e Addition of not sel f and ot her keywords in CIL.

*  New get pol i cyl oad utility that prints the number of policy reloads.

GnuTLS Updated to Version 3.8.3

The gnut | s package is updated to version 3.8.3. Notable changes include:
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e The gnutls_hkdf expand function only accepts arguments with lengths less than or equal
to 255 times hash digest size, to comply with RFC 5869 2.3.

e Length limit for TLS PSK usernames has been increased to 65535 characters.

e Thegnutls_session_channel _bi ndi ng API function performs further checks when
GNUTLS_CB_TLS_EXPORTERIs requested according to RFC9622 4.2.

e The GNUTLS_NO STATUS REQUEST flag and the %O STATUS_REQUEST priority modifier are
added so that the st at us_request TLS extension can be disabled on the client side.

e GnuTLS ensures that the contents of the Change Cipher Spec message is equal to 1 when
the TLS version is older than 1.3.

e TLS extensions in ClientHello messages are shuffled to harden fingerprinting.
e GnuTLS can perform EADSA key generation on PKCS #11 tokens.

nett1e Updated to Version 3.9.1

The nett| e package is updated to version 3.9.1. Notable changes include:

e Includes Balloon password hashing.

e Includes SM4 block cipher.

e Includes SIV-GCM authenticated encryption mode.
e Includes OCB authenticated encryption mode.

e New exported functions nd5_conpr ess, shal_conpr ess, sha256_conpr ess,
sha512_conpr ess.

* Improved performance of the SHA-256 hash function for x86_64 platforms.

* Improved performance of the Poly1305 hash function for x86_64 platforms.

Oracle Linux 9 OpenSSL FIPS Provider Available

OpenSSL uses the fi ps. so shared library as a FIPS provider. With this update, the latest
version of fi ps. so submitted to the National Institute of Standards and Technology (NIST) for
certification is shipped in a separate openssl| - fi ps- provi der package. This package ensures
that future versions of OpenSSL use certified code or code undergoing certification.

OpenSSL Drop-In Directory for Provider Configuration

The OpenSSL TLS toolkit provides more atomic integration with provider APIs for installation
and configuration of modules that provide cryptographic algorithms. Provider-specific
configuration can be defined in separate . conf files in the / et ¢/ pki/t| s/ openssl . d directory.

p11-kit Updated to Version 0.25.3

The pl1-kit package is updated to version 0.25.3 and includes the p11- kit tool for managing
PKCS#11 modules, the t rust tool for operating on the trust policy store, and the p11- ki t
library. Notable changes include:

e Added integration with PKCS#11 version 3.0
e The pkcsll. h header file:
— Added ChaCha20/Salsa20, and Poly1305 mechanisms and attributes
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— Added AES-GCM mechanism parameters for message-based encryption
e Thepll-kit tool:

— Added commands to list and manage objects of a token (I i st -t okens, |i st -
mechani sns, | i st-obj ects, i mport-obj ect, export-object, del et e- obj ect, and
gener at e- keypai r)

— Added commands to manage PKCS#11 profiles of a token (i st-profil es, add-
profile,and del ete-profile)

— Added the print-confi g command for printing merged configuration
e Thetrust tool:

— Added the check- f or mat command to check the format of . p11-Kki t files

linkeapi Updated to Version 1.4.0

The | i bkcapi library is updated to version 1.4.0. Notable changes include:

e Added the sm8sumand sn8hnmac tools.
e Added the kcapi _nmd_snB and kcapi _nd_hmac_snB APIs.

Added SM4 convenience functions.

Added link-time optimization (LTO ) and LTO regression testing

» Fixed support for AEAD encryption of an arbitrary size with kcapi - enc.

OpenSSH Uses the sysusers.d Format for Creating Users and Groups

OpenSSH now uses the sysusers. d format to declare system users. Previously, static user add
scripts were used for this purpose.

OpenSSH Adds Authentication Delay Limits

OpenSSH artificially delays responses after login failure to prevent user enumeration attacks.
An upper limit on artificial delays is applied when remote authentication takes too long, for
example in privilege access management (PAM) processing.

stunnel Updated to Version 5.71

The stunnel TLS/SSL tunneling service is updated to version 5.71.
Notable changes include:

* Integration with latest PostgreSQL clients.

* New protocol Header service-level option to insert custom connect protocol negotiation
headers for software impersonation.

e New prot ocol Host option to control the client SMTP protocol negotiation HELO/EHLO
value.

* New client-side prot ocol = | dap availability.
* New sessi onResune service-level option to control whether a session can be resumed.
« Extended option to request client certificates in server mode with CApat h or CAfi | e.

* Improved file reading and logging performance.
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Added a configurable delay for the ret ry option.
OCSP stapling is requested and verified when veri f yChai n is set in client mode.
OCSP stapling is always available in server mode.

Inconclusive OCSP verification breaks TLS negotiation. You can disable this by setting
OCSPrequi re = no.

auit Updated to Version 3.1.2

The audi t package is updated to version 3.1.2. Notable changes include:

The aupar se library now interprets unnamed and anonymous sockets.

Added keyword, t hi s- hour, to the ausear ch and aur eport command start and end
options.

Added user friendly keywords for signals to the audi t ct | command.

The aupar se command is hardened to better handle corrupt logs.

The Prot ect Cont r ol G oups option is disabled by default in the audi t d service.
Rule checking for the exclude filter is fixed.

OPENAT? field interpretation is improved.

The audi spd af _uni x plugin is moved to a standalone program.

The Python binding is updated to disable setting Audit rules from the Python API to resolve
an issue in the Simplified Wrapper and Interface Generator (SWIG).

Added i o_uri ng asynchronous I/O API capability.

rsysl og Updated to Version 8.2310

Rsyslog is updated to version 8.2310. Notable changes include:

Customizable TLS/SSL encryption settings

Rsyslog includes features to configure unique TLS/SSL settings for each connection,
including specifying different CA certificates, private keys, public keys, and CRL files for
enhanced security and flexibility. For more information and usage, see documentation
provided in the r sysl og- doc package.

Improved capability dropping
Rsyslog includes new global options to define behavior when dropping capabilities:

— |ibcapng. defaul t : Defines how Rsyslog behaves when errors are returned while
dropping capabilities. The default value is on, which causes Rsyslog to exit if an error
related to | i bcapng occurs.

— |ibcapng. enabl e Controls whether Rsyslog drops capabilities during startup. If this
option is disabled, | i bcapng. def aul t has no impact and capability dropping is
disabled.

opencr ypt oki Updated tO VerSion 3220

The opencrypt oki package is updated to version 3.22.0. Notable changes include:

The AES- XTS key type can be used with the CPACF protected keys.
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* Certificate object management.

* Ano-Iogin option to create public sessions.

* Authentication as the Security Officer (SO).

e Capability to import and export the Edwar ds and Mont gonery keys.

e Capability to import RSA- PSS keys and certificates.

* Validation that the keys AES-XTS are different when they're created or imported.

SCAP Security Guide Updated to Version 0.1.72

Updates to the SCAP Security Guide include the following notable changes:
* Bash remediations are fixed to handle ISO9660 partitions in the fstab.

e The PCI DSS profile is aligned with the PCI DSS policy version 4.0.

e STIG profiles are aligned with the latest DISA STIG policies.

Networking

The following features, enhancements, and changes related to networking are introduced in
this Oracle Linux 9 release.

nmstate INCIUCES & priority BONd Property

You can set priority of bond ports through the pri ority property in the ports-confi g section of
an nnst at e framework configuration file. Example YAML file content might look as follows:

i nterfaces:
- name: bond99
type: bond
state: up
l'i nk-aggregation
mode: acti ve-backup
ports-config:
- nane: eth2
priority: 15

When an active port within the bonded interface is down, the Oracle Linux kernel re-elects the
next active port with the highest numerical value in the priority property, from the pool of all
backup ports.

The priority property is relevant for the following modes of the bond interface:

e active-backup
* balance-tlb

e balance-alb

nstate Attributes Available for VLAN Interfaces

The nnst at e framework is updated to introduce new VLAN configuration attributes:

Release Notes for Oracle Linux 9.4

F95366-07

March 26, 2026

Copyright © 2024, 2026, Oracle and/or its affiliates. Page 7 of 23



ORACLE Chapter 2
Networking

e registration-protocol : VLAN Registration Protocol. Values can be set to:
— gvrp (GARP VLAN Registration Protocol)
— mvrp (Multiple VLAN Registration Protocol)
— none

reor der - header s: a Boolean attribute to control whether output packet headers are
reordered.

* | oose- bi ndi ng: a Boolean attribute to control loose binding of the interface to the
operating state of its primary device.

A configuration entry might look similar to the following:

interfaces:
- nanme: ethl. 101
type: vlan
state: up
vl an:
base-iface: ethl
id 101

regi stration-protocol: mrp
| oose-bi nding: true
reorder-headers: true

nmstate Can Configure MACsec Interfaces

The nnst at e framework is updated so that you can configure MACsec interfaces to protect
their communication on Layer 2 of the Open Systems Interconnection (OSI) model, removing
any requirement to encrypt individual services later on Layer 7.

mstate CaN Configure IPSec Interfaces

The nnst at e framework is updated so that you can configure IPSec VPN interfaces by using
the underlying Libreswan utility. You can configure a selection of Libreswan VPN network
layouts, and authentication types with either tunnel (default) or transport configuration modes.
See https://nmstate.io/features/ipsec.html for more information.

mstate YAML file to Revert Network Changes

To change the network configuration, you can create a YAML network configuration file with
new network configuration settings. Before you apply this configuration file, you can use Use
Nnst at e to create a reversion file that identifies the differences between the new configuration
and the current configuration. You can apply this reversion file in case the new configuration
file causes any problems.

To revert the settings to the previous settings, do the following:

1. Create a YAML file with the new network configuration. For example,
new network _config.ym.
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2. Create a revert configuration file that contains the differences between intended settings in
new _network_config.ym and the current state. For example, run the following command:

nnstatect! gr new _network_config.ym revert.yn

3. Apply the configuration from new_net work_confi g. yni .

4. If you want now to switch back to the previous state, apply the revert. ynl file.

If you use the Nmstate API to create a revert configuration, you can also use the
Net wor kSt at e: : generate_revert (current) call to perform the reversion.

netfilter Update

With the update to RHCK to version 5.14.0-405 in Oracle Linux 9, several updates to the
netfilter component of the Oracle Linux kernel are now available. This update enables the
nf t abl es subsystem to match various inner header fields of tunnel packets for more granular
and effective control over network traffic.

rireval 1d Updated Handling of i ptani es Configuration

The firewal | d service is updated so that it doesn't remove all existing rules from the i pt abl es
configuration if both following conditions are met:

e firewalldis using the nftabl es back end.
* No firewall rules were created with the - - di r ect option.

Unnecessary operations, such as firewall rule flushes, are avoided to improve performance.
Integration with other software that might use i pt abl es configuration is also improved.

ot Resets nrianies rule-contained states

nft reset resets nftabl es rule-contained states. For example, you can reset counter and
guota statement values.

NetworkManager Includes an Option To Disable Sending @ ciient-i dentifier

You can now set i pv4. dhcp-client-id connection property to none to disable sending the
client identifier for DHCP server configurations that might require that a client doesn't sent a
client identifier. Note that setting this option is normally not recommended. When this option
isn't configured, a globally configured default from NetworkManager.conf is used. If no
configuration for the cl i ent-i dentifier is found in NetworkManager.conf, the client identifier
value depends on the DHCP client in use.

ss Utility Improved Visibility of TCP Bound-Inactive Sockets

The socket services ss utility now supports kernel dumps of TCP bound-inactive sockets. TCP
bound-inactive sockets are attached to an IP address and a port number but neither connected
nor listening on TCP ports.

To dump all sockets including TCP bound-inactive use the following command:

ss --all
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To dump only bound-inactive sockets use the following command:

ss --bound-inactive

iptavl es Updated to Version 1.8.10

i pt abl es is updated to version 1.8.10, with several upstream bug fixes and enhancements.

ntabl es Updated to Version 1.0.9

nftabl es is updated to version 1.0.9, with several upstream bug fixes and enhancements.

rireval 1d Updated to Version 1.3

The firewal | d package is updated to version 1.3, with several upstream bug fixes and
enhancements.

Kernel and System Libraries

The following notable features, enhancements, and changes apply to the Red Hat Compatible
Kernel (RHCK) that's shipped with the current Oracle Linux 9 version.

Intel® SGX Available in RHCK

Intel® Software Guard Extensions (Intel® SGX) is an Intel® technology for protecting selected
code and data from disclosure or modification.

Intel® SGX versions 1 and 2 are now available for use in Oracle Linux. Version 1 provides the
Flexible Launch Control mechanism that enables SGX technology on platforms. Version 2
provides the Enclave Dynamic Memory Management (EDMM) functionality.

Notable functionality includes:

e Update of EPCM permissions on regular enclave pages that belong to an initialized
enclave.

e Dynamically add regular enclave pages to an initialized enclave.
e Expand an initialized enclave to accommodate more threads.

* Remove regular pages and TCS pages from an initialized enclave.

IDXD Available in RHCK

The Intel® Data Streaming Accelerator Driver (IDXD) is an Intel® CPU integrated accelerator
that shares a work queue with process address space ID (pasi d) submission and shared
virtual memory (SVM). From this release, IDXD is a supported feature in RHCK.

File Systems and Storage

The following features, enhancements, and changes related to file systems and storage are
introduced in this Oracle Linux 9 release.
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NVME Over Fibre Channel Discovery and Connect

Using the nve- cl i utility, you can discover and connect to NVMe over Fibre Channel
(NVMe/FC) enabled host bus adapters (HBAs). For more information about this feature, see
Oracle Linux 9: Managing Storage Devices. For more information about compatible HBA
devices, see https://linux.oracle.com/Component Compatibility Guide.pdf.

NVMe Over Fibre Channel Installation

When you install Oracle Linux installation, you can now select NVMe over Fibre Channel
(NVMe/FC) devices under the NVMe Fabrics Devices section while adding disks in the
Installation Destination window. For more information about compatible HBA devices, see
https://linux.oracle.com/Component_Compatibility Guide.pdf.

NVMe Over Fiber Channel SAN Boot

You can now boot NVMe over Fibre Channel (NVMe/FC) on NVMe/FC host bus adapters that
support NVMe/FC boot capability. For more information about enabling NVMe/FC boot
capability, see the NVMe-FC host bus adapter (HBA) manufacturer documentation. For more
information about compatible HBA devices, see https://linux.oracle.com/
Component_Compatibility Guide.pdf.

Samba Updated to Version 4.19.4

The sanba packages are updated to 4.19.4. Notable changes include:

e The snbget utility is updated to use a common command line parser to handle command
line options and provides better authentication handling. This change is significant and can
break scripts that depend on snbget because the options interface has changed. Also, you
can no longer use the snbget r ¢ configuration file. For more information about changes to
smhget , run snbget - - hel p or see the snbget (1) manual page.

*  An update to the handling of wi nbi nd tracing, so that if wi nbi nd debug tracei d is enabled
in the snb. conf file, the wi nbi nd service logs the following fields:

— tracei d: shows records belonging to the same request.
— dept h: shows the request nesting level.

e Samba uses the GnuTLS cryptographic library functionality, to replace its own
cryptography implementation.

e Thedirectory nane cache size option is removed.

Before updating Samba and before you start the service, ensure that you back up the
database files because downgrading databases isn't supported. When the snbd, nnbd, or
W nbi nd services start, Samba automatically updates its t db database files.

Use the t est par mutility to verify the / et ¢/ sanba/ snb. conf file after updating Samba.

mul ti pat h. conf Includes New max_retries Optlon

The multipath.conf configuration file for the multipathd daemon now includes the max_retries
option in the def aul t s section . By default this option is disabled which sets the SCSI layer’s
default value of 5 retries. Valid values are from 0 to 5. When this option is set, it overrides the
default value of the max_retri es sysfs attribute for SCSI devices. This attribute controls the
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number of times the SCSI layer retries I/O commands before returning failure when it
encounters certain error types.

If users encounter an issue where multipath’s path checkers return success but I/O to a device
is hanging, they can set this option to decrease the time before the 1/0O will be retried down
another path.

mul ti pat h. conf |nC|UdeS NeW auto_resize Optlon

You use the new aut o_r esi ze option in the def aul t s section of the mul ti pat h. conf file to
controls when the nul ti pat hd command automatically resizes a multipath device. The
following are the different values for aut o_r esi ze:

e By default, aut o_resi ze is set to never. In this case, mul ti pat hd works without any
change.

e Ifauto_resizeissettogrow only, nultipathd automatically resizes the multipath device
when the device’s paths have grown in size.

e Ifauto_resizeissettogrow shrink, nultipathd automatically shrinks the multipath
device when the device’s paths are decreased in size.

As a result, when this option is enabled, you no longer need to manually resize your multipath
devices.

Iveonvert NOW Converts Standard to Thin Logical Volumes

You can use the | vconvert command to convert a standard LV to a thin LV.

High Availability and Clusters

The following features, enhancements, and changes related to high availability are introduced
in this Oracle Linux 9 release.

ocs Adds Time Properties Related to the ISO 8601 Duration Specification

The pcs Corosync and Pacemaker configuration tool now includes values for Pacemaker time
properties related to the ISO 8601 duration specification standard.

oscd Adds Web Ul Features

pscd is a pcs daemon that operates as a remote server for pcs. pscd's Web Ul now includes:

e Moving a cluster resource off the node on which it is currently running
e Banning a resource from running on a node

« Displaying cluster status that shows the age of the cluster status and when the cluster
state is being reloaded

e Requesting a reload of the cluster status display

oesd TLS Cipher List Defaults to System-Wide Crypto Policy

Previously, the pcsd TLS cipher list was set to DEFAULT: ! RC4: ! 3DES: @TRENGTH by default.
With this update, the cipher list is defined by the system-wide crypto policy by default. The TLS
ciphers accepted by the pcsd daemon might change with this upgrade, depending on the
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currently set crypto policy. For more information about the crypto policies framework, see the
crypto- pol i ci es(7) man page.

Dynamic Programming Languages, Web and Database Servers

The following features, enhancements, and changes related to programming languages, web
servers, and database servers are introduced in this Oracle Linux 9 release.

Python Version 3.12 Availability

The newest release of Python 3.12 is available for use. Notable enhancements in Python 3.12
(compared to the 3.11) include:

* Syntax feature updates include a t ype statement and a type parameter syntax for generic
classes and functions.

e Grammar feature updates include syntactic formalization of f-strings which can be
integrated into the parser directly.

* The use of a unique per-interpreter Global Interpreter Lock (GIL). This feature enables
Python programs to take full advantage of multiple CPU cores. Note that in this release this
feature is only available through the C-API.

* Python data model updates include a way to the use a buffer protocol from Python code.
Classes that implement the __buffer () method are now usable as buffer types.

e Security improvements include the replacement of the built-in hashl i b implementations of
SHA1, SHA3, SHA2-384, SHA2-512, and MD5 with formally verified code from the HACL*
project. These built-in implementations remain as fallbacks that are only used when
OpenSSL does not provide them.

» Dictionary, list, and set comprehensions in CPyt hon are now inlined. This enhancement
increases the speed of a comprehension execution.

e CPython is available for use with the Linux perf profiler.
e Stack protection is provided by CPyt hon on supported platforms.

Note that the Python 3.12 series packages can be installed in parallel with Python 3.9 and
Python 3.11 on the same system.

For example:

* Toinstall packages from the pyt hon3. 12 stack, type:

# dnf install python3.12
# dnf install python3.12-pip

e To run the interpreter, type:

$ python3. 12
$ python3.12 -mpip --help

For more information, see Oracle Linux 9: Installing and Managing Python.

@® Note

The Python 3.12 series documentation is available in the pyt hon3. 12- docs package.
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For information about product support for Python language versions, see Oracle Linux: Product
Life Cycle Information.

Python Improvements for Controlling Email Addresses Parsing

A fix relating to CVE-2023-27043, introduced the ability to enable stricter parsing of email
addresses in Python 3 in the get addr esses and par seaddr functions from the enai | . utils
module. However, this fix is not compatible with the old parsing behavior and so this
improvement includes two methods to disable the new behavior in favor of the old behavior
without having to implement the new code changes in existing code.

The first methods is a new PYTHON_EMAI L_DI SABLE_STRI CT_ADDR_PARSI NG environment
variable that when set to t r ue, enables the older parsing behavior as the default. For example:

export PYTHON_EMAI L_Di SABLE_STRI CT_ADDR_PARSI NG=t r ue

You can do the same by creating the / et ¢/ pyt hon/ emai | . cf g configuration file with the
following section:

[emai | _addr _parsing]
PYTHON_EMAI L_DI SABLE_STRI CT_ADDR_PARSI NG = true

@® Note

If the new functions are implemented in the code, the functions can still enable the
stricter behavior despite these settings.

Ruby Version 3.3 Availablility

Ruby 3.3.0 is included in a new r uby: 3. 3 module stream with the following notable
enhancements:

* New Pri smparser. Prism is a portable, error tolerant, and maintainable recursive descent
parser for the Ruby language. Pri smis an alternative parser to the Ri pper script parser.

*  Major new performance improvements are available for Ruby just-in-time YJIT compiler.

*  The Regexp matching algorithm was updated to reduce the impact of potential Regular
Expression Denial of Service (ReDoS) vulnerabilities.

e The new pure-Ruby JIT compiler (RJIT) is available for use on x86-64 architecture Unix
platforms. The RJIT compiler replaces MJIT compiler.

¢ The new M:N thread scheduler is available for use.

Other notable changes:

e Use the Lrama LALR parser generator instead of Bi son.

e Several deprecated methods and constants have been removed.

e The Racc gem has been promoted from a default gem to a bundled gem.
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To enable and install the r uby: 3. 3 module stream, type:

sudo dnf modul e enabl e ruby: 3.3

sudo dnf modul e install ruby:3.3

If you want to upgrade from an earlier r uby module stream, see Oracle Linux: Managing
Software on Oracle Linux.

For information about product support for Ruby modules, see Oracle Linux: Product Life Cycle
Information.

PHP Version 8.2 Availability

PHP 8.2 is included in the new php: 8. 2 module stream with the following notable changes:

e Ability to mark a class with a readonly modifier.
e Ability to use null, false, and true as stand alone types.

* A new Randomextension named r andom This extension helps to organizes and integrate
existing PHP functionality related to random number generation.

e Ability to define constants in traits.

To install the php: 8. 2 module stream, use the following command:

sudo dnf modul e install php:8.2

If you want to upgrade from the php: 8. 1 stream within Oracle Linux, see Oracle Linux:
Managing Software on Oracle Linux.

For information about the length of support for the php module streams, see the Oracle Linux:
Product Life Cycle Information

NGINX Version 1.24 Availability

NGINX 1.24 web and proxy server is included in the new ngi nx: 1. 24 module stream with the
following notable changes:

New features and changes related to Transport Layer Security (TLS):

*  Encryption keys are automatically rotated for TLS session tickets when using shared
memory in the ssl _sessi on_cache directive.

*  Memory usage optimization improvements in configurations with Secure Sockets Layer
(SSL) proxy.

¢ You can now use i pv4=of f parameter to disable look up of IPv4 addresses while resolving
IP addresses.

* New $proxy_protocol _tlv_* variables are available for use. You can use these variables
to store the values of the Type-Length-Value (TLV) fields that appear in the PROXY v2 TLV
protocol.

* New byt e range functionality added to the ngx_http_gzi p_stati c_nodul e.

Other changes:
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e Header lines now appear as linked lists in the internal API.

*  NGINX can now combine arbitrary header lines with identical named header strings as
they get passed to the FastCGI, SCGI, and uwsgi back ends in the $r - >header _i n()
method of the ngx_htt p_per| _nmodul e, and during lookups of
the $http_...,$sent _http_...,$sent _trailer_..., $upstreamhttp_...,
and $upstreamtrailer_... variables.

e A warning message appears if protocol parameters of a listening socket are redefined.
* NGINX closes connections with lingering if pipeline request was used by the client.

e The logging level for various SSL errors has been lowered from Cri ti cal to
I nformational .

To install the ngi nx: 1. 24 stream, use:

sudo dnf nmodul e install nginx:1. 24

To upgrade from the ngi nx 1. 22 stream within Oracle Linux, see Oracle Linux: Managing
Software on Oracle Linux.

For information about the length of support for the php module streams, see the Oracle Linux:
Product Life Cycle Information

PostgreSQL Version 16 Availability

PostgreSQL 16 is available for use as a post gresql : 16 module stream. PostgreSQL 16
contains many new features and enhancements over version 15.

Notable enhancements include:

e Improved performance for bulk-loading database operations.

e Thelibpq library handles connection-level load balancing. A new | oad_bal ance_hosts =
di sabl e | randomoption is available for use to control the order in which the client tries to
connect to the available hosts and addresses.

*  Ability to create custom configuration files and include them in the pg_hba. conf and
pg_i dent. conf files.

* Enhanced regular expression matching of user and database names in pg_hba. conf, and
usernames in pg_i dent. conf files.

Other changes include:

e PostgreSQL is no longer distributed with the post mast er binary. Users who start the
post gresql server by using the provided syst emd unit file (the systentct| start postgres
command) are not affected by this change. If you start the post gresqgl server directly
through the post mast er binary, you must use the post gr es binary instead.

* PostgreSQL no longer provides documentation in PDF format within the package. Use the
PostgreSQL online documentation instead. See https:/lwww.postgresql.orgl/files/
documentation/pdf/16/postgresql-16-US.pdf

To install the post gr esql : 16 stream, use the following command:

sudo dnf nodul e install postgresql: 16
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To upgrade from an earlier post gresql stream within Oracle Linux, follow the procedure
described in Oracle Linux: Managing Software on Oracle Linux.

For information about the length of support for the post gresql module streams, see the Oracle
Linux: Product Life Cycle Information.

Git Updated to Version 2.43.0

Git version 2.43 is included in this release with the following notable enhancements.

e Thegit check-attr command has a new - - sour ce option you can use to read
the . gitattributes file from the provided tree object instead of the current working
directory.

*  When Git receives an HTTP response that includes one or more WV Aut hent i cat e
headers, the values for each WV Aut hent i cat e header are then passed by Git to credential
helpers.

e Inthe case of an empty commit, you can use the git fornat - patch command to write an
output file containing a header of the commit instead of creating an empty file.

* Youcanusegit blame --contents=*<file>* *<revision> -- *<path>* command to
examine the origins of lines starting at *<f i | e>* through the history that leads to
*<revi si on>*,

e Thegit log --format command was updated to accept the 9% decor at e) placeholder for
further customization and to extend the capabilities provided by the - - decor at e option.

Git LFS Updated to Version 3.4.1

The Git Large File Storage (LFS) version 3.4.1 is included with the following notable changes:

e Thegit Ifs push command now reads references and object IDs from standard input.
e Git LFS now handles alternative remotes without relying on Git.

e Git LFS now handles the WWV Aut hent i cat e response-type header as a credential helper.

Compilers and Development Tools

The following features, enhancements, and changes related to compilers and development
tools are introduced in this Oracle Linux 9 release.

Clang Resource Directory Moved

The Clang resource directory, where Clang stores its internal headers and libraries, has been
moved from /usr/1ib64/clang/ 17 to/usr/lib/clang/ 17.

ertuti1s Updated to Version 0.190

The el futils 0.190 update introduces the following changes:

e |ibelf: This library now includes relative relocation (RELR).
e |ibdw: This library now functions with the . debug [ ct] u_i ndex sections.

e -Ds,--use-dynam ¢ --synbol : You can use these options with the eu-r eadel f tool to
show symbols through the dynamic segment without using ELF sections.
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e eu-readel f: This tool now shows . gdb_i ndex version 9.

e eu-scrlines: This new tool generates a list of source files associated with a specified
DWARF or ELF file.

e debugi nf od: This server schema now compresses file name representations. You must
reindex before you can use this feature.

systentap Updated to Version 5.0

The syst ent ap 5.0 update introduces the following changes:

e Improved kernel-user transport.
¢ Extended DWARF5 debuginfo format handling.

graf ana- sel i nux PaCkage Added

A graf ana- sel i nux package, which contains an SELinux policy for gr af ana- server, and
which is installed by default with gr af ana- server is added to the release. This update ensures
that the graf ana- server runs as graf ana_t SELinux type, rather than as an
unconfined_service_t SELinux type.

maven- openj dk21 PaCkage Added

The maven: 3. 8 module stream now includes the maven- openj dk21 subpackage, which
provides the Maven JDK binding for OpenJDK 21 and configures Maven to use the system
OpenJdDK 21.

libzi p-tool s Package Added

Alibzip-tool s package, which provides tools such as zi pcnp, zi pner ge, and zi pt ool is
included in the update release.

emke Updated to Version 3.26

The cnake package is updated to version 3.26. Notable changes include:
e Addition of the C17 and C18 language standards.

e cnake can query the / et ¢/ os-r el ease file to identify the OS.

* cmake can use CUDA 20 and nvt x3 libraries.

e cnmke can use the Python stable application binary interface.

e Perl 5 can be used in the Simplified Wrapper and Interface Generator (SWIG) tool.

LLVM Toolset Updated to Version 17.0.6

The LLVM Toolset package is updated to version 17.0.6. Notable changes include:
e Opaque pointers migration: completed

* legacy pass manager in middle-end optimization deprecated.

Notable Clang changes include:

e C++20 coroutines now fully supported.
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* Improved code generation for the std::move function and also in unoptimized builds.

See the LLVM and Clang upstream release notes for more information.

Rust Toolset Updated to Version 1.75.0

Rust Toolset is now at version 1.75.0. Notable changes include:

* Unlimited Constant evaluation time

* Panic messages are now printed on their own lines without surrounding quotes, making
them easier to read.

e Cargo registry authentication is enhanced so that authenticated registries require a
credential provider.

* Improved expressiveness of the Rust language and trait system by stabilizing the async fn
andreturn_position_inpl _trait_in_trait

Go Toolset Updated to Version 1.21.0

GoToolset is now at version 1.21.0. Notable changes include:
¢ Added min, max, and clear built-ins.

« Added official support for profile guided optimization.

« Precisely defined package initialization order.

e Improved type inferencing.

e Improved backwards compatibility.

See the Go upstream release notes for more information.

GCC Toolset 13 is Updated

GCC Toolset 13 is a compiler toolset that provides recent versions of development tools. The
toolset is available as an Application Stream in the form of a Software Collection in the
AppSt r eamrepository.

The following tools and versions are available in the GCC Toolset 13:

« GCC13.21

- GDB12.1
e binutils 2.40
e dwz0.14

e annobin 12.32

To install the toolset, type:

sudo dnf install gcc-tool set-13

To run a tool from GCC Toolset 13, type:

$ scl enable gcc-tool set-13 tool
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To run a shell session where tool versions from GCC Toolset 13 override system versions of
these tools, type:

scl enabl e gcc-tool set-13 bash

ocp Updated to Version 6.2.0

The pcp package is updated to version 6.2.0. Notable changes include:
e pcp- ht op provides dynamic screens to include user-configurable tabs.
e pcp- atop provides a new bar graph visualization mode.
e prdaopennetri cs is updated to reduce transient instance logs and improve labeling.
* New tools are included:
— pnl ogredact : new command for archive anonymization.
— pcp-buddyi nf o: reports Linux buddyinfo statistics.
— pcp-nmem nf o: reports Linux kernel memory statistics.
— pcp-net st at: reports networking statistics.
— pcp- sl abi nf o: reports Linux slabinfo kernel statistics.

— pcp-zonei nf o: reports Linux zoneinfo kernel statistics.

Containers

The following features, enhancements, and changes related to containers are introduced in
this Oracle Linux 9 release.

Podman containers. cont Modules
Podman can run with cont ai ner s. conf modules files to load a predetermined set of

configurations on-demand. When you specify a module file, you override the system and user
configuration files.

You can created these files in the following directories:

*  For rootless users, put the configuration file in the home directory of the user. For example,
$HOVE/ . confi g/ cont ai ner s/ cont ai ners. conf. modul es
e For root users, put the configuration file in one of the following directories:

[ etc/ cont ai ners/cont ai ners. conf. nodul es
[ usr/ shar e/ cont ai ners/ cont ai ners. conf. nodul es

To load the modules on-demand, use the followign command:

podman --nodul e <your _nodul e_name>

In the previous command,

e --nodul e specifies a module. You can use this option multiple times if required.
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<your _nodul e_nane> Is path to the module and the module name which is the name of the
configuration file. The path can be an absolute path or a relative path. If the module path is
absolute, then the module is loaded directly. If the module path is relative, then it resolves
to the rootless or root user module directories mentioned previously.

Modules contained in the $HOVE directory override those in the / et ¢/ and / usr/ share/
directories.

For more information, see man page for cont ai ners. conf .

Container Tools Packages Are Updated

The updated Container Tools RPM meta-package, which contain the Podman, Buildah,
Skopeo, crun, and runc tools, are now available. Notable bug fixes and enhancements over the
previous version include:

Notable changes in Podman v4.9:

You can now use Podman to load the modules on-demand by using the podman - - modul e
<your _nmodul e_name> command and to override the system and user configuration files.
For more information, see Podman cont ai ner s. conf Modules.

A new podman farmcommand with a set of the creat e, set, renove, and updat e
subcommands has been added. With these commands, you can farm out builds to
machines running podman for different architectures.

A new podman- conpose command has been added, which runs Compose workloads by
using an external compose provider such as Docker compose.

The podnman bui | d command now supports the - -1 ayer - | abel and - - cw options.

The podman generate systenmd command is deprecated. Use Quadlet to run containers
and pods under syst end.

The podman bui | d command now supports Cont ai ner fi | es with the HereDoc syntax. For
more information ,see Cont ai nerf il e Multi-Line Instructions.

The podnman kube pl ay command now supports a new - - publ i sh-al | option. Use this
option to expose all containerPorts on the host.

For more information about notable changes, see https://github.com/containers/podman/blob/
main/RELEASE_NOTES.md#470%22.

SQLite Now Default Podman Database

The SQLite database backend for Podman, which provides better stability, performance, and
consistency when working with container metadata, is now fully supported.

You can explicitly specify the database backend in the cont ai ners. conf file by using the
dat abase_backend option. Available values are:

" If an empty value is specified, the default value is sql i t e. If you upgrade from a previous
Oracle Linux version, and the empty value is specified, the default value is bol t db if
BoltDB was already on the previous version of the system. This enables backward
compatibility. If BoltDB was not already on the previous version of Oracle Linux, then
sqliteis used.

"sqlite" The database backend for Podman uses SQLite.
"boltdb" The database backend for Podman uses BoltDB

Run the podnan system reset command before switching to the SQLite database backend.
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containerfile Multi-Line Instructions

You can use the multi-line HereDoc instructions (Here Document notation) in the
Cont ai nerfi | e file to simplify this file and reduce the number of image layers caused by
performing multiple RUN directives.

For example, the original Cont ai nerfi | e can contain the following RUN directives:
RUN dnf update

RUN dnf -y install golang
RUN dnf -y install java

Instead of multiple RUN directives, you can use the HereDoc notation:

RUN <<ECF

dnf update

dnf -y install golang
dnf -y install java
EOF

rasta Networking Mode Is Available

The past a network mode, available beginning with Podman 4.4.1, is a high-performance
replacement of the default network mode sl i r p4dnet ns and can handle IPv6 forwarding.

To use this network mode when the podman run command is used, install the passt package
as follows:

sudo dnf install passt --network=pasta

To set a rootless network mode as default, edit the / et ¢/ cont ai ner s/ cont ai ners. conf file
with the following entry:

[ net wor k]
default _rootless_network_cnd

Podman Works With Images Compressed With zsta
In Podman, you can pull and push images compressed with the zst d format. zst d

compression is more efficient and faster than gzi p. Therefore, the amount of network traffic
and storage for these operations is reduced.

Cockpit Web Console

The following features, enhancements, and changes related to the Cockpit web console are
introduced in this Oracle Linux 9 release.

Cockpit Storage Section Improvements

The storage section in the Cockpit web console is redesigned to improve visibility across all
host views and to simplify various storage management tasks. The Overview page, for
example, displays all storage objects in a comprehensive table. By using this table, you can
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directly perform various storage operations on selected storage entries. For example, you can
view details about a storage object or perform a supplementary storage action.

Cockpit kdump Script Generation

The Kernel Dump page in the Cockpit web console includes an option to access and copy
Ansible and shell scripts. You can use these generated scripts to apply a specific Kdump
configuration across one or more hosts.

Cloud Environment

The following changes and features apply to Oracle Linux used in cloud environments.

Cloud Init Includes a Clean Configurations Command

The cl ean --configs subcommand and option are added to cl oud-i ni t utility to cleanup
unnecessary configuration files that are generated by cl oud- i ni t . For example, to delete
cl oud-i ni t network configuration files, run:

cloud-init clean --configs network
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Technology Preview

The following items are available as technical previews in this release of Oracle Linux. Note
that some items listed apply to Red Hat Compatible Kernel (RHCK) and might already be
available in UEK.

Security

The following features for security are available as technology preview.

KTLS

Oracle Linux 9 provides kernel Transport Layer Security (KTLS) as a technology preview.

The Linux Kernel TLS (KTLS) handles TLS records for the AES-GCM cipher. KTLS also
provides the interface for offloading TLS record encryption to NICs that support this
functionality.

OpenSSL 3.0 is able to use KTLS if the enabl e- kt | s configuration option is used during
compiling.

The updated gnut | s packages can use KTLS for accelerating data transfer on encrypted
channels. To enable KTLS, add the t | s. ko kernel module using the nodpr obe command, and
create a new configuration file / et ¢/ crypt o- pol i ci es/l ocal . d/ gnutls-ktls.txt for the
system-wide cryptographic policies with the following content:

[ gl obal ]
ktls = true

Note that gnut | s doesn't permit you to update traffic keys through TLS KeyUpdat e messages,
which impacts the security of AES-GCM ciphersuites.

Infrastructure Services

The following features for infrastructure services are available as technology previews.

Socket API for TuneD

The socket API for TuneD maps one-to-one with the D-Bus APl and provides an alternative
communication method for cases where D-Bus isn't available. With the socket API, you can
control the TuneD daemon to optimize the performance, and change the values of various
tuning parameters. The socket API is disabled by default. You can enable it in the t uned-
mai n. conf file.

Networking

The following networking features are available as technology previews.
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gpsd- mi ni mal

The gpsd- mi ni mal package is available as a technical preview. gpsd is a service daemon that
mediates access to a GPS sensor connected to the host computer by serial or USB interface,
making its data on the location, course, and velocity of the sensor available to be queried on
TCP port 2947 of the host computer.

WireGuard

WireGuard is a VPN solution that has improved security features and is easily configurable.

Note that WireGuard is fully supported in UEK. See Oracle Linux: Configuring Virtual Private
Networks for more information on using WireGuard on Oracle Linux.

syst end- r esol ved Service

The syst emd- r esol ved service provides name resolution to local applications. Its components
include a caching and validating DNS stub resolver, a Link-Local Multicast Name Resolution
(LLMNR), and Multicast DNS resolver and responder.

PRP and HSR

The hsr kernel module is included with RHCK to provide the following protocols as a
technology preview:

e Parallel Redundancy Protocol (PRP)
« High-availability Seamless Redundancy (HSR)

IPsec Packet Offloading

In RHCK, complete IPsec encapsulation can be offloaded to a Network Interface Controller
(NIC) to reduce workload. This functionality is offered as a technology preview.

Various Modem Network Drivers

Oracle Linux provides modem drivers in RHCK with limited functionality as a technology
preview:

e Qualcomm MHI WWAM MBIM - Telit FN990AXxx

* Intel IPC over Shared Memory (IOSM) - Intel XMM 7360 LTE Advanced
*  Mediatek t7xx (WWAN) - Fibocom FM350GL

e Intel IPC over Shared Memory (IOSM) - Fibocom L860GL modem

Segment Routing Over IPv6

Segment Routing over IPv6 (SRv6) is available as a technology preview in RHCK. SRv6 can
improve traffic flows in edge computing and provides a mechanism to program network slicing
and resource reservation.
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The following kernel features are available as technology previews for RHCK.

Soft-IWARP (si w) is an Internet Wide-area RDMA Protocol (IWARP) software kernel driver.
The driver implements the iIWARP protocol suite over the TCP/IP network stack. The suite is
implemented in software. Therefore, it doesn't require an RDMA hardware. The protocol suite
enables a system with a standard Ethernet adapter to connect to an iWARP adapter or to
another system that already has si winstalled.

Note that from Oracle Linux 9.5, this driver is deprecated.

File Systems and Storage

The following features that are related to file systems and storage are available as technology
preview.

DAX File System Available

In this release, the DAX file system is available as a Technology Preview for the ext4 and XFS
file systems. DAX enables an application to directly map persistent memory into its address
space. The system must have some form of persistent memory available to use DAX.
Persistent memory can be in the form of one or more Non-Volatile Dual In-line Memory
Modules (NVDIMMSs). In addition, a file system that supports DAX must be created on the
NVDIMMs; the file system must be mounted with the dax mount option. Then, an mmap of a file
on the DAX mounted file system results in a direct mapping of storage into the application's
address space.

NVMe-oF Discovery Service

The NVMe-oF Discovery Service features are defined in the NVMexpress.org Technical
Proposals (TP) 8013 and 8014. To preview these features, install the nvne-cli 2.0 package
and attach the host to an NVMe-oF target device that implements TP-8013 or TP-8014. For
more information about TP-8013 and TP-8014, see the NVM Express 2.0 Ratified TPs from the
https://nvmexpress.org/developers/nvme-specification/ website.

Note that NVMe-oF is supported in UEK.

wre-stas Package

The nvime- st as package, which is a Central Discovery Controller (CDC) client for Linux,
handles the following functionalities:

e Asynchronous Event Notifications (AEN)

e Automated NVMe subsystem connection controls
e Error handling and reporting

e Automatic (zer oconf) and Manual configuration.

This package consists of two daemons, Storage Appliance Finder (st af d) and Storage
Appliance Connector (st acd).
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NVMe 8006 in-Band Authentication

Non-Volatile Memory Express (NVMe) TP 8006, which is an in-band authentication for NVMe
over Fabrics (NVMe-oF), is available as for technology preview. The NVMe Technical Proposal
8006 defines the DH HVAC- CHAP in-band authentication protocol for NVMe-oF. For more
information, see the dhchap- secret and dhchap-ctrl-secret option descriptions in the nvire-
connect (1) manual page.

in-Band Authentication is fully available in UEK R7U2.

io_uring ASynchronous I/O Interface

Although available, the i o_uri ng asynchronous I/O interface is disabled in RHCK by default.
To enable the feature, set the kernel .i0_uring_di sabl ed variable to any one of the following
values when running the sysct| command:

e 0: All processes can create i 0_uri ng instances as usual.

e 1:Creating i o_uring is disabled for unprivileged processes. With this setting, the
i 0_uring_setup fails with the - EPERMerror. It only successfully completes if the calling
process is privileged by the CAP_SYS_ADM N capability. However, existing i o_uri ng
instances can still be used.

e 2 (default): Creating i 0_uri ng creation is disabled for all processes. With this setting, the
i 0_uring_setup always fails with - EPERM However, existing i 0_uri ng instances can still
be used.

To use this feature, an updated version of the SELinux policy to enable the mmap system call on
anonymous inodes is also required.

Note that i o_uri ng support has been available in UEK from UEK R6U3.

Compilers and Development Tools

The following features for compilers and development tools are available as technology
previews.

jmc-core and owasp- j ava- encoder

j nc-core is a library that provides core APIs for Java Development Kit (JDK) Mission Control,
including APIs for:

e Parsing and writing Java Flight Recording files
« Discovering Java Virtual Machines (JVMs) through the Java Discovery Protocol (JDP)

The owasp-|j ava- encoder package provides a collection of high-performance low-overhead
contextual encoders for Java.

The packages are available in the Oracle Linux 9 CodeReady Builder repository, which is
unsupported, and which you must explicitly enable.
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Flexible Array Conversion Warning-Suppression in 1ibani gai 1 Available As a
Technology Preview

When comparing binaries, you can suppress warnings related to fake flexible arrays that were
converted to true flexible arrays by using the following suppression specification:

e ---type_kind = struct has_size_change = true
e ---has_strict_flexible_array_data_member_conversion = true

This features is available as a technology preview.

Virtualization

The following virtualization features are available as technology previews.

Nested VMs

Nested KVM virtualization is provided as a technology preview for KVM virtual machines (VMs)
running on Oracle Linux 9.

SEV and SEV-ES

The Secure Encrypted Virtualization (SEV) feature is provided for AMD EPYC host machines
that use the KVM hypervisor. It encrypts a virtual machine's memory and protects the VM from
access hy the host.

SEV's enhanced Encrypted State version (SEV-ES) encrypts all CPU register contents when a
VM stops running, thus preventing the host from modifying the VM's CPU registers or reading
any information from them.

Note that SEV is supported in UEK.

Cloud Environment

The following features for the cloud environment are available as technology preview.

VM Deployment in Azure

With the updated RHCK, Oracle Linux confidential virtual machines (VMs) can be deployed on
Microsoft Azure. Through the availability of Unified Kernel Images (UKIs), you can boot
encrypted confidential VM images on that cloud environment. The UKI is available as a

kernel - uki - vi rt package in Oracle Linux 9 repositories.

Note that the Oracle Linux UKI can only be used in a UEFI boot configuration.

This functionality isn't yet available for UEK.
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Deprecated Features

This chapter lists features and functionalities that are deprecated in Oracle Linux 9. While
these features might be included and operative in the release, support isn't guaranteed in
future major releases. Thus, these features must not be used in new Oracle Linux 9
deployments.

Installation

The following installation related features and functionalities are deprecated in Oracle Linux 9.

Kickstart Commands

 timezone --ntpservers

e timezone --nontp

« logging --1evel

*  Ypackages --excl udeWakdeps
* Opackages --instlLangs

*  %anaconda

e pwpolicy

* nvdi nm

Even though specific options are listed as deprecated, the base command and the other
options remain available and operative. If you use a deprecated command in kickstart files,
warnings are generated in the logs. To change deprecated command warnings to errors, set
theinst. ksstrict boot option.

initial-setup Package

Instead of using this package, use the gnone-i ni ti al - set up package as a replacement.

TMPDIR Variable in the ReaR Configuration File

Exporting using the TMPDI R environment variable inthe /et c/rear/| ocal . conf or/etc/rear/
site.conf ReaR configuration files, is deprecated.

Instead, you can specify a custom directory for ReaR temporary files by exporting the variable
in the shell environment before executing ReaR. For example, run the export TMPDI R=...
statement and then run the rear command in the same shell session or script.

Shell and Command Line

The following shell and command line related features and functionalities are deprecated in
Oracle Linux 9.
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aunp Utility
The dunp utility that's included in the dunp package is deprecated.
You can alternatively use the t ar or dd to achieve similar functionality.

Note that the r est or e utility, originally included in the dunp package, remains available in
Oracle Linux 9 and can be installed by using the r est or e package.

Bacula Sglite Backend Database

The use of a SQLite backend database for the Bacula backup utility is deprecated. Bacula can
use a MySQL backend database and you can migrate existing deployments to MySQL. Avoid
using SQLite for new deployments of the Bacula backup utility.

Security

The following security related features and functionalities are deprecated in Oracle Linux 9.

SHA-1 Algorithm

The SHAL1 algorithm is deprecated in Oracle Linux 9. Digital signatures using SHA-1 hash
algorithm are no longer considered secure and therefore not allowed on Oracle Linux 9
systems by default. Oracle Linux 9 has been updated to avoid using SHA-1 in security-related
use cases.

However, the HMAC-SHA1 message authentication code and the Universal Unique Identifier
(UUID) values can still be created by using SHA-1.

In cases where you need SHA-1 to verify existing or third party cryptographic signatures, you
can enable SHA-1 as follows:

sudo update-crypto-policies --set DEFAULT: SHAL

As an alternative, you can switch the systemwide crypto policies to the LEGACY policy. However,
this policy also enables other algorithms that are not secure, and therefore risks making the
system vulnerable.

Furthermore, use of the SHA-1 algorithm at SECLEVEL=2 is deprecated in OpenSSL.

SCP Protocol

In the scp utility, secure copy protocol (SCP) is replaced by the SSH File Transfer Protocol
(SFTP) by default. Likewise, SCP is deprecated in the | i bssh library.

Oracle Linux 9 doesn't use SCP in the OpenSSH suite.

OpenSSL Cryptographic Algorithms

e MD2
« MD4
«  MDC2
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*  Whirlpool
 RIPEMD160
e Blowfish
e CAST
- DES
- IDEA
« RC2
« RC4
* RC5
« SEED
 PBKDF1

The implementations of these algorithms have been moved to the legacy provider in OpenSSL

For instructions on how to load the legacy provider and enable support for the deprecated
algorithms, see the / et ¢/ pki / t | s/ openssl . cnf configuration file.

The Digest-MD5 authentication mechanism in the Simple Authentication Security Layer (SASL)
framework is deprecated.

/etc/systemfips File

libcrypt.so. 1

The / et c/ syst em fi ps file was used to indicate the FIPS mode in the system. This file is
removed in Oracle Linux 9.

To install Oracle Linux 9 in FIPS mode, add the fi ps=1 parameter to the kernel command line
during the system installation. To check whether Oracle Linux 9 is operating in FIPS mode, use
the fi ps- nmode- set up --check command.

The |'i bcrypt. so. 1 cryptogarhic library is deprecated.

fapol i cyd. rul es File

The / et c/ f apol i cyd/ fapol i cyd. rul es file is deprecated. You can store policy rules for
fapolicydinthe/etc/fapolicyd/rul es.d/ directory. The f agenr ul es script merges
all component rule files in this directory to the / et ¢/ f apol i cyd/ conpi | ed. r ul es file.

Rulesin/etc/fapolicyd/ fapolicyd.trust continue to be processed by f apol i cyd for
backward compatibility.

OpenSSL RSA Encryption Without Padding

RSA encryption without padding for OpenSSL in FIPS mode is no longer accepted. However,
key encapsulation with RSA (RSASVE) which doesn't use padding continues to be supported
for OpenSSL.
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OpenSSL Engines API

openssl - pkcs1l

The Engines API is deprecated in the OpenSSL 3.0 TLS toolkit. Use the pkcs11- provi der
Providers API instead. Equally use of the OpenSSL Engines API in Stunnel is deprecated.

The openssl - pkcs11 (engi ne_pkcs1l) package, which relates to the deprecated OpenSSL
Engins API, is now deprecated. Use the pkcs11- provi der package instead.

Networking

The following network related features and functionalities are deprecated in Oracle Linux 9.

Network Teams

/ etc/sysconfi

The t eand service, and the | i bt eamlibrary, and support for configuring network teams are
deprecated in favor of network bonds. You should use network bonds instead, which have
similar functions as teams, and which would receive enhancements and updates.

g/ net work-scripts File

Network configurations profiles used to be in i f cf g format and stored in the / et ¢/

sysconfi g/ net wor k- scri pt s directory. This format is deprecated. In Oracle Linux 9, new
network configurations are stored in / et ¢/ Net wor kManager / syst em connecti ons in
keyfile format. This format works with all the connection settings provided by NetworkManager.

However, information in the / et ¢/ sysconf i g/ net wor k- scri pt s remain operative, and
modifications to existing profiles continue to update the older files.

i ptabl es Framework

With the deprecation of the i pt abl es framework, the i pt abl es backend and the di r ect
i nterface are also deprecated.

Therefore, the following packages are also deprecated:
e iptabl es-devel

e iptables-libs

e iptables-nft

e iptables-nft-services

e iptables-utils

As an alternative to using di rect interface, use the native features in firewal | d to configure
the required rules.
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PF_KEYv2 Kernel API

The PF_KEYv2 APl is used to configure kernel IPsec implementation. However, this AP isn't
maintained upstream. Therefore, this APl is deprecated. Instead, use the net| i nk APl as a
replacement.

Network Manager nwii Language Changes

Because Oracle is fully committed to diversity and inclusion, the Network Manager
connection. mast er, connection. sl ave-type, and connect i on. aut oconnect - sl aves
connection property hames are deprecated. They are retained for backward compatibility.
However, consider using the following replacement terms instead:

* Instead of connecti on. nast er, use connection. control | er
e Instead of connection. sl ave-type, use connection. port-type

e Instead of connecti on. aut oconnect - sl aves use connecti on. aut oconnect -ports

Kernel

The following kernel related features and functionalities are deprecated in Oracle Linux 9.

crashker nel =aut o Optlon

The crashker nel =aut o option is deprecated and no longer supported on Oracle Linux 9 and is
also unsupported for UEK R7 and later. Some platforms, such as the Raspberry Pi have
maximum limits for cr ashker nel memory reservation and these must be specified explicitly.
This option will be removed in a future UEK release.

Asynchronous Transfer Mode

Asynchronous Transfer Mode (ATM) encapsulation enables Layer-2 (Point-to-Point Protocol,
Ethernet) or Layer-3 (IP) connectivity for the ATM Adaptation Layer 5 (AAL-5). Currently, these
protocols are used only in chipsets that use ADSL technology, which are being phased out.

kexec_| oad IN kexec_tool s

The kexec_| oad system call for kexec-t ool s is deprecated.

The kexec_fil e_| oad system call replaces kexec_| oad and is the default system call.

File Systems and Storage

The following features and functionalities related to file systems and storage are deprecated in
Oracle Linux 9.

| vi- acti vati on- gener at or

The | vnR- acti vati on- gener at or program is deprecated, together with its generated services
as follows:

e |vnR-activation
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l vimR-activation-early

| vi2- act i vat i on- net

Chapter 4
File Systems and Storage

The I vm conf event_activation that used to activate these services no longer works. The
only method that is used for automatic activation of volume groups is event based activation.

PMDK Library

The Persistent Memory Development Kit (pndk) is a collection of libraries and tools for
simplifying the management and access of persistent memory devices. This set of libraries are

deprecated, including the - debugi nf o packages.

The following list of pndk-related binary packages, including the nvm source package, have
been deprecated:

l'i bpmem

l'i bpmem devel

li bpmem debug

l'i bpren?

[ i bpmenk- devel

|'i bpmenR- debug

l'i bprenbl k

|'i bpmenbl k- devel
|'i bprmenbl k- debug
l'i bpmem og

l'i bpmem og- devel
|'i bpmem og- debug
| i bpmenobj

| i bpmenobj - devel

| i bpmenobj - debug
|'i bpmenpool

I'i bpmenpool - devel
| i bpmenpool - debug
pnenpool

daxio

pnr eor der

pndk- convert

| i bpmenobj ++

| i bpmenobj ++- devel

| i bpmenobj ++- doc
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md-1inear @Nd mo-fauity MD RAID Kernel Modules

The following MD RAID kernel modules have been deprecated:

e CONFI G_MD_LI NEAR or md- | i near : Concatenates multiple drives so that when a single
member disk becomes full, data is written to the next disk until all disks are full.

e CONFI G_MD_FAULTY or nd- f aul ty: Tests a block device that occasionally returns read or
write errors for testing purposes.

Virtual Data Optimizer Parameters in syss

Virtual Data Optimizer (VDO) parameters that appears in sysf s have been deprecated except
for the | og_| evel parameter. These include the following:

e All kvdo module-level sysfs parameters
e Allindividual dm vdo sysfs parameters targets specific to VDO

Parameters that are common to all DM targets don't change. Configuration values for dm vdo
targets, which are set by updating the removed module-level parameters, can no longer be
changed.

You can no longer access statistics and configuration values for dm vdo targets using sysfs.
However, these values are accessible using dnset up message stats, dnset up status, and
dnset up tabl e dmsetup commands.

Dynamic Programming Languages, Web and Database Servers

The following features and functionalities that are related to dynamic programming, web, and
database servers are deprecated in Oracle Linux 9.

Berkeley DB (iibab)

Deprecation of the Berkely DB (I i bdb) package includes the removal of cryptographic
algorithms and dependencies. Users of | i bdb should migrate to a different key-value
database.

Compilers and Development

The following compiler and development related features and functionalities are deprecated in
Oracle Linux 9.

Keys Smaller Than 2048-bits in OpenSSL

OpenSSL 3.0 has deprecated keys smaller than 2048 bits. Keys smaller than 2048 bits might
not work in FIPS mode.

Some PKCS1 v1.5 modes

SomePKCS1 v1.5 modes aren't approved in FIPS-140-3 for encryption and are disabled.
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32-bit mti1ib Linking

Linking against 32-bit nul ti | i b packages (*.i686 packages ) are deprecated.

Identity Management and Authentication

The following identity management and authentication features and functionalities are
deprecated in Oracle Linux 9.

SSSD Files Provider

The SSSD fi | es provider, which retrieves user information from local files such as / et c/
shadow and group information from / et ¢/ gr oups, is deprecated and disabled by default in
Oracle Linux 9.

To retrieve user and group information from local files with SSSD:

1. Configure SSSD. Choose one of the following options:

a. Explicitly configure a local domain with the i d_provi der =fi | es option in the sssd. conf
configuration file.

[ domai n/ | ocal ]
id provider=files

b. Enable the fil es provider by setting enabl e_fil es_donai n=t r ue in the sssd. conf
configuration file.

[ sssd]
enable files domain = true

2. Configure the name services switch.

sudo aut hsel ect enable-feature wth-files-provider

OpenLDAP Utility Options

The OpenLDAP project has deprecated the - h and - p options in its utilities, and recommends
using the - Hoption instead to specify the LDAP URI.

nssl apd-idiistscaniinit Parameter and Default Value

Because of optimizations to filter reordering, the nssl apd-i dl i stscanl i mt parameter results
in having a negative impact on search performance and is therefore deprecated. Further, the
parameter's default value is changed to 2147483646

SMB1 Protocol

Beginning with Samba 4.11, the Server Message Block version 1 (SMB1) protocol is
deprecated because of its insecure features. By default, this protocol is disabled in both
Samba server and client utilities.
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Desktop

The following desktop related features and functionalities are deprecated in Oracle Linux 9.

X.org Server

In Oracle Linux 9, the X. or g display server is deprecated, and consequently, the xor g- x11-
server - Xor g package.

The default desktop session is the Wayland session. However, the X11 protocol continues to
be supported by using the XWyl and backend. Therefore, applications that require X11 can run
in Wayland sessions.

GTK 2

The legacy GTK 2 toolkit and the following, related packages are deprecated:
e adwaita-gtk2-thene

¢ gnone- conmon

e gtk2

e gtk2-inmmodul es

* hexchat

If you maintain an application that uses GTK 2, port the application to GTK 4 as soon as
possible.

Motif Toolkit

The Motif widget tool is deprecated, including the following packages:
e notif

e opennotif

e opennotif2l

e opennotif22

Likewise, the noti f - st ati ¢ package has been removed. In place of Motif, use the GTK toolkit.

LibreOffice and Inkscape

The LibreOffice RPM packages are now deprecated. However, LibreOffice itself continues to
be supported.

As a replacement for the RPM packages, you can use the following sources to install
LibreOffice:

«  Official Flatpak package in the Flathub repository: https://flathub.org/apps/
org.libreoffice.LibreOffice.

e Official RPM packages: https://www.libreoffice.org/download/download-libreoffice/.

Likewise, the Inkscape Flatpak image (i nkscape- f | at pak) is also deprecated. As a
replacement, use the i nkscape RPM package from https://inkscape.org/.

Release Notes for Oracle Linux 9.4
F95366-07 March 26, 2026
Copyright © 2024, 2026, Oracle and/or its affiliates. Page 9 of 22


https://flathub.org/apps/org.libreoffice.LibreOffice
https://flathub.org/apps/org.libreoffice.LibreOffice
https://www.libreoffice.org/download/download-libreoffice/
https://inkscape.org/

ORACLE Chapter 4
Virtualization

Virtualization

The following virtualization related features and functionalities are deprecated in Oracle Linux
9.

Signatures Using SHA-1

The use of SHAl-based signatures to perform SecureBoot image verification on UEFI (PE/
COFF) executables is deprecated. Instead, use signatures that are based on SHA-2 or later.

Virtual Machine Manager

In place of the deprecated Virtual Machine Manager (vi rt - manager ), use the web console,
otherwise known as Cockpit.

Virtual Machine Snapshots

Support for creating snapshots of VMs is limited only to those that do not use UEFI firmware.
However, the operation might cause the QEMU monitor to become blocked and affects
hypervisor operations.

As an alternative, use external snapshots.

libvirtd D@aemon

As a replacement of the deprecated | i bvi rt d daemon, use the modular daemons in the
l'ibvirt library. For example, the vi rt genud handles QEMU drivers.

Virtual Floppy Driver

The i sa-f dc driver controls virtual floppy disk devices. To ensure compatibility with migrated
virtual machines (VMs), you should not use floppy disk devices in virtual machines that you
subsequently host on Oracle Linux 9.

qeowz-v2 FOrmat

For virtual disk images, use the qcow2- v3 format instead.

Legacy CPU Models

The following legacy CPU models are deprecated for use in VMs:

*  For Intel® : models prior to Intel® Xeon 55xx and 75xx Processor families (also known as
Nehalem)

*  For AMD: models prior to AMD Opteron G4

To check whether a VM is using a deprecated CPU model, use the vi r sh domi nf o
command, and look for a line similar to the following in the Messages section:

tainted: use of deprecated configuration settings
deprecated configuration: CPU nodel 'i486'
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RDMA-based Live Migration

In this release, RDMA-based live migration of virtual machines is deprecated.

Windows 8 and Windows Server 2012 Guest Operating System

The following Windows versions are deprecated as a guest operating system:
*  Windows 8

*  Windows 8.1

*  Windows Server 2012

*  Windows Server 2012 R2

These are deprecated because they are no longer supported by Microsoft.

Containers

The following features and functionalities that are related to containers are deprecated in
Oracle Linux 9.

Oracle Linux 9 Containers on Oracle Linux 7 Hosts

Creating Oracle Linux 9 containers on an Oracle Linux 7 host is unsupported. Attempts to
deploy this configuration might succeed, but isn't guaranteed.

SHA-1 Algorithm Within Podman

Support for using the SHA-11 algorithm to generate the filename of the rootless network
namespace is removed in Podman. You should restart rootless containers that were configured
by using Podman earlier than version 4.1.1. Restarting these containers rather than just using
sl i rp4net ns ensures that these containers and join the network and connect with containers
that were created with upgraded Podman versions.

CNI Network Stack

The Container Network Interface (CNI) network stack is deprecated. You can use the Netavark
network stack with Podman and other Open Container Initiative (OCI) container management
applications. The Netavark network stack for Podman is also compatible with advanced Docker
functionalities.

Deprecated Packages

The support status of deprecated packages remains unchanged within Oracle Linux 9. For
more information about the length of support, see Oracle Linux: Product Life Cycle Information.

The following packages are deprecated in Oracle Linux 9:
e daxio
e aacraid

* adwaita-gtk2-theme
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o af _key

e anaconda-user-help
e autocorr-af
e autocorr-bg
e autocorr-ca
e autocorr-cs
e autocorr-da
e autocorr-de
e autocorr-dsb
e autocorr-el

* autocorr-en
e autocorr-es
e autocorr-fa
e autocorr-fi

e autocorr-fr

e autocorr-ga
e autocorr-hr
e autocorr-hsb
e autocorr-hu
e autocorr-is

e autocorr-it

e autocorr-ja

e autocorr-ko
e autocorr-lb

e autocorr-It

* autocorr-mn
e autocorr-nl

e autocorr-pl

e autocorr-pt
* autocorr-ro
* autocorr-ru
e autocorr-sk
e autocorr-sl

* autocorr-sr
* autocorr-sv
e autocorr-tr

e autocorr-vi

° autocorr-vro
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autocorr-zh

cheese

cheese-libs

clutter

clutter-gst3
clutter-gtk

cogl

daxio

dbus-glib
dbus-glib-devel
dhcp

dhcp-client
dhcp-common
dhcp-relay
dhcp-server
enchant
enchant-devel

eog

evolution
evolution-bogofilter
evolution-devel
evolution-help
evolution-langpacks
evolution-mapi
evolution-mapi-langpacks
evolution-pst
evolution-spamassassin
festival

festival-data
festvox-slt-arctic-hts
flite

flite-devel
firewire-core

gedit
gedit-plugin-bookmarks

gedit-plugin-bracketcompletion

gedit-plugin-codecomment

gedit-plugin-colorpicker
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gedit-plugin-colorschemer
gedit-plugin-commander
gedit-plugin-drawspaces
gedit-plugin-findinfiles
gedit-plugin-joinlines
gedit-plugin-multiedit
gedit-plugin-sessionsaver
gedit-plugin-smartspaces
gedit-plugin-synctex
gedit-plugin-terminal
gedit-plugin-textsize

gedit-plugin-translate

gedit-plugin-wordcompletion

gedit-plugins
gedit-plugins-data
ghostscript-x11
gnome-common
gnome-photos
gnome-photos-tests
gnome-screenshot
gnome-themes-extra
gtk2 gtk2-devel
gtk2-devel-docs
gtk2-immodule-xim
gtk2-immodules
highcontrast-icon-theme
inkscape
inkscape-docs
inkscape-view
iptables-devel
iptables-libs
iptables-nft
iptables-nft-services
iptables-utils

libdb

libgdata
libgdata-devel

libotr
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libpmem
libpmem-debug
libpmem-devel
libpmem2
libpmem2-debug
libpmem2-devel
libpmemblk
libpmemblk-debug
libpmemblk-devel
libpmemlog
libpmemlog-debug
libpmemlog-devel
libpmemobj
libpmemobj-debug
libpmemobj-devel
libpmempool
libpmempool-debug
libpmempool-devel
libreoffice
libreoffice-base
libreoffice-calc
libreoffice-core
libreoffice-data
libreoffice-draw
libreoffice-emailmerge
libreoffice-filters
libreoffice-gdb-debug-support
libreoffice-graphicfilter
libreoffice-gtk3
libreoffice-help-ar
libreoffice-help-bg
libreoffice-help-bn
libreoffice-help-ca
libreoffice-help-cs
libreoffice-help-da
libreoffice-help-de
libreoffice-help-dz

libreoffice-help-el
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* libreoffice-help-en

« libreoffice-help-eo

e libreoffice-help-es

e libreoffice-help-et

e libreoffice-help-eu

* libreoffice-help-fi

e libreoffice-help-fr

* libreoffice-help-gl

e libreoffice-help-gu

« libreoffice-help-he

* libreoffice-help-hi

e libreoffice-help-hr

e libreoffice-help-hu

e libreoffice-help-id

« libreoffice-help-it

« libreoffice-help-ja

« libreoffice-help-ko

« libreoffice-help-It

* libreoffice-help-Ilv

« libreoffice-help-nb

* libreoffice-help-nl

* libreoffice-help-nn

* libreoffice-help-pl

* libreoffice-help-pt-BR

e libreoffice-help-pt-PT

* libreoffice-help-ro

e libreoffice-help-ru

e libreoffice-help-si

* libreoffice-help-sk

e libreoffice-help-sl

* libreoffice-help-sv

e libreoffice-help-ta

e libreoffice-help-tr

* libreoffice-help-uk

« libreoffice-help-zh-Hans

« libreoffice-help-zh-Hant

« libreoffice-impress

« libreoffice-langpack-af
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libreoffice-langpack-ar
libreoffice-langpack-as
libreoffice-langpack-bg
libreoffice-langpack-bn
libreoffice-langpack-br
libreoffice-langpack-ca
libreoffice-langpack-cs
libreoffice-langpack-cy
libreoffice-langpack-da
libreoffice-langpack-de
libreoffice-langpack-dz
libreoffice-langpack-el
libreoffice-langpack-en
libreoffice-langpack-eo
libreoffice-langpack-es
libreoffice-langpack-et
libreoffice-langpack-eu
libreoffice-langpack-fa
libreoffice-langpack-fi
libreoffice-langpack-fr
libreoffice-langpack-fy
libreoffice-langpack-ga
libreoffice-langpack-gl
libreoffice-langpack-gu
libreoffice-langpack-he
libreoffice-langpack-hi
libreoffice-langpack-hr
libreoffice-langpack-hu
libreoffice-langpack-id
libreoffice-langpack-it
libreoffice-langpack-ja
libreoffice-langpack-kk
libreoffice-langpack-kn
libreoffice-langpack-ko
libreoffice-langpack-It
libreoffice-langpack-Iv
libreoffice-langpack-mai

libreoffice-langpack-ml
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libreoffice-langpack-mr
libreoffice-langpack-nb
libreoffice-langpack-nl
libreoffice-langpack-nn
libreoffice-langpack-nr
libreoffice-langpack-nso
libreoffice-langpack-or
libreoffice-langpack-pa
libreoffice-langpack-pl
libreoffice-langpack-pt-BR
libreoffice-langpack-pt-PT
libreoffice-langpack-ro
libreoffice-langpack-ru
libreoffice-langpack-si
libreoffice-langpack-sk
libreoffice-langpack-sl
libreoffice-langpack-sr
libreoffice-langpack-ss
libreoffice-langpack-st
libreoffice-langpack-sv
libreoffice-langpack-ta
libreoffice-langpack-te
libreoffice-langpack-th
libreoffice-langpack-tn
libreoffice-langpack-tr
libreoffice-langpack-ts
libreoffice-langpack-uk
libreoffice-langpack-ve
libreoffice-langpack-xh
libreoffice-langpack-zh-Hans
libreoffice-langpack-zh-Hant
libreoffice-langpack-zu
libreoffice-math
libreoffice-ogltrans
libreoffice-opensymbol-fonts
libreoffice-pdfimport
libreoffice-pyuno

libreoffice-sdk
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libreoffice-sdk-doc

libreoffice-ure

libreoffice-ure-common

libreoffice-wiki-publisher

libreoffice-writer
libreoffice-x11
libreoffice-xsltfilter
libreofficekit
libsoup
libsoup-devel
libuser
libuser-devel
libwpe
libwpe-devel
mcpp
mod_auth_mellon
mod_security
motif

motif-devel
pmdk-convert
pmempool
python3-pytz
gladxxx

qts

gt5-assistant
gts5-designer
gts-devel
gt5-doctools
gt5-linguist
gt5-qdbusviewer
gt5-qt3d
gt5-qt3d-devel
gt5-qt3d-doc
gt5-qt3d-examples
gts-gtbase

gt5-gtbase-common

gts5-qtbase-devel
gt5-gtbase-doc
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gt5-gtbase-examples
gt5-gtbase-gui
gt5-gtbase-mysq|
gt5-gtbase-odbc
gt5-gtbase-postgresq|
gt5-gtbase-private-devel
gt5-gtbase-static
gt5-gtconnectivity
gt5-gtconnectivity-devel
gt5-gtconnectivity-doc
gt5-gtconnectivity-examples
gt5-gtdeclarative
gt5-qtdeclarative-devel
gt5-qgtdeclarative-doc
gt5-gtdeclarative-examples
gt5-qgtdeclarative-static
gt5-qtdoc
gt5-qgtgraphicaleffects
gt5-qgtgraphicaleffects-doc
gts5-gtimageformats
gt5-gtimageformats-doc
gt5-gtlocation
gt5-gtlocation-devel
gt5-gtlocation-doc
gt5-gtlocation-examples
gts5-gtmultimedia
gts5-gtmultimedia-devel
gt5-gtmultimedia-doc
gt5-gtmultimedia-examples
gt5-qgtquickcontrols
gt5-qtquickcontrols-doc
gt5-qgtquickcontrols-examples
gt5-qtquickcontrols2
gt5-qgtquickcontrols2-devel
gt5-qtquickcontrols2-doc
gt5-qtquickcontrols2-examples
gt5-qtscript
gt5-gtscript-devel
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gt5-qtscript-doc
gt5-qtscript-examples
gt5-gtsensors
gts5-qgtsensors-devel
gt5-gtsensors-doc
gt5-gtsensors-examples
gt5-gtserialbus
gt5-gtserialbus-devel
gt5-gtserialbus-doc
gt5-gtserialbus-examples
gt5-qtserialport
gt5-qtserialport-devel
gt5-gtserialport-doc
gt5-gtserialport-examples
qts5-gtsvg

gt5-qtsvg-devel
gt5-qtsvg-doc
gt5-qtsvg-examples
gt5-gttools
gt5-gttools-common
gt5-gttools-devel
gt5-qttools-doc
gt5-gttools-examples
gt5-qttools-libs-designer
gt5-gttools-libs-designercomponents
gt5-qttools-libs-help
gt5-gttools-static
gt5-gttranslations
gts5-gtwayland
gt5-gtwayland-devel
gt5-gtwayland-doc
gt5-gtwayland-examples
gt5-gtwebchannel
gts5-gtwebchannel-devel
gt5-gtwebchannel-doc
gt5-gtwebchannel-examples
gts5-gtwebsockets

gt5-qtwebsockets-devel
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e Qt5-qtwebsockets-doc

e (t5-gtwebsockets-examples
* Qt5-qtxllextras

e (t5-gtxllextras-devel

e (t5-gtxllextras-doc

e Qgt5-gtxmlpatterns

e (gt5-gtxmlpatterns-devel
e (t5-gtxmlpatterns-doc

e (t5-gtxmlpatterns-examples
e Qt5-rpm-macros

e Qt5-srpm-macros

e redis

* sendmail

° spamassassin

* team

e tigervnc

e tigervnc-icons

* tigervnc-license

e tigervnc-selinux

e tigervnc-server

« tigervnc-server-minimal
« tigervnc-server-module
« webkit2gtk3

*  webkit2gtk3-devel

«  webkit2gtk3-jsc

*  webkit2gtk3-jsc-devel

*  wpebackend-fdo

* wpebackend-fdo-devel

*  Xorg-x1l-server-Xorg

e Xsane
* yp-tools
e ypbind
° ypserv
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Known Issues

This chapter describes known issues that you may encounter when installing and using the
Oracle Linux 9 software. Unless indicated otherwise, the issues apply to both x86_64 and
aarch64 systems. Information that pertains only to a specific platform is also noted accordingly.

Installation Issues

The following are known installation issues for Oracle Linux 9.

Error Messages Displayed While Removing RHCK

When you issue the command sudo dnf renove kernel - cor e- versi on to remove the Red
Hat Compatible Kernel (RHCK) from the system, error messages similar to the following
example might be generated:

Erasing : kernel-core-version 4/ 4
warning: file /1ib/mdul es/version/modul es. builtin. modinfo:
No such file or directory

You can ignore the messages. At the end of the operation, all RHCK related files are removed
successfully.

Bug ID 35964185

Virtualization Issues

The following are known virtualization issues for Oracle Linux 9

KVM Virtual Machines Panic When Started on Oracle Linux 9 Hosts

The gl i bc version that's included with Oracle Linux 9 checks for compatibility between a
system's CPU and new architectures that are supported. A system might pass the compatibility
check. However, the CPU flags that are set on the system after passing the check might be
unknown to the KVM virtual machines that are hosted on that system. Consequently, the VMs
panic when they're booted.

To work around this issue, run the following command:

virsh edit vm nane

Then, add the following declaration in the virtual machine's XML file:

<cpu node='host-nodel ' check='"partial'/>
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The check parameter's parti al setting sets|ibvirt to check the VM's CPU specification
before starting a domain. However, the rest of the checking remains on the hypervisor, which
can still provide a different virtual CPU.

(Bug 1D 34224821)

Virtual Machines Fail to Start at Boot Because the viroro Interface Isn't

Available

After reboot, the vi r br 0 network interface might be missing, which can prevent virtual
machines from automatically starting up after boot.

The libvirt daemons on Oracle Linux 9 are modular to handle atomic features within the
virtualization environment and are started and run as required, and stopped after two minutes
of inactivity. The daemon responsible for setting up the networking interfaces for libvirt is

vi rtnetwor kd. This service isn't automatically started when a virtual machine is started.

To work around this issue, enable the vi rt net wor kd service so that the service starts at boot:

sudo systenttl enable --now virtnetworkd

(Bug 1D 34237540)

Kernel Issues

The following are known kernel issues in Oracle Linux 9.

Kdump Might Fail on Some AMD Hardware

Kdump might fail on some AMD hardware that's running the current Oracle Linux release.
Impacted hardware includes the AMD EPYC CPU servers.

To work around this issue, modify the / et ¢/ sysconf i g/ kdunp configuration file and remove
the i onmu=of f command line option from the KDUMP_COVMMANDLI NE_APPEND variable. Restart the
kdunp service for the changes to take effect.

This issue appears to affect systems running RHCK.

(Bug ID 31274238, 34211826, 34312626)

(aarch64) Some GUI Elements Aren't Displayed During
Installation and Boot Using VGA Output

During installations on the Arm platform, the Oracle Linux installer doesn't display some GUI
elements, such as the progress update screen, on VGA output. Output is displayed on the
serial console, instead.

Additionally, if you install Oracle Linux with GUI on an encrypted disk, for example, by choosing
Server with GUI during the installation stage, and VGA is enabled, the password prompt
doesn't appear on the VGA output at system boot, and consequently, the boot process can't be
completed. The prompt appears only on a serial console, and therefore, you would need to
switch to a serial console to provide the password there.
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This issue is specific to systems on the Arm platform only and occurs regardless of whether
you are using secure boot or non secure boot. Further, the issue applies to Oracle Linux 8 or
Oracle Linux 9 systems that use UEKR6 and UEKR7. The issue occurs wherever Plymouth
graphical elements are loaded in the GUI.

To resolve these GUI issues and to cause these elements to display on VGA output without
using a serial console, add pl ynout h. i gnor e-seri al - consol es to the kernel command line in
the GRUB configuration. For instructions, see Oracle Linux 9: Managing Kernels and System
Boot.

(Bug ID 35034465 and 35270637)

Certain SEV Guest Configurations Might Cause Hypervisor CPU
Soft-Lockup Warnings

On older generation AMD systems that are based on the AMD Rome processors, such as E2
and E3 systems, a guest with more than 350GB memory that's configured to use Secure
Encrypted Virtualization (SEV) memory encryption can trigger a CPU soft-lockup warning on
the hypervisor host during guest boot or shutdown operations.

The time that's needed to flush the pinned memory that's being encrypted is proportional to the
amount of guest memory. However, with larger amounts of memory in excess of 350GB, the
time on the CPU to flush the memory becomes excessive, which consequently triggers a
warning. After the memory is flushed, the hypervisor resumes normal operations.

Newer systems that are based on the AMD Milan processor, such as E4 systems, have
hardware support that can minimize the time required for flushing the memory. Therefore, the
CPU soft-hang issue isn't encountered.

As a workaround, if a SEV enabled guest with more then 350GB of memory is required, create
the guest on a system that's based on the AMD Milan processor. If you are using systems with
the AMD Rome processor, limit the guest memory to less than 350GB if the guest is configured
with SEV memory encryption.

(Bug 1D 34050377)

Systems With Btrfs Falil to Boot in FIPS Mode

When booted in FIPS mode, a system using Birfs fails with the following message:

FATAL: FIPS integrity test failed
Refusing to continue

(Bug ID 36028061)

Leapp Upgrade Messages About Unmounted /0. File System

Warning messages are displayed in the package installation logs during Leapp preupgrade
and Leapp upgrade:

/proc/ is not mounted. This is not a supported node of operation. Please fix
your invocation environment to mount /proc/ and /sys/ properly. Proceeding anyway.
Your mileage may vary.
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During upgrade / pr oc is mounted in a temporary chroot as part of the preparation for the
upgrade rootfs. This process is normal and the warning messages aren't indicative of any real
problem. You can ignore warning messages about the / pr oc file system.

(Bug 1D 36512929)

Kdump Service Disabled After Upgrade

Kdump configuration might be disabled after updating NetworkManager. This is because of a
version update of NetworkManager that changes the default options during nmcli run time for
enabling kdump. Kdump is enabled again after the next reboot.

(Bug ID 36563373)
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Package Changes From the Upstream

Release

The following sections list the changes to binary and source packages from the upstream
release.

Changes to Binary Packages

This section contains information about the removed, modified, and new binary packages in
this release. For information about the source package changes, see Changes to Source

Packages.

Added Binary Packages for BaseOS by Oracle

The following binary packages have been added to BaseOS by Oracle:

bcache-t ool s

btrfs-progs

dtrace

i Wl 3945-f i rmar e

i W 4965-firmare

i wl 6000- firmare

i W ax2xx-firmare

ker nel - uek
kernel - uek-core

ker nel - uek- debug

ker nel - uek- debug- core

ker nel - uek- debug- deve

ker nel - uek- debug- nodul es
ker nel - uek- debug- nodul es-extra
ker nel - uek- deve

ker nel - uek- doc

ker nel - uek- modul es

ker nel - uek- modul es-extra
l'i bertas-sd8686-firmare
|'i bertas-ush8388-firmare

|i bertas-ush8388-ol pc-firnmnare
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['i nux-firmiare-core

Net wor kManager - conf i g- connectivity-oracl e
ocfs2-tool s

or acl e- backgr ounds
oracl e-i ndexht m

oracl el i nux-rel ease
oracl el i nux-rel ease-el 9
oracl e-1 ogos

oracl e-1ogos-httpd
oracl e-1ogos-ipa

rhnsd

Added Binary Packages for AppStream by Oracle

The following binary packages have been added to AppStream by Oracle:

Added Binary Packages for CodeReady Linux Builder by Oracle

dnf - pl ugi n- spacewal k
dtrace- deve
dtrace-testsuite

|'i bbl ockdev-btrfs

pyt hon3- dnf - pl ugi n- spacewal k
pyt hon3- dnf - pl ugi n- ul ni nfo
pyt hon3- hwdat a

pyt hon3- pyOpenSSL

pyt hon3-rhn- check

pyt hon3-rhn-client-tools
python3-rhnlib

pyt hon3-rhn-set up

pyt hon3-rhn- set up- gnone
rhn- check

rhn-client-tools

rhnlib

rhn-set up

r hn- set up- gnone

The following binary packages have been added to CodeReady Linux Builder by Oracle:

oracl el i nux-sh-certs
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The following binary packages from the BaseOS upstream release have been modified:

alternatives
autof s

bi nutils
binutils-gold

bi osdevnane
chkconfig

chrony

cockpi t
cockpit-bridge
cockpit-doc
cockpit-system
cockpit-ws
coreutils
coreutils-common
coreutils-single
dbus

dbus- conmon
dbus-1i bs
dbus-tool s

dnf
dnf-automatic
dnf-data
dnf-pl ugi ns-core
dracut
dracut-config-generic
dracut-config-rescue
dracut - net wor k
dracut - squash
dracut-tool s

ef i boot myr
efi-filesystem
firewalld

firewal | d-filesystem

Release Notes for Oracle Linux 9.4

F95366-07

Copyright © 2024, 2026, Oracle and/or its affiliates.

March 26, 2026
Page 3 of 45



ORACLE

« fwpd
e glibc

e glibc-all-Iangpacks

e glibc-common

e glibc-gconv-extra

e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-
e glibc-1angpack-

Release Notes for Oracle Linux 9.4
F95366-07

aa
af
agr
ak
am
an
anp
ar
as
ast
ayc
az
be
bem
ber
bg
bhb
bho
b
bn
bo
br
brx
bs
byn
ca
ce
chr
ckb
cm
crh

CS
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e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc
e glibc

-l angpack-
- | angpack-
-l angpack-
- | angpack-
- | angpack-
-l angpack-
- | angpack-
-l angpack-
- | angpack-
- | angpack-
-l angpack-
- | angpack-
-l angpack-
- | angpack-
- | angpack-
- | angpack-
- | angpack-
-l angpack-
-l angpack-
-l angpack-
- | angpack-
- | angpack-
-l angpack-
- | angpack-
-l angpack-
- | angpack-
- | angpack-
-l angpack-
- | angpack-
-l angpack-
- | angpack-
-l angpack-
- | angpack-
- | angpack-
-l angpack-
-l angpack-

-l angpack-
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cv
cy
da
de
do
dsb
dv
dz
e
en
eo
es
et

eu

ff

fi

fil
fo
fr

fur
fy
ga
gd
gez
g

gu
Qv
ha
hak
he
h

hi f
hne
hr

hsb
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e glibc-1angpack-ht
e glibc-1angpack-hu
e glibc-1angpack-hy
e glibc-1angpack-ia
e glibc-1angpack-id
e glibc-langpack-ig
e glibc-1angpack-ik
e glibc-langpack-is
e glibc-1angpack-it
e glibc-1angpack-iu
e glibc-1angpack-ja
e glibc-1angpack-ka
e glibc-1angpack-kab
e glibc-1angpack-kk
e glibc-1angpack-k

e glibc-1angpack-km
e glibc-1angpack-kn
e glibc-1angpack-ko
e glibc-1angpack- kok
e glibc-1angpack-ks
e glibc-1angpack-ku
e glibc-1angpack-kw
e glibc-langpack-ky
e glibc-1angpack-1b
e glibc-langpack-1g
e glibc-1angpack-I

e glibc-1angpack-1ij
e glibc-langpack-In
e glibc-1angpack-1o0
e glibc-langpack-1t
e glibc-1angpack-1v
e glibc-1angpack-1zh
e glibc-1angpack-mg
e glibc-1angpack- i
e glibc-1angpack-nfe
e glibc-1langpack-ng
e glibc-1angpack-nhr
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e glibc-1angpack-ni

e glibc-1angpack-mq
e glibc-1angpack-njw
e glibc-1angpack-nk
e glibc-1angpack-mn

e glibc-langpack-m
e glibc-1angpack-mi
e glibc-1angpack- mw
e glibc-1angpack-nr
e glibc-1langpack-ns
e glibc-langpack-nt
e glibc-1angpack-ny
e glibc-1angpack-nan
e glibc-1angpack-nb
e glibc-1angpack-nds
e glibc-1angpack-ne
e glibc-1angpack-nhn
e glibc-1angpack-niu
e glibc-1langpack-n

e glibc-langpack-nn
e glibc-1angpack-nr
e glibc-1angpack-nso
e glibc-1langpack-oc
e glibc-1angpack-om
e glibc-1angpack-or
e glibc-1langpack-os
e glibc-1angpack-pa
e glibc-1angpack-pap
e glibc-1angpack-p

e glibc-1angpack-ps
e glibc-1angpack- pt
e glibc-1angpack-quz
e glibc-1angpack-r aj
e glibc-1angpack-ro
e glibc-langpack-ru
e glibc-1langpack-rw

e glibc-1angpack-sa
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e glibc-1angpack-sah
e glibc-1angpack-sat
e glibc-langpack-sc
e glibc-1angpack-sd
e glibc-1angpack-se
e glibc-1langpack-sgs
e glibc-1angpack-shn
e glibc-1langpack-shs
e glibc-1angpack-s

e glibc-1angpack-sid
e glibc-langpack-sk
e glibc-1langpack-s

e glibc-1angpack-sm
e glibc-1angpack-so
e glibc-1angpack-sq
e glibc-1angpack-sr
e glibc-langpack-ss
e glibc-1angpack-st
e glibc-1langpack-sv
e glibc-1angpack-sw
e glibc-1angpack-sz
e glibc-1langpack-ta
e glibc-1angpack-tcy
e glibc-1angpack-te
e glibc-1angpack-tg
e glibc-1angpack-th
e glibc-1angpack-the
e glibc-langpack-ti

e glibc-1angpack-tig
e glibc-langpack-tk
e glibc-1angpack-tl

e glibc-langpack-tn
e glibc-1angpack-to
e glibc-1angpack-tp
e glibc-langpack-tr
e glibc-langpack-ts
e glibc-1angpack-tt
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e glibc-1angpack-ug

e glibc-1angpack-uk

e glibc-langpack-unm

e glibc-1angpack-ur

e glibc-1angpack-uz

e glibc-1angpack-ve

e glibc-1angpack-vi

e glibc-1angpack-wa

e glibc-1angpack-wae

e glibc-1angpack-wal

e glibc-1angpack-wo

e glibc-1angpack-xh

e glibc-1angpack-yi

e glibc-1angpack-yo

e glibc-1angpack-yue

e glibc-1angpack-yuw

e glibc-1angpack-zh

e glibc-1angpack-zu

e glibc-mniml-|angpack
e grub2-common

e grub2-efi-aa64- modul es
e grub2-efi-x64

e grub2-efi-x64-cdboot
e grub2-efi-x64-modul es
e grub2-pc

e grub2-pc-nodul es

e grub2-tools

* grub2-tool s-ef

e grub2-tool s-extra

e grub2-tool s-nini ma

e grubby

e iscsi-initiator-utils
e iscsi-initiator-utils-iscsiuio
e iw 1000-firmare

e iw 100-firmare

e iw 105-firmare

o iw135-firmware
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i Wl 2000- firmare
iw 2030-firmare
i W 3160-firmare
iwl 3945-firnmnare
i W 4965-firmare
i Wl 5000- firmare
iwl 5150-fi rmaare
i Wl 6000- firmare
i wl 6000g2a-firmare
i wl 6000g2b-firmare
i Wl 6050-firmare
iwl 7260-firmiare

i W ax2xx-firnmware

kexec-tool s
krmod

knod- kvdo
kmod- | i bs
krb5-1ibs
krb5- pki nit

krb5- server

kr b5-server-| dap

kr b5-wor kst ati on

|'i bat omi c

l'i bbl ki d

l'i bdnf

l'i bertas-sd8686-firmare
l'i bertas-sd8787-firmare
|'i bertas-usbh8388-firmare
|i bertas-ush8388-ol pc-firnmnare
l'i bf di sk

l'ibgcc

l'ibgfortran

l'i bgonp

l'i bi pa_hbac

| i bkadnb

I'i bkcapi

l'i bkcapi - hmaccal ¢
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e |ibmount

e |ibnetapi

e |ibnfsidmap

e libnsl

e |libquadmath

e libreport-filesystem
 libsmartcols

e |ibsnbclient

e |ibsss_autofs

e libsss_certmp

e libsss_idmap

e libsss_nss_idmap

e libsss_sinpleifp

e |ibsss_sudo

e |ibstdc++

e libuuid

e |ibwbclient

e linux-firmware

e linux-firmware-core

e linux-firmware-whence
e liquidio-firmare

e nicrocode_ctl

e netronone-firmare

e Networ kManager

*  Networ kManager - adsl|

e Networ kManager - bl uet oot h

e Networ kManager - confi g-connectivity-oracle
*  Networ kManager - confi g- server

e Networ kManager -i ni t scri pts-updown
*  NetworkManager-1ibnm

*  Networ kManager -t eam

*  Networ kManager -t ui

*  Networ kManager - wi fi

e Net wor kManager - wan

o nfs-utils

* nscd

e nvnetcli
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e openssh

e openssh-clients

e openssh-keycat

e openssh-server

e openssl|

e openssl-fips-provider

e openssl-libs

e 0S-prober

° pam

e pcre2

*  pcre2-syntax

e polkit

e polkit-libs

e procps-ng

e procps-ng-il8n

e python3-cffi

e python3-chardet

e python3-configshel

e python3-cryptography

e python3- dnf

e python3-dnf-plugin-post-transaction-actions
e python3-dnf-plugins-core
e python3-dnf-pl ugi n-versionl ock
e python3-firewal

e python3- hawkey

e python3-idna

e python3-1ibdnf

e python3-1ibipa_hbac

e python3-1ibsss nss_idmap
° python3-ply

e python3- pycparser

e python3- pysocks

e python3- pyyani

e python3-rpm

e python3-sanba

e python3- sanmba- dc

*  python3-six
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pyt hon3- sss

pyt hon3- sssdconfi g

pyt hon3- sss- nur nur
redhat - rel ease

rhel - net - nani ng-sysattrs
rpm

rpmbuild-1ibs
rpmlibs

rpm pl ugi n- audi t

rpm pl ugi n-sel i nux
rpmsign

rpmsign-1libs

sanba
sanmba-client-1ibs
sanba- conmon

sanba- conmon- | i bs
sanba- conmon-t ool s
sanba- dcer pc
sanba-dc-|ibs

sanba- | db- | dap- modul es
sanba- i bs

sanba-tool s
sanba- user shares
sanba- w nbi nd
samba- wi nbi nd- modul es
sel i nux- policy

sel i nux- policy-doc
selinux-policy-ms

sel i nux- pol i cy- sandbox
sel i nux-policy-targeted
shi m x64

S0S

sos-audi t

sssd

sssd-ad

sssd-client

sssd- comon
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e sssd-comon- pac

e sssd-dbus

e sssd-ipa

e sssd-kcm

o sssd-krb5

e sssd-krb5- common
e sssd-|dap

e sssd-nfs-idmap

e sssd-passkey

e sssd-polkit-rules
e sssd-proxy

e sssd-tools

* sssd-wi nbind-idmap
e systemd

e systend-cont ai ner
e systemd-1ibs

e systend-oond

e systend-pam

e systend-resol ved
e systend-rpm nacros
e systend-udev

e tuned

e tuned-profiles-cpu-partitioning

e unzip

e util-linux

e util-linux-core
e util-linux-user

e vimfilesystem
e vimninim
° yum

e yumutils

Modified Binary Packages for CodeReady Linux Builder by Oracle

The following binary packages to CodeReady Linux Builder by Oracle have been modified:
e anaconda- wi dget s- deve

e bind-devel

* bind-doc
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bind-1i bs

crash-deve

cups-filters-deve

dot net - sdk- 6. 0- source-built-artifacts
dot net - sdk- 7. 0-source-built-artifacts
edk2- aar ch64

edk2-tool s

edk2-t ool s-doc

fwupd- devel

gcc-pl ugi n-deve

gdm deve

gdm pam ext ensi ons- deve
glibc-benchtests

gl i bc- nss-devel

glibc-static

j ava- 11- openj dk- deno- f ast debug

j ava- 11- openj dk- deno- sl owdebug

j ava- 11- openj dk- devel - f ast debug

j ava- 11- openj dk- devel - sl owdebug

j ava- 11- openj dk- f ast debug

j ava- 11- openj dk- headl ess- f ast debug

j ava- 11- openj dk- headl ess- sl owdebug

j ava- 11- openj dk- j nods- f ast debug

j ava- 11- openj dk- j nods- sl owdebug

j ava- 11- openj dk- sl owdebug

j ava- 11- openj dk- src- f ast debug

j ava- 11- openj dk- sr c- sl owdebug
java-11-openj dk-static-1ibs-fastdebug
java- 11-openj dk-static-1ibs-sl owdebug
j ava- 17- openj dk- deno- f ast debug

j ava- 17- openj dk- denmo- sl owdebug

j ava- 17- openj dk- devel - f ast debug

j ava- 17- openj dk- devel - sl owdebug

j ava- 17- openj dk- f ast debug

j ava- 17- openj dk- headl ess- f ast debug

j ava- 17- openj dk- headl ess- sl owdebug

j ava- 17- openj dk- j nods- f ast debug
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* java-
° java-
* java-
° java-
*  java-
* java-
* java-
* java-
° java-
* java-
*  java-
* java-
* java-
° java-
* java-
e java-
* java-
* java-
* java-
* java-
* java-
° java-
* java-
* java-
* java-
* java-
*  java-
*  java-
* java-
* java-
e knod-

-
-~

- open;j dk-

[y
-~

- open;j dk-

[EEN
-

- open;j dk-

-
-~

- openj dk-

[N
-~

- open;j dk-

-
-~

- openj dk-
0- open;j
- openj
- openj
- openj
- openj
- openj
- openj

- openj

O O O O o o o o

- openj

i i a
® © ® ®» ® ® ®» o ® ©

. 0- open;j

N
=

- open;j dk-

N
-

- open;j dk-

N
[

- openj dk-

N
-

- openj dk-

N
[

- openj dk-

N
e

- open;j dk-

N
-

- openj dk-

N
[

- open;j dk-

N
-

- open;j dk-

N
[

- openj dk-

N
=

- openj dk-

N
-

- openj dk-

N
e

- open;j dk-
21- openj dk-

devel

e | ibdnf-devel
e |ibfdisk-deve

e libguestfs-deve

j nods- sl owdebug

sl owdebug
src-fastdebug
src- sl owdebug
static-libs-fastdebug
static-libs-sl owdebug
dk- denmo- f ast debug

dk- demo- sl owdebug

dk- devel - f ast debug
dk- devel - sl owdebug
dk-f ast debug

dk- headl ess- f ast debug
dk- headl ess- sl owdebug
dk- sl owdebug
dk-src-fast debug

dk- src- sl owdebug
deno-f ast debug
deno- sl owdebug
devel - f ast debug
devel - sl owdebug

f ast debug

headl ess- f ast debug
headl ess- sl owdebug

j nods- f ast debug

j mods- sl owdebug

sl owdebug
src-fastdebug
src- sl owdebug
static-libs-fastdebug

static-libs-sl owdebug

e libguestfs-gobject

e |ibguestfs-gobject-deve

e libguestfs-man-pages-ja
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I'i bguest f s- man- pages- uk
|'i bnet api - devel

l'i bnf si dmap- devel

l'i brados- devel

I'i bradospp- devel

l'i br bd- devel

l'i breoffice-sdk

l'i breoffice-sdk-doc

l'i bsmartcol s-devel

|'i bsnbcl i ent - devel

li bsss_nss_i dmap- devel
l'i bstdc++-static

libvirt-client-qgenu

l'i bvirt-daenon-pl ugi n-sanl ock

l'ibvirt-devel
l'ibvirt-docs

l'i bvirt-Iock-sanl ock

I'i bwbcl i ent-devel

I'i bwebp-tool s

| ua- guestfs

npi ch

munge- devel

Net wor kManager - | i bnm devel
nss_db

nss_hesi od

ocan -1i bguestfs

ocam -1 i bguest f s- devel
Openl PM - devel

openscap- engi ne- sce- devel
PackagekKit-glib-devel
php-|ibguestfs

post gresql -docs

post gresql - pri vat e- devel
post gresql - server - devel
postgresql -static

post gresql -t est

post gresql - upgr ade- devel
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Modified AppStream Binary Packages

procps- ng- deve

pyt hon3-i pat ests

pyt hon3- npi ch

pyt hon3-psutil-tests
pyt hon3- sanba- deve
pyt hon3- sanmba- t est

pyt hon- packagi ng- doc
ruby-1ibguestfs
sanmba- deve

sanba- pi dl

sanba- t est
sanba-test-1ibs

sanl ock- deve
sendmai | -milter
sendmai | -m | ter-deve
syst enmd- boot - unsi gned
t 0g- pegasus- deve
Vvirt-v2v-man- pages-j a
Vi rt-v2v- man- pages- uk

WALi nuxAgent - cvm

Chapter 6
Changes to Binary Packages

The following binary packages from the AppStream upstream release have been modified:

anaconda

anaconda- core
anaconda- dr acut
anaconda- gu
anaconda-instal | - env-deps
anaconda-instal |l -i ng- deps
anaconda-tu
anaconda- user - hel p
anaconda- wi dget s
aspnetcore-runtinme-6.0
aspnetcore-runtime-7.0
aspnetcore-runtime-8.0
aspnet core-targeting-pack-6.0

aspnet core-targeting-pack-7.0
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aspnet core-targeting-pack-8.0

aut ocorr - af
aut ocorr-bg
aut ocorr-ca
aut ocorr-cs
aut ocorr-da
aut ocorr-de
aut ocorr-dsb
autocorr-e
aut ocorr-en
aut ocorr-es
autocorr-fa
autocorr-fi
autocorr-fr
autocorr-ga
autocorr-hr
aut ocorr-hsb
aut ocorr-hu
autocorr-is
autocorr-it
autocorr-ja
aut ocorr-ko
autocorr-1b
autocorr-|t
aut ocorr-m
autocorr-n
autocorr-p
aut ocorr - pt
autocorr-ro
autocorr-ru
autocorr-sk
autocorr-s
aut ocorr-sr
aut ocorr-sv
autocorr-tr
autocorr-vi

autocorr-vro
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aut ocorr-zh
bi nd
bi nd- chr oot

bi nd- dnssec- doc

bi nd-dnssec-utils

bind-1ibs

bi nd-1i cense
bind-utils

bi nutil s-deve
bl ivet-data
boom boot

boom boot - conf
bui | dah

bui | dah-tests
cl ang

cl ang- anal yzer
cl ang- deve

clang-1ibs

cl ang-resource-fil esystem

clang-tool s-extra

cloud-init

cockpi t - conposer
cockpi t - machi nes

cockpi t - packageki t

cockpit-pcp

cockpi t - sessi on-recordi ng
cockpit-storaged
conpat -l i bgfortran-48
conpat - openssl 11

cont ai ner s- conmon

contai ner-tools
cpp
crash

cups-filters

cups-filters-1libs

dbus- daenon

dbus- deve
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e dbus-x11
e ddiskit
o delve

e dot net - apphost - pack- 6.0

e dot net - apphost - pack-7.0

e dot net - apphost - pack-8.0

* dot net - host

e dotnet-hostfxr-6.0

e dotnet-hostfxr-7.0

e dotnet-hostfxr-8.0

e dotnet-runtine-6.0

e dotnet-runtine-7.0

* dotnet-runtimnme-8.0

e dotnet-sdk-6.0

o dotnet-sdk-7.0

e dotnet-sdk-8.0

e dotnet-sdk-8.0-source-built-artifacts
e dotnet-targeting-pack-6.0
e dotnet-targeting-pack-7.0
e dotnet-targeting-pack-8.0
e dotnet-tenplates-6.0

e dotnet-tenplates-7.0

e dotnet-tenplates-8.0

e dracut-caps

o dracut-live

e edk2-ovnf

e efi-srpmmacros

« fapolicyd

e fapolicyd-selinux

o firefox

o firefox-x11

o firewall-applet

e firewall-config

e fwupd- pl ugi n-fl ashrom

e galera
e gcc
e gcc-c+t
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gce-gfortran

gcc- of f| oad- nvpt x
gcce- pl ugi n-annobi n
gdb

gdb- doc

gdb- gdbser ver

gdb- headl ess
gdb- ni ni nma

gdm
git-clang-format

gl i bc-devel
glibc-doc

gl i bc- headers
glibc-1ocal e-source
glibc-utils

gnomne- sessi on

gnone- sessi on-wayl and- sessi on
gnomne- sessi on- xsessi on
gnome- shel | - ext ensi on- backgr ound- | ogo

gstreamer1-rtsp-server

ht t pd

htt pd-core
ht t pd- devel
httpd-filesystem
ht t pd- manua
htt pd-tool s

i dm pki - acrme
i dm pki - base
i dm pki - ca

i dm pki - est

i dm pki - j ava
i dm pki -kra

i dm pki - server
i dm pki -tool s
initial-setup
initial-setup-gu

i pa-client
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e ipa-client-common

e ipa-client-epn

e ipa-client-sanba

e ipa-conmon

e ipa-selinux

° ipa-server

e ipa-server-conmon

° ipa-server-dns

* ipa-server-trust-ad

e java-11-openjdk

e java-11-openj dk- deno

e java-11-openj dk- devel

e java-11-openj dk- headl ess

e java-11-openj dk-javadoc

e java-11-openj dk-javadoc-zi p
e java-11-openj dk-j nods

e java-11-openjdk-src

e java-11-openjdk-static-libs
e java-17-openjdk

e java-17-openj dk-deno

e java-17-openj dk- devel

e java-17-openj dk- headl ess

e java-17-openj dk-javadoc

e java-17-openj dk-javadoc-zip
e java-17-openj dk-j nods

e java-17-openjdk-src

e java-17-openjdk-static-1libs
* java-1.8.0-openjdk

e java-1.8.0-openjdk-dem

e java-1.8.0-openjdk-devel

e java-1.8.0-openjdk-headl ess
e java-1.8.0-openjdk-javadoc
e java-1.8.0-openjdk-javadoc-zip
e java-1.8.0-openjdk-src

* java-21-openjdk

e java-21-openj dk-deno

e java

- 21- openj dk- devel
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j ava- 21- openj dk- headl ess

j ava- 21- openj dk-j avadoc

j ava- 21- openj dk- j avadoc- zi p
j ava- 21- openj dk- j nods

j ava- 21- openj dk-src

java- 21-openj dk-static-1ibs

kernel - r pm nacr os

kernel - srpm macr os

kr b5- deve
ksh

[ i basan

|'i bbl ki d-deve

| i bbl ockdev

|'i bbl ockdev-
|'i bbl ockdev-
l'i bbl ockdev-
|'i bbl ockdev-
l'i bbl ockdev-
|'i bbl ockdev-
l'i bbl ockdev-
|'i bbl ockdev-
|'i bbl ockdev-
l'i bbl ockdev-
|'i bbl ockdev-
l'i bbl ockdev-
|'i bbl ockdev-
|'i bbl ockdev-
|'i bbl ockdev-
l'i bbl ockdev-
l'i bbl ockdev-

l'ibgccjit

btrfs
crypto
dm

fs

kbd

| oop
[vm

| vm dbus
ndr ai d
mpat h
nvdi mm
nvme
part

pl ugi ns-al
swap
tool s

utils

libgccjit-deve

|'i bgonp- of f | oad- nvpt x

|i bguestfs

|'i bguest fs-appliance

l'i bguest fs-bash-conpl etion

l'i bguest fs-inspect-icons
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l'i bguestfs-rescue

|'i bguestfs-rsync

l'i bguest fs-xfs

libitm

[ibitmdeve

[iblsan

[ i bnount - deve

| i bquadnat h-

|i brados2
[ibrbdl

libreoffice

l'i breoffice-
l'ibreoffice-
l'i breoffice-
l'i breoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'ibreoffice-

l'i breoffice-
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deve

base
calc
core
data
draw
emai | mer ge

filters

gdb- debug- support
graphicfilter

gt k3
hel p-ar
hel p- bg
hel p- bn
hel p- ca
hel p-cs
hel p- da
hel p- de
hel p-dz
hel p-e
hel p-en
hel p- eo
hel p-es
hel p- et
hel p- eu
hel p-fi
hel p-fr
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l'ibreoffice-
l'ibreoffice-
l'ibreoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'i breoffice-
l'i breoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-

libreoffice-

l'ibreoffice
l'ibreoffice
l'ibreoffice
libreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice

libreoffice
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hel p-g

hel p-gu
hel p- he
hel p- hi
hel p- hr
hel p- hu
hel p-id
hel p-it
hel p-ja
hel p- ko
hel p-1t
hel p-1v
hel p- nb
hel p-nl
hel p-nn

hel p- pl

hel p-ro
hel p-ru
hel p- si
hel p- sk
hel p- sl
hel p- sv
hel p-ta
hel p-tr
hel p- uk

-inpress
kit

-l angpack-
- | angpack-
- | angpack-
-l angpack-
-l angpack-

-l angpack-
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l'ibreoffice
l'ibreoffice
l'ibreoffice
libreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
libreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
libreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice

libreoffice
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-l angpack-
- | angpack-
-l angpack-
- | angpack-

- | angpack-
- | angpack-
- | angpack-
-l angpack-
-l angpack-
-l angpack-
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-l angpack-
- | angpack-
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- | angpack-
- | angpack-
-l angpack-
- | angpack-
-l angpack-
- | angpack-
-l angpack-
- | angpack-
- | angpack-
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-l angpack-

-l angpack-
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l'ibreoffice
l'ibreoffice
l'ibreoffice
libreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
libreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice
l'ibreoffice

libreoffice

l'i breoffice-
l'ibreoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'i breoffice-
l'ibreoffice-
l'ibreoffice-

l'i breoffice-
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- | angpack- nso

-l angpack- or
- | angpack- pa
- | angpack- p

- | angpack- pt -
- | angpack- pt -

-l angpack-ro
-l angpack-ru
-l angpack- s

-l angpack- sk
-l angpack-s

-l angpack- sr
-l angpack- ss
- | angpack- st
-l angpack- sv
-l angpack-ta
-l angpack-te
-l angpack-th
-l angpack-tn
-l angpack-tr
-l angpack-ts
- angpack- uk
-l angpack-ve

-l angpack- xh

- | angpack- zh-
- | angpack- zh-

-l angpack- zu
mat h

ogl trans

pdf i nport
pyuno
ure

ure-conmmon

witer
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l'ibreoffice-x11
libreoffice-xsltfilter
l'ibreport

l'i breport-anaconda

l'ibreport-cl

l'ibreport-gtk
l'ibreport-plugin-bugzilla

l'i breport-plugin-reportupl oader
l'i breport-web

l'i breswan

l'i bstdc++- devel

|'i bst dc++- docs

l'i bt san

l'i bubsan

|'i buui d- deve

l'ibvirt

libvirt-client
libvirt-client-qgenu
l'ibvirt-daenon

l'i bvirt-daemon- conmon

l'i bvirt-daenon-config-network
l'ibvirt-daenon-config-nwfilter
l'ibvirt-daenon-driver-interface
l'ibvirt-daemon-driver-network
l'ibvirt-daemon-driver-nodedev
l'ibvirt-daenon-driver-nwfilter
l'ibvirt-daenon-driver-gem
l'ibvirt-daenon-driver-secret
l'ibvirt-daenon-driver-storage
l'ibvirt-daenon-driver-storage-core
l'ibvirt-daenon-driver-storage-di sk

l'ibvirt-daenon-driver-storage-iscs

l'ibvirt-daenon-driver-storage-|ogica

l'ibvirt-daenon-driver-storage-npath
l'ibvirt-daenon-driver-storage-rhbd
l'ibvirt-daenmon-driver-storage-scs

['i bvirt-daenmon-kvm
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e libvirt-daenmon-Iock

e libvirt-daenmon-1og

e libvirt-daemon-pl ugi n-1 ockd
e libvirt-daenon-proxy

e libvirt-libs

e libvirt-nss

e |ibwebp

e |ibwebp-devel
e libxslt

o libxslt-devel
* lorax

e lorax-docs

e lorax-Inc-novirt

e lorax-Inc-virt

e lorax-tenplates-generic
* lorax-tenplates-rhel

e necab-ipadic

e mecab-i padi c- EUCIP

e nod_| dap

e nod_|ua

e nod_proxy_htn

e nod_session

e nod_ssl

e npich

e npich-aut ol oad
e npich-devel

e npich-doc

* nunge

e nunge-libs

* netavark

e net-snnp

* net-snnp-agent-1libs
* net-snnp-devel

e net-snnp-libs

e net-snnp-perl

e net-snnp-utils

e netstandard-targeting-pack-2.1
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e Networ kManager - ¢l oud- set up

e Networ kManager - di spat cher-routing-rul es
e Networ kManager - ovs

e Networ kManager - ppp

e nfs-utils-coreos

e nfsv4-client-utils

* nginx

e nginx-all-mdul es
° nginx-core

e nginx-filesystem

* nginx-nmod-http-imge-filter
° ng
° ng

* ngi nx- nod- mai |

nx- nod- ht t p- per|

nx-mod- http-xslt-filter

nx- nod- st ream

« ng
e ntsysv

e opa-address-resol ution
e opa-basic-tools

e« opa-fastfabric

e opa-fm

e opa-libopangt

e QOpenl PM

*  QOpenl PM -1 anserv

e (penlPM-Ilibs

e openscap

e openscap-devel

° openscap- engi ne-sce

e openscap-pyt hon3

e openscap- scanner

e openscap-utils

e openssh-askpass

e openssl -devel

e openssl-perl

e open-vmtools

e open-vmtool s-deskt op
e open-vmtool s-salt-mnion

e open-vmtool s-sdnp
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open-vmt ool s-t est
PackageKi t
PackageKi t - conmand- not - f ound
PackageKit-glib
PackageKi t - gstreaner-pl ugin
PackageKi t - gt k3- modul e

pam deve

pam docs

pam ssh_agent _auth

pcre2- deve

pcre2-utfl16

pcre2-utf 32

per | - PCP- Logl nport

per| - PCP- LogSunmmary

per | - PCP- MW

per | - PCP- PNDA

perl - Sys-Questfs

per| - XM.- Par ser

pesi gn

pl ynout h

pl ymout h-core-1ibs

pl ynout h- gr aphi cs-11i bs

pl ymout h- pl ugi n- f ade- t hr obber
pl ynout h- pl ugi n-| abe

pl ymout h- pl ugi n- scri pt

pl ynout h- pl ugi n-space-fl ares
pl ynout h- pl ugi n-two-step

pl ymout h-scripts

pl ynout h- syst em t hene

pl ymout h- t hene- char ge

pl ynout h-t heme- f ade-i n

pl ymout h-t hene- scri pt

pl ynout h-t here- sol ar

pl ynout h-theme-spinfinity
pl ynout h-t heme- spi nner
podman

podnan- docker
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podman- gvpr oxy
podnan- pl ugi ns
podnan- r enot e

podnan-tests

pol ki t - deve

pol ki t - docs

post gresq

postgresql -contrib

post gresql - docs

post gresql - pl per

post gresql - pl pyt hon3
postgresql-pltc

post gresql - pri vat e- deve
postgresql -private-1ibs
post gresql - server

post gresql - server - devel
postgresql -static

post gresql -t est

post gresql -t est - r pm macr os
post gresql - upgr ade

post gresql - upgr ade- deve
pyki ckstart

python3-attrs

pyt hon3- bi nd

pyt hon3- bl i vet

pyt hon3- bl ockdev

pyt hon3- boom

pyt hon3-cl ang

pyt hon3- dnf - pl ugi n-1 eaves
pyt hon3- dnf - pl ugi n- nodul esync
pyt hon3- dnf - pl ugi n- show-| eaves
pyt hon3-i dm pk

pyt hon3-i pacl i ent

pyt hon3-ipalib

pyt hon3-i paserver
python3-iscsi-initiator-utils

pyt hon3- ki ckst art
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e python3
* python3
e python3
e python3
e python3-
*  python3-
e python3-
*  python3-

-libguestfs
-1'i brount
-libnmstate
-libreport
net - snnp
nunpy
nunpy- f 2py
packagi ng

e python3-pcp

e python3-psuti

e python3- psycopg

e python3- PyMySQL
e python3-rtslib

e python3-sanl ock

e python3-scipy

e python3-ton

. qenu-
. qenu-
. qenu-
. qenu-
. qenu-
. qenu-
. qenu-
. qenu-
. qenu-
. qenu-
. qenu-
. qenu-
. qenu-
. qenu-
. genu-
. qenu-
. qenu-
. qenu-
. qenu-
° rear

guest - agen
i g

kvm

kvm audi o-
kvm bl ock-
kvm bl ock-
kvm bl ock-
kvm conmon
kvm core
kvm devi ce
kvm devi ce
kvm devi ce
kvm devi ce
kvm devi ce
kvm docs
kvmt ool s
kvm ui - eg
kvm ui - ope

pr - hel per

2

t

pa
bl ki o
curl
r bd

-di splay-virtio-gpu

-di spl ay-virtio-gpu-pci
-di splay-virtio-vga

- usb- host

-usb-redirect

- headl| ess

ng

* rhel-systemroles
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r pm api docs
rpmbuild

rpmcron

r pm devel

r prdevt ool s

rpm pl ugi n-fapol i cyd
rpmpl ugin-i ma

rpm pl ugi n- sysl og

r pm pl ugi n- syst emd-i nhi bi t

sanmba- cl i ent
samba- kr b5- printing
sanba-vfs-iouring

sanba-w nbi nd-clients

sanba- wi nbi nd- kr b5- | ocat or

sanba- wi nexe

sanl ock

sanl ock-1ib
scap-security-gui de
scap- security-gui de-doc
sel i nux- pol i cy-devel
sendnai |

sendnai | - cf

sendmai | - doc

set roubl eshoot

set roubl eshoot - pl ugi ns
set roubl eshoot - server
sssd-idp

sysst at

syst end- devel
systend-journal -renote
systentap
systentap-client

syst ent ap- devel

syst ent ap- exporter
systentap-initscript
systentap-runtime

systentap-runtime-java
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syst ent ap- runti me- pyt hon3
systentap-runtime-virtguest
systentap-runtime-virthost
syst ent ap- sdt - deve

syst ent ap- server
target-restore

t hunder bird

t 0g- pegasus

t 0g- pegasus-1i bs

t uned- gtk
tuned-profiles-atonic

t uned- profil es-nssq

tuned- profil es-oracle

t uned- prof i | es- post gresq

t uned- profil es-spectrunscal e
tuned-utils

uui dd

vi m conmon

vi m enhanced

vim X11

virt-p2v

virt-top

virt-v2v
virt-v2v-bash-conpletion
WALi nuxAgent

WAL nuxAgent - udev

xsane

XSsane- conmon

Removed BaseOS Binary Packages

The following binary packages from the BaseOS upstream release have been removed:

kpat ch
kpat ch- dnf

|'i bdnf - pl ugi n-subscri pti on- manager

pyt hon3- cl oud- what

pyt hon3- subscri pti on- manager - rhsm

redhat -rel ease-eul a
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e rhsmicons

e subscription-manager

e subscription-manager-cockpit

e subscription-manager-pl ugi n-ostree

e subscription-manager-rhsmcertificates

Removed AppStream Binary Packages

The following binary packages from the AppStream upstream release have been removed:

e ansible-collection-mcrosoft-sq

e ansible-collection-redhat-rhel _ngnt
e insights-client

e libreport-rhel -anaconda-bugzilla

e Networ kManager - confi g- connecti vi ty-redhat
* realtime-tests

e redhat - backgrounds

e redhat-cloud-client-configuration

e redhat-indexhtn

e redhat-I|ogos

e redhat-logos-httpd

e redhat-Iogos-ipa

* rhe

e rhc-worker-pl aybook

e tool box

e tool box-tests

e virtio-win

e virt-who

Removed CodeReady Linux Builder Binary Packages

The following binary packages from the CodeReady Linux Builder upstream release have been
removed:

e redhat-sbh-certs

e rhc-devel

Changes to Source Packages

This section contains information about the removed, modified, and new source packages in
this release. For information about the binary package changes, see Changes to Binary

Packages.
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Added Source Packages for BaseOS by Oracle

The following source packages have been added to the BaseOS by Oracle:
e bcache-tools

e Dbtrfs-progs

e dtrace

e kernel -uek

 ocfs2-tools

e oracl e-indexhtm

e oraclelinux-rel ease

e oraclelinux-rel ease-el9

e oracle-logos

¢ rhnsd

Added Source Packages for AppStream by Oracle

The following source packages have been added to AppStream by Oracle:
e dnf-pl ugi n- spacewal k

e dtrace

*  pyQpenSSL

e python3-dnf-plugin-ulninfo

e python-hwdat a

* rhn-client-tools

e rhnlib

Modified BaseOS Source Packages

The following source packages from the BaseOS upstream release have been modified:
* autofs
 binutils

e bi osdevname

e chkconfig
e chrony
e cockpit

e coreutils
e dbus
e dnf

e dnf-plugins-core
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e dracut
e efibootmr
e efi-rpmmacros

e firewalld

« fwpd
° gcc

e glibc
e grub2
e grubby

e jscsi-initiator-utils

e kexec-tools

¢ knod

e knod- kvdo

e krb5

o |ibdnf

e |ibkcapi

e libreport

e linux-firmare

e mcrocode_ctl

*  Networ kManager

e nvnetcli
e openssh
e openssl

e 0S-prober

e pcre2

e polkit

e python-cffi

*  python-chardet

e python-configshel
e python-idna

e python-ply

e python-pycpar ser
e python-pysocks

e python-six

«  PyYAM

* redhat-rel ease

e rpm
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Modified AppStream Source Packages

sanba

sel i nux- policy
shim

S0S

sssd

systend

t uned

unzip
util-1inux

vim

Chapter 6
Changes to Source Packages

The following source packages from the AppStream upstream release have been modified:

anaconda

anaconda- user - hel p

bi nd

bi nd- dyndb- | dap
binutils

boom boot
bui | dah

ceph

chkconfig

cl ang
cloud-init
cockpi t
cockpi t - conposer

cockpi t - machi nes

cockpi t - sessi on-recordi ng

conpat-1ibgfortran-48

conpat - openssl| 11

cont ai ners- common

contai ner-tools
crash
cups-filters
dbus

ddi ski t

del ve
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dnf-pl ugi ns-core
dotnet6.0
dotnet7.0
dracut

edk?2

efi-rpm macros
fapolicyd
firefox
firewalld
fwupd

galera

gcc

gdb

gdm

glibc

gnomne- shel | - ext ensi on- backgr ound- | ogo

htt pd
initial-setup

i pa

iscsi-initiator-utils

j ackson- dat abi nd
j ava- 11- openj dk
j ava- 17- openj dk

j ava- 1. 8. 0- openj dk

kernel - sr pm macr os

keybi nder 3
kr b5

ksh

|'i bbl ockdev
l'i bguestfs
l'ibreoffice
l'ibreport

l'i breswan
l'ibvirt

l'i bxslt

| or ax

| orax-tenpl ates-rhe
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mecab- i padi ¢
npi ch

nunge

net - snnp

Net wor kManager
nunpy

opa-ff

opa-fm

Openl PM
openscap
openssh

openss
open-vmtool s
PackageKi t

pcp

pcre2

per | - XML- Par ser
pesi gn
pki - core

pl ynout h
podman

pol Ki t

pyki ckst art
python-attrs
pyt hon-bl i vet
pyt hon- packagi ng
pyt hon- psut i
pyt hon- PyMySQL
python-rtslib
pyt hon-t om

rear

rhel -systemrol es

rpm
r prdevt ool s
sanba

sanl ock

scap-security-guide
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Modified Source Packages for CodeReady Linux Builder by Oracle

sci py
sel i nux- policy
sendmai

set roubl eshoot

set roubl eshoot - pl ugi ns

sssd
sysst at
systend
systentap

t hunderbird
t 0g- pegasus
t uned
util-Iinux
vim
Virt-p2v
virt-top
virt-v2v
WALi nuxAgent

xsane
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Changes to Source Packages

The following binary packages to CodeReady Linux Builder by Oracle have been modified:

anaconda

bi nd

ceph

crash
cups-filters
dotnet6.0
dotnet7.0

edk?2

fwupd

gce

gdm

glibc

i pa

j ava- 11- openj dk
j ava- 1. 8. 0- openj dk
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Removed BaseOS Source Packages

krmod

l'i bdnf

li bguestfs
libreoffice
l'ibvirt
npi ch

nunge

Net wor kManag
ocan

Qpenl PM
openscap

PackageKi t

er

pyt hon- packagi ng

pyt hon- psut
sanba

sanl ock
sendmai
sssd

t 0g- pegasus
util-linux

virt-vav
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The following source packages from the BaseOS upstream release have been removed:

Removed AppStream Source Packages

kpat ch

openssl -fips
subscription
subscription

subscription

- provi der
- manager

- manager - cockpi t

-manager-rhsmcertificates

The following source packages from the AppStream upstream release have been removed:

ansi bl e-col | ection-nicrosoft-sq

ansi bl e-col | ection-redhat -rhel _ngm

i nsi ght s-cl
l'i bica

realti ne-tes
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o redhat-cloud-client-configuration
e redhat-indexhtm

e redhat-1ogos

* rhc

e rhc-worker-pl aybook

* tool box

e virtio-wn

e virt-who
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